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XYPAAHTYI

LlaxunraaH apynm XyYUAr HI3CHI3C XOWL MHTEPHIT Hb A3XUA epTeHLS XaMrMIH TOM eepynent
XyBbCan aB4MpcaH H33NT bonoon 6anHa. 3nXMAH XYH aMblH Tanaac uayy XyBb Hb M3[33 YHLUMX,
OVp JOTHbI XYMYYCT3Mr3 Xon0orfox, axnblH 6arp xarx 3cxyn sapantav acyyntag XxapuymnT 3paxas3
WHTEPH3T CYIIXK33r efep TyTaMAaa awurnax banHa. VHTepH3T Hb 50 XUIMNH eMHe X3HUI 4 TeCeesx
Yafaxaaprym epreH xyp33, Xypaaap HUMMM, 3OMAH 3aCrUAH OONOMXKYYAbIM HI3CH.

Yr eepunentuiH yp AYHL UHTEPHITUMH XYPTIIMXK, X3P3MN33 Hb XYH 3PX, IPX Yeneeree 3413 yyxan
X3P3rcan OOMOXbIN HUMTIP XYyJI33H 3eBLUeepex 0omx33. [Oanxui fasap 4 1a3p0yM rapyin XyHUN XyBbA,
WNHTEPH3T Hb XapuiLlaa xonboo TOrToox, Cypax, SANMH 3aCrUH XapuiuaaHa OpoX, HUMMM, yNc
TOPUIMH YN ABOANA OPONLUOX Fon X3p3rcan bonoop HGanHa.

[3BY LLAXMM OPHMHE X3P3IMIIK, aluriax Oy X3asH T3pOyM XYHUIN AUAMHX Hb €paese XOEpPXOH
KOPMOpaLMNH YANYMITIIHIIC XaMaapanTan banHa. VIHTepHIT XxaHAanTblH aHxdard CyBar SHIXyY
XOEp KOMMaHWM xsaHantag Ganpar. YURYMnrd He aMbpanblH Cantiryid HIr Xacar BONCOH y4paac
WNHTEPH3ITUIT TIO3HIYMM3P Teceenexemn 63px.

Dancbyyk (Facebook) Gon A3nXxMMH xaMrUiiH TOM coliman Meama KoMnaHu meH. Oamcbyyk
(Facebook)-uinH colwman nnatdopm, xapunuaa xonbooHb! yununnrasHuin BatcAnn (WhatsApp)
(WhatsApp), Meccenxap (Messenger), WHctarpam (Instagram) anninkenwHUm HART X3p3rnardguiar
HUIANYYNO3. O3NXMAH XYH aMblH FypaBHbl H3M Hb efep TyTamaaa Pancoyyk (Facebook)-umiH
YUNUUAT3r almnrmax 6aHa. ©OHeernminH AUXKUTan 3puH YeUNH XyYH TOPeNXTHUN Xapunluaa xonboo X3B
MasiTUIAr T30, TOOOPXONIXK DalHa.

Fyyrn (Google) uaxnm epTeHUS 1yy TOM OPOH 3amr 333n43r. [yyrn (Google)-unH XalnTbiH CUCTEM
Hb M3I33/NIMIAH TON 3X CypBa/mk Oereep faHraapaa O3NXUIMH XaWnTbiH CUCTEMUIH X3p3rnasHuin 90
rapym xysumr 33an03r. Tyyrn (Google)-miH xannteiH xeted XpoM (Chrome) Hb O3NXuUiAL XaMrnH
WX X3P3rNaramsr XannteiH xeTed oM. MeH Tyyrn (Google)-uiH Buaeo nnatdopm KOyTyyd (Youtube)
(Youtube) Hb manxuig Tapryynard Buaeo nnathopM TOAUNIYN XOEP Aaxb XaMIMMIAH X X3P3rnaransr
XanNTbIH CUCTEM 1OM. Yyraap 30rCoXryin rap ytacHsl AHgpong (Android) ynngnnmnH cucteMuinr
OVIAN3HX yXaanar rap ytac awwvrnargaar.

XYMyyC KOMMbIOTEPOOC UAYYT3M rap YTChIr alunrnaH UHTepH3TSA, opox boncoH Tyn AHgpong (Android)
YNAAMAH CUCTEMUIH AaBaMrannan Hb HIH Yyxan ad xonborgonton. Fap yrac Hb OMAHUM LaXUM
XaWNTbIH 3ypLWWA, M3A33M1133C rafiHa 30pHMX MapLipyT, Ganplumnn 33p3ar M3A33nunr xagrangar. MeH
OMOHWIA XYBWIMH 3aXxnaan, 3ypsac, 3ypar, yTacHbl Ayraap, XyaHnuiH TSMASMSN 33p3r TOMMIYA ONTOH
M>3[133M131 rap yTcaHa aryynargax banpar.

fyyrn (Google) 6onoH @ancbyyk (Facebook) Hb XyH TOPEAXTOHT XONDOX, HIH Yyxan YANYnnr3
Y3YYIK BariHa. XyMyyC eHeernmH HUMMmM, 3OUAH 3aCTMnH XapuiLaaHma, yTra Terefgep oposLoX, 3px33
3N3X34, UHTepPHIT Byloy Tyyrn (Google), ®ancbyyk (Facebook)-uinH caHan Gonrox Oyn xaparcnyya
dyxas yypar rynusTrax 6osxas.

ryyrn (Google), ®ancbyyk (Facebook)-niH yinnumnras xaguii 60AUT yH3 LSHTAM 4, Heree Tanaac
NNaThOPMyyLL Hb X34 X343H 3PCASNMAT faryynpar. SAr33p KOMMaHWUM TaHhantag cyypuncaH dusHec
3areap Hb X3parnarygur “MaycTuinH HariMaa” Byloy eepUIH YH3 LSH3TIM, XYBUAH M3433/11133
HavMaanuaxag, Xypragar. YUmp Hb XyMyyC LaX1M OPHUHL, XIPIMIIXMIH TYAL XYHUA SPXUAH 3epumnng,
CYypUNCaH CUCTEMUNT alluriiaxaac eep aprarymg xypy 6ariHa. tOyH TypyyHA A33px GusHec 3arsap
Hb XyBb XYHWUI HyyUTam Garix 3pxa4 ypbL eMHe bairaaryn epreH xypasHa xangax bavraac ragHa
YYHUIT Oaraag, y33n 604100 UN3PXMIANSX 3PX33C aBaxyynaad UTraN YHIMLIWATIN Barix, sanraBapnaH
ragyypxnaac aHrmg 6arx 33par 6ycag 3px34 HOUTOM 3aHaNXMMMXK BanHa.

DH3 60N BUAHMI aHX HIMACOH UHTEPH3T orT buw. Tyyrn (Google), ®ancbyyk (Facebook) komnaHuya
XOPWOA, XUINUH 6MHe BU3HeC33 3XJTYYNIX[33 T3C eep OM3HEeC 3arBapTan, Xo8yn TaHganTan,
cyypungarryn 6ams. XyBb XyHWUI HyyLa aaxkmaap xangax boncoH Hb 34r33p KOMMaHW 3ax 33311
HOEPXOX, A3NXMM OaXWHA “HUMTUH OPOH 3alr” XaHanNTAaa aBCHbI WYY VP AaraBap oM.

ABAPTA TAHJATHINA
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Yr TavnaHruiiH “"TaHaanTbiH GusHec” rax sxHuin 6ynarT Fyyrn (Google), ®ancbyyk (Facebook)-
WAH TaHOanTag, cyypuncaH OM3HeC 3areap XapX3aH X343H TapOyM XyH33C Tenbep aBaxrymrasp
YUNYMAM3 Y3YYIATMAr TannbapnaHa. XapuH OfoH HUMAT MeHreH Tenbep OuLl XyBUIH M3O33M1M133p33
ynnumnrasHun Tenbep Tenmer. Myyrn (Google), ®3ncbyyk (Facebook) komnaHmnya sHaxyy
M3O3NMAT LyryynaH yaMaap XyMyYyCT AyH WUHXUAMS XUIAXK, TISOHWUIAT aHTUMK, COHMPXOTT,
OHLJIOT LUMHXK, AiNaHrysa 3aH GananbiHX Hb Tanaap Taamarnan 6onoBCpyynx, 3USCT Hb YYHUIMS 3ap
CypTan4unraaHaac almr ofoxof, awurnagar.

TaHOanTbiH 3H3 MexaHu3M Hb Tyyrn (Google)-unH xannTeiH x3car, acxyn @ancbyyk (Facebook)-
WIAH NNaTopMOOC Y BPreH XYP3a3HL X3p3rkaar. [ap yTacHbl anmiamvKenwH3C aBaxyynaag Laxmm
CYIIXKI9HMI BYXUIA N X3C3r Laalunaan OoanT epTeHLen efep TyTMblH aMbApang Y XyMyYCUAr TaHOaH
Mepnex banpar.

Ta4 OUOHWI oy Xalk, Xaallaa fBX, X3HTIN, 0y fAPbX, 0y YHWWX Oy Tanaap O3AMP3HIYA M3A33130
uyrnyynaar 6ereef 34rasp M3A33713 UAXUM OyH WUHXUIT XUIAX, BUOHWUIA C3Tran 3yiH Ganpan,
yrcaa rapan, OanrmiiH yur Gapurmkaa, ync TepUIAH y33n BapuMTnan, am3ar GanmnbIr Taamarnax
OonomxXxTON BOMXK33. DAr33P MIAIIMIMIAH HUIISATYA XICTUIT T3P AyHOAa XYHUA SPXUIAH Xyynuap
XamraanarfcaH XyHWUM OHLIOT LWMHX BYXMUIA M3INAUIAT- M3I33M3M, 3ap CypTanduiraa xyprax
X3P3rN3r4A33 TOrTooX 30punroton bamryynnara, 6ycan 3Trasasa A3Nr34ar.

"XyBUINH Hyyuaa Xangax Hb"” X3M33X X0€payraap OynarT sH3Xyy HUATUIM XaMmapcaH TaHaanT Hb
XYHWUIA XYBUIAH HyyLITan Balix 3pXMNH MBH YaHapbIr X3PX3H 30pumX Oymr TannbapnaHa. DHIXyy
TaHAANT Hb H3H Waapanarary, 30XMMXIyn LWantraaHaap XafsH TapOyM XyHUI XYyBUIH amMmbAapanbir
NAHXYY XOHANeHreec TaHAax Hb fiMap Y Hexuenm WaapafiaraTtan, 30XMCTOM MK Y33X HeXLenryum.
TYYHUA3H X3P3MN3rYML LAXUM CYSIXKIIHUM KOMNAHWYIbIH YWNHUAMIT aBaxblH TyN4 HIBTPIXA3D
©6PCAUMH XYBUAH M3LA33MAVNT MAaPKETUHT, CypTanymiraaHsl 3opuynantaap awmrnaxbir asTomataap
"36BLUOOPCOH" T Y33K, MIAIMINTIN XapbLax 6anraa Hb X3P3rM3r4AUAH XIHL, XIPXIH 66pUIH
M3[3311/133 XyBaaslaxaa CoOHrox, WMradX 3pxaa xangax 6anHa. SUsCT Hb 34r33p KOMMaHW anroputMm
X3P3rN3rYANNH Tanaap O3NMP3HIYA M3A33130 Byxui npodarin yyCraasr He X3P3rNardauiiH XyBUNH
OPYMHL, ©6pUINres 4eneeTar TOAOPXOMNOoX DONOMXMA caas yupyynx banHa.

DX3HA33 [133PX M3I[AIIII3C 36BXOH XYBUIH KOMMAaHWYL, 3ap CypTanymiraaraa OanmpLluyynx awur
XypTO3r BGancaH 4, M3A33MIMIAH CaH B1in BONCHOOC XOWLL 3aCTUIAH ra3pyydbiH 4 COHUPXIIbIT UX33pP
TaTax Oomk33. YYHWI WantraaH Hb 3HrMAH. Myyrn (Google) 6onoH Mancbyyk (Facebook) onoH Tapbym
X3P3IrMAYAMIMHX3 Tanaap Matl Mx X3IMXKI3HUIA M3L33M13 LyTyyK YaacaH 6a anb Har 3acriiiH rasap
LYTyynaxbir X3H Y X3333 4 36BLUOOPEX66PTYA M3O33YYAMNT OYPAYYIIXK Haax33. TyC XOEp KOMMaHu
X0y X3P3rNaryANMHX Hb M3A33MINIAT aBax rICIH anvBaa YCbiH OPOANOrbIT OLOOXOHA00 Xaax
YafcaH Y, 3aCrUH raspyyd TIAHWUIA UX X3MXKIIHUI M3A33M3N Lyrnyynax YagBapaac Hb H6onoop yin
aXxunnaraar Hb xs3raapfiax 30Xvuyynant raprafarryn.

XyBURH Hyyuan xandax Hb @ancbyyk (Facebook), Myyrn (Google)-wiH TaHpantag cyypwncaH busHec
3arBapblH CaNLUryM X3C3r OONOXbIr KOMMAHWYABIH XYBUMH HyyLTaln XONO00TOW MapraaHyyn rpyuiH3.
KoMnaHWyn, XaparnardniiH XyBUIMH HyyLbIr XxaMraanax 0atanraa erger Y, acap OfIOH TOOHbI XYBUIH
HyyuTan XonbooTon 3epym, TOMAON rapy Barnraa Hb OHLIOM TOXMoNAoN OyC XapuH DU3HEeCUIH
X3BUVH YW aXXuanaraaHbl HIM X3C3r XK Y33X33C 6P apraryw oMm.

"M>apa3nnuinH ayH wWnHXMArs: XyBUINH Hyyuaac Gycap XyHum 3pxag, yumpy 6ym spcoanyya”
X3M33X rypasgyraap oynart oung fyyrn (Google) 6onoH @3ncbyyk (Facebook)-miH nnatcopm Hb
X3P3IMN3MYA33C UX XIMXKIIHUN M3 Lyryynaag 30rcoXry HapuinH anropuTMbIH CUCTEM aLLWrmIaH
30r33p ererafieec Uiyy HapuinH y3yynanT, M3433130n O0noBCpyyndar Tyxam aBy y3H3. YT CUCTEM Hb
3ap cypTanyuaraaHbl HAPUH TOXMPYyNra OONOH AaMXKyynanT, XyMyycumur nnatdopma bannrax 3aH
OaranbIH XY4MH 3y 33031 KOMMAHWI aWmr COHMPXONA HUMLCIH YP AYHA XYP3X XaMIUIAH CalH

apra 3ambIr OfI0X00P XUUFACIH. YP AYHA Hb X3P3MN3rYAUNH M3AI3NAUNAT HIMTMCHUM fapaa Toarap
M3[33/1311 X3P3rN3ryma, eepT Hb MHITUMH Oangnaap Oyuax vpaar.

DAr3p anropuUTMbIH CUCTEMYYA XYHUI Y331 60AN00 MAPXMANDX 3PX Henee, UTMM YHIMLUMUATIN
Gawx, Tarw Oanx, AnraBapiaH rafyypxfiaac aHrmg 0anx 3pxyyas4 HOLTOW aloyn yupyynaxyni Hemnee
y3yynaar. Tyyrn (Google) 6onoH ®3ncbyyk (Facebook)-unitH x3parnaryamint Lap xypa3, xaHaant
NX3CCIHIIP A3PX IPCASN YNaM HIMIMACOH 6a HUNT XYH aMbliH XIMXX33HUIA XYHUI SPXUAH 3epunnp,
XYPraxa3. TyYHUN3H LOrL, faTa aHalUTUKT CYypuicaH CUCTEM Hb M3L33J133 alumrnyymk Oy onoH
TIPOYM XYHI3P 30rCOXTYM KOMMbIOTEPUIH LUMHXKI3X yXaaHuyhan XypTan ovnromxryn Gavaar.
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87 can xyHum O3ancbyyk (Facebook) xasiraac M3433n3n Wyrnyynx, ync TOPUNH KaMnaHWUT axiibiH
30PUNTOOP XYMYYCT M333/13/1 OHOBYMITK XYPraX, CaHambIr YATYYI3X34 awmrnacaH KeMOpuaoxkmimH
AHanUTUKa UPMUIAH X3P3T Hb AMXUIA HUMT3A, 3Ar33p NAaTopM XYMYYCT 3pCO3NTINM OPreH Xyp3asHL
Heneenex DONOMXKTOMH A33p T34 Y rafHbiH Xananarag epTex 3pca3nTanr xapyyncaH. [Ospx xapar
X3OMNM3p LOYMPAOM DOMOBY, YYHTIM agmnaap M3433M30 LyriyyaxK, OYH WUHXUMS XUAXL
cyypunaar Tyyrn (Google), ®ancbyyk (Facebook)-uinH G13Hec 3arsapaac rapax xop ypLimr MeceH
YYNblH OpOW TOAUM IOM.

DU3CT Hb "pX M3ANUIH TEBNepen xapuyunarbir caapyynax Hb" r3x [0epes A3X OyrarT nx
X3IMXKIIHWUI M3ILIIMNNAH caH O0NooA LLaxmMM TOOLOOMNbIH Xy4uH Yafan He Myyrn (Google), ®3mcbyyk
(Facebook)-mir xapxaH O3NXMIAH XaMIMAH XEPEeHreTaM, Xy4Mpxar KOMNaHnyL OONroCHbIr XapyyJHa.
Fyyrn (Google)-ninH 3ax 333NMAH YH3M3 Hb MpnaHasiH JoTtooasiH HUAT ByTaarmaxyyHaac (OHE)
X0€p AaxuH nx 6on Oancbyyk (Facebook)-urH yHaAr3 Hb MpnanabiH JHB-33C rypaBHbl H3r3p nx
(X0€p KOMNaAHMIT HNANYYNG31 EBPOnbIH X0NO0OHBIXOOC XOEP AaXMH MX) ax. TyC KOMMaHWyOblH
Ou3HeC 3arBap Hb TIOIHLA CaHXYYIMUH YadamX, YIC TOPUH HeNeennee HaM3rayynsx, onoH Tapbym
XYHUI LLaXMM Op4HbI OPOMLLOOT yaMpaax 6ONOMXK ONrOXbIH Xaxyyraap KOMMnaHu O0fOH MHTEPHT
X3P3rN3rYAMIAH XOOPOHL, M3AN3MMIAH Tarw Byc Gampan 6uin Gonoxod XypracaH oM. DH3 Tanaap
cyanaay CocaHa 3ybodd “Tag duaHM Tanaap OyXHWUAM M3A3X Y, OWA TIAHWUIAT OFT M3A3XIYI" X3M33H
OYTH3X33.

Fyyrn (Google), ®3mcbyyk (Facebook)-uninH 3px M3A31 TOBNEPEXUIH X3p33p OU3HEC 3arBap Hb XYHWIA
3pX34 HOUTOW Henee y3yynax 6ereefn 3acrviiH raspyyn yr KOMMNaHWyaad xapuyunara TooLOX, 3CXyN
3PX Hb 36PYUIOCOH XYBb XYH XYY/Map 3pX33 XxaMraanyynaxaf XyHAP3ATal xapuyuarbiH CySl OpoH 3ai
Yy GanHa.

3acruinH rasap Hb KOpnopaumym XyHWUI SpXUNAT 36p4Mxeec MPraass xamraanax yyparman. sy
OHIOPCOH XOPWH XUMWAH XyrauaaHi M3[433/13/1 TeXHOMOMMIAH KOMNaHWYyLL eepCcaes 30XMLyynant
XWX npcaH bereen 2013 oHg Myyrn (Google)-nitH TyALaTraX 3axmpan acaH dpuk LLMnaT uaxum
epTeHUMIr “3acarnanaac aHrug, XaMmruinH TOM OPOH 3ail” ra)K TOROPXOMACOH BaiHa. XapuH
OJOH OPHbI XYY/b TOITOOTY, 3pX OapuUring epcenaesHUr xaraapnacaH yHasananasp Myyrn (Google)
bonoH ®ancdyyk (Facebook)-T wanrant xuix, EBponbiH XonbooHbl “M343351351 XaMraanax epeHxmm
KypaMm"”-bIr 36pYCOH X TOPryysb HOMAyynax, TOMOOXOH TEXHONOMMMH KOMMaHNYAA TaTBapbIH LLNHD
I3rnam Tortoox 33praap Myyrn (Google), ®ancbyyk (Facebook)-nitH 3px M3ANNIAH TOBNEPANIAH 3CPar
WYy OaipanTbiH LUMHXTIM Xapuy apra Xamxa3 aBax b0x33.

AnviBaa GU3HEC Hb YT aXusiaraaHbixaa Xypa3HL XYHUA 3pXUIAT XYHIITIIX YYparTan Gereeq yyHUN
TYNA XYHA 3pX3[, y3yYXK Oy Heneennumr Tortroox, 3anpyynax écton. ryyrn (Google), ®ancbyyk
(Facebook) komMnaHWyn Hb XyBb XYHUI HyyL, BONOH Y331 BOANOO UNIPXMIANIX IPX YONesTIn
xonbooTom yp Heneer apunrax 604noro 6oONOBCPYyyNaH, X3P3IrKYYXK 3X3NC3H. [3BY ToAHUIN TaHOanTas
CyypuncaH BmsHec 3arBap Hb XYHUI HyyuTaln Ganx 3pxWMnH MeH YaHapbIr angarayynx, oycag spxag
HOLTOWM 3aHanxumnmx banraa Gereeq T34 yr acyyaang uory, 6ananaap xaHoaxry, eHeernnH brsHec
3arBap Hb XYHWUI SPXMIAT XYHOITIIX YYP3IrTM Hb HWMUSXTY Barraar aBy y33xrym Hanraa om.

DMHECTN VIHTEPH3LLHINIAH 3yr33C TYC TaNaHrMMH yp AYHT HUNTABMI3X33C 6MHO Xapuy UPYynsx
6onomxunr Tyyrn (Google) 6onon ®3ncbyyk (Facebook)-T onrocon. @ancbyyk (Facebook)-33c¢
UPYVIC3H Xapyy M3O3MAMIAT XaBcpantaap opyynas. Men Tyyrn (Google)-uinH axnax axuntHyyara
SMHECTU MHTepHaLWHN spunucaH Ba T34 eepcamint xonborgox 60ANnoro, yn axunnaraaHbixaa tanaap
M>3[133M1311 erceH 6onHO. X08p KOMMaHW xapuy Tainbapbir TyC TainaHg Tycracad 6onHo.

DUCT Hb TEXHOMOTMIH canbapbiH 30XMLYYNanTryi 3puH ye ayycax banraa Hb Topopxon bereef
Laalua TOPUH 3yr33C 30XMLUYYyNanT Waapanaratan 60noBY TeXHONOrMIH canbapbiH 30XMLyynanT
sMap xanb3p33p ABarfaxaac YN xaMaapaH Tepeec XYHUN 3PX3[, CyypuUncaH XxaHanarsir GapnmTiax
ecton. OMpbIH XyrauaaHz OO00rMMH 30XULLYYNaNTbIH X3P3MKMATUNT Sapantal YaHraTrax Xxaparmam
DanHa. 3aCrminH raspyyn XyYHWUR 3pXUAT OyX HUITIA, XYPTIIMXKTIN BONroX, SASYYNIXL YAMNIrACH
LVIXKUTaN TepuinH OOONOro X3P3arKyyiax, XyBUAH M3O3MINMH TaHAANTbIr Baracrax, 3CXyn Mpr3guiH
WHTEPH3T3A, UTMX UMMM CIPradx 33prasp OYTUMIAH LIMHIYMSN XWX 3aMaap TaHganTag cyypuicaH
OUM3HeC 3arBapblH XYHUI 3PX3L yUpYYSxK Oy xop ypLurmmr Byypyynax anxMmyyobir aBy X3p3amkyyax
Waapanaratan arHa.
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1. TAHQANTbIH BIASHEC

«bud eapcduiin bym3snaac byc
X3p32n324d33c MeH26 01002. »

Jupm Pabun, Anppoiigbii yycran Gaiiryynarumiin Har, 2013'

Bua Laxmm epTeHLs Xapunuaana
opox BypT3 yrnasn OypUnHX3
AvKmMTan Tamaarnan 6onox
M3O331IUAH Y1 MEPUIAT YNA33XK
Ganpar. bup uaxum WyynaH
WNM33X34 TyXalH 3ypBacbiH aryynra,
WNM3MAC3H Lar, Xy/133H aBary,
WMNr33C3H rasap 6onoH Gycan onoH
M3[33/1311 cepBep BONOH M3L33MNUIH
TeByy434 OypTrarasx, xagranarnaar.
TYYHUYN3H NHTEPH3TIIP XaWNAT XU,
rap yTacHbl anmnivkKenLwH X3p3rnax,
DaHKHbI kapTaap XydangaH aBant
XWX Ve[ Y YYHTI agun ymun [l
epHeper. buaHMM aMbapasnbiH ONOH
X3C3r LLaxmMMaap Xap3arkmx 0omx,
NHTEPH3T3, XONDOraoX TeXeepemX,
YWIYUAT33, TOHOT TEOXOBPOMXK,
MaLLUMHaac 3X1337 Tanx Lapary,
YMNOB3PYYA ONLUPOXbIH X3p33pP
WHTEPH3T3A, OYPTrarAcoH M3L33MIUMH
X3MXK33 acap XypaaLTan ecex
banHa.

Steven Levy, Wired, The Inside Story of the Moto X: The Reason l'yyrn (Google) Bought Motorola, 8 January 2013
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3apvMm Tanaap 34r33p Hb LUaXMM M3O33ANVNT YHLWMXAA CYypUAcaH TOOH CUCTEMUNMH TEXHOMOTMIH
JavBap OyT33rasxyyH oM. [3BY TEXHONMOTMIMH KOMMNaHWyL “ererfen raprant” Hb TYWIbIH YH3 L3HITIM
M3A3371IMAH Heel, H6OMoXbIr 3PTHIIC M3ARK Oark33. OrergiMnr “LWNH3 raspbiH TOC" MK TOLOPXONIOX
Hb OWI. YT 3yMpnan X3aui anaaatan 4,% O3NXUAH XaMMMAH YNHI3M3M KOMMAaHW Maradx ras3pbiH

TOCHbI KopriopaunyablH 6anp Cyypuiir TOMOOXOH TEXHONOMMINH KOMMaHWy L, opnox 6OMNCOH Hb YHIH.2
3ap cypTanymiraaHbl 30pUNroop ereraeanumr NX3p Lyrayyax, TyYHI3C MeHre onox 6ONCoH Hb
"VHTEPHITUINH BK13HeC 3areap” Hb TaHOANT BONCHLIM UNTMX OarHa.*

"Orergen” mOdr Hb XMNCBIP, BMeT ByC OMNFONT M3T COHCOMAOX Marafryin. [3Xa33 HIMINHIP
TannbapnaBan, erergen Hb OUMOHWIM ax aMbapan, 3aH GananbiH Tyxam aHxgard 0apUMTYyAbIr aryynaH
GonoBCPyyIXK, 30XMOH BanryyncHaap BUAHWIA XaMrMAH ryH dang 6ogon, 3aH Gavpan, ayp Tepxmnr
WNYUNHD. XYBUAH M3I33MMIMIAT XaMraanax Hb XyBUIAH HyyLTal 3pXUAH® Cyypb Hexuen bereep 3H3

Hb OUNL BepUNres YeneeTsn UNIPXUANSX OPOH 3arTalr Barix IPXTIN Canlry XxonbooTom om.8

XYHUI XYBUAH M3I33M314, Xyyb Oycaap, YHOSCNIATYAr3p Xanaax Hb TyYYHUIA XyBUMH aMbapany,
XOHINBHreecC OpPonUOX Oy X3p3ar oM. TYYHUYN3H 3H3 Hb XYHWI Y331 00AN00 YeneeTsin, One naaH
NP3NXUIANEX, XOMKYYNIX OONOMXME, 3aHaNXUANLSM TOANNIYI XYHUWT TafHbIH Hemee, XsHantag epTex
3pcaang, opyyngar.

Yr TannaHraap Iyyrn (Google), ®3ncoyyk (Facebook) komnaHWynaap XUW33M3H UHTEPHITUMH Cyypb
OoncoH TaHaanTag, cyypuncad Gr3Hec 3arsap Hb XYHWUI 3pX34 X3PX3H Heneesnx bynr aBy y3ax 6onHo.
HarmyraspT, Tyc OynarT 34r33p X0Ep KOMMaHW Hb “TaHOANTbIH KanuTanmam” rax HIPMaradX XyMyyCUinH
M3O3MIAT LTNYYIK, 3a1aH LUMHXUK, TYYHI3C alumr oflox OM3HeC 3arsapbir aHXJaH HIBTPYYICOH
Tyxau TavnbapnaHa’. MIHraxmass 134 XyMyyC LaxvMM epTeHLes Xonboraox, M3433/1314 aBy, XyBaasuax
aHxgard cyBryynan yH3MN3Xyn HOEPXJI00 TOITOOX, YIMAap T34 O3NXUMH XYH TOPENXTHUIN UXIHXMUIH
XyBbZ, “HUNTUIAH OPOH 3al”-H MaHaay OomnX33. DH3 Hb TYC KOMMaHWYAaL XYHUM 3PXUH X3P3rKMUNTIL,
Heneenex acap Mx BOMOMXKMIT ONrox OanHa.

FYYIN (GOOGLE) 5OJIOH db3NCBYYK (FACEBOOK)-NITH
bU3HEC 3AIBAP

ryyrn (Google) 6onoH @ancbyyk (Facebook)-miH y3yynx By yaumMnras Hb X3p3rnardamiit
M3S3MNIAT LYTAYYIX, TYYHUAT 3aA0aH LWWHXIDX 3amaap oprnoro ongor.® Taa GyTaarasxyyH 3Cean
YANYUNrIOHUIA TeNbep aBaxblH OPOHL X3P3rN3rya33C XyBUAH M3A33/1/133 6rexuinr waapamar.

Dancbyyk (Facebook), Myyrn (Google) (AndabeT XonAMHr KOMMNAHWIA OXMUH KOMMaHM) Hap Hb YHACTIH
JamHacaH kopnopal, 6ereef, TSOHUM yiAN axunnaraa Hb OXMH KOMMAHWYA, ONOH fH3bIH OyTI3rasxyyH,
YANYUNrI3r3p XO0POHA00 fnrapaar. I3B4 T3AHWUIA BU3HECUIH LIeM 3arBap VXKUIX3H. T3Ar33pT:

2 See for example, Bernard Marr, Here's Why Data Is Not The New Oil, Forbes, 5 March 2018; Jocelyn Goldfein, lvy Nguyen, Data is
Not the New Oil, Tech Crunch, 27 March 2018

3 Statista, The 100 largest companies in the world by market value in 2019, August 2019
https://www.statista.com /statistics /263264 /top-companies-in-the-world-by-market-value /

4 Bruce Schneier, Surveillance is the Business Model of the Internet, April 2014, https://www.schneier.com/news/archives/2014 /04 /
surveillance_is_the.html

> HR Committee, Coeriel and Aurik v the Netherlands (1994), Communication No453/1991, para. 10.2

& S and Marper v UK, Applications nos. 30562/04 and 30566,04, European Court of Human Rights, 4 December 2008; and in 1988
in General Comment 16 on the right to privacy (HRI/GEN/1/Rev.9 (Vol. I), the Human Rights Committee (HR Committee) states that
"[t] he gathering and holding of personal information on computers, data banks and other devices, whether by public authorities or
private individuals or bodies, must be regulated by law. Effective measures have to be taken by States to ensure that information
concerning a person’s private life does not reach the hands of persons who are not authorized by law to receive, process and use it,
and is never used for purposes incompatible with the Covenant.” (para.10)

7 Shoshana Zuboff, The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power, 2018 (Zuboff,
2018)

8 Facebook states that its business is not driven by the collection of data about people, and data collection is not an end in itself for
the company, but that Facebook is supported through the sale of advertising. See Annex below.
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a.  XYMYYCT X3p3rTam gykuTan OyTasarasxyyH, YANUUArIdr XerKkyynK, T3Ar3p NnathopMbIr alimriax
Oy 3CXyN XaHACaH XYMYYCUIAH A3AM3PIHIYIA MIANNNAT LYyTNyyiHa. VIHMXA33 Xoepayraap XacarT
LypLcaHunaH YYHA 36BX6H TyxalH nnatdopma OypTryyncaH XyMyyc33p 30rCOXIyM MHTEPHIT
CYMIX39HM, KOMMAHNYABIH BrerANVIAH XaHaNTTar Tynrapy Oy xaH OyxaH xamaapHa.

b. CucTeMUH anropuTM alUIIaH UX XIMXK33HUM ererfent OyH WUHXUAM XUAXK, XYBb XYH,
OyNryyo3n HapumBYMNCaH Npoarin yyCrax, T3AHUIA COHMPXOST, 3aH Gananbir TaamarnaHa.

c.  Tomopxom ByNar XyMyyCT Xyp3aX MC3H X3H OYX3aHA, M3ANINAT XyAanaaHa. DAr33p KOMMNaHWyabH
OU3HECUIH FOJ 30PUIITO Hb MAaPKETUHTMH M3PraXXUATHYYL OOMOH 3ap cypTanyuiraa 6yrasrygsg
30PbCOH X3P3rN3ryad3 Xypax CypTanyunraaHbl OPOH 3aWr xydanmax sefan oM.’

Fyyrn (Google) 6onoH ®3ncbyyk (Facebook)-niH HUIAT oprorbiH AnMnnaHx Oytoy 84% GonoH 98%
TYC TyC 3ap CypTanymaraaHbl opnorooc dypansr. TaoHMn M3A33M130 Hb 3ap CypTanduiraa raprardbiH
IOyHAO, acap 3panTTar bereen UAXMUM MapKETUHIMMH 3ax 33374 “Oyononb” TOrTOOCOH M xanaraaar.”
(X33 3H3 Hb 36BX6H 3ap CypTanyuiraaraap xs3raapnaraaxryn oereen To0HUM ererofiiiiH canm bym
M3[3311301, TYYH33C raprax aBCaH OWroNT Hb AaaTranblH Xyy TOrToory KoMnaHWyfnaac aBaxyynaag
Xyynb caxuynax Gamryynnara 33pruiiH ofioH TanblH COHMPXOMbIT TaTAar.

"Nx erergen”-ninH ecent GONOH XYMYYCUIAH aMbpanbir LaxmMmaap uar ypramk Melwrex sBaan Hb
yNC opHyyhaa “TaHOanTblH 3puUH ye”-UIr Oun Bonrox, apx bapurygag TOOH CUCTEM HIBTPIXIIC BMHO
Teceonx barraaryn XaMxasHm, XyMYYCUAH YANANUIAT HApPUIAH M3A3X BONoMXKTOM BOX33."” YyHWR
33p3ary33 AHY 33par TOMOOXOH OpPHYYA TEXHOMOMMNH CanbapT LyyL 30XMLYYNanT XMIAO3ITYA, 3al
Gapbaar Hb Tyyrn (Google) 6onon ®3ncbyyk (Facebook)-uninH TaHaantaa cyypuncaH 6usHec 3arsap
LSLUSMI3H XOrkKMX YHAIC 60mk33."” MitMa3c 4 2001 0HOOC XOWLLI TOpUIMH ©ONood XyBUNH X3BLUMIAH
TaHIANT Hb XyphauTan xerxux 6onos."

F'YYI) (GOOGLE), d3NCBYYK (FACEBOOK)-IAH HOEPXOJI

OrerannH 3K0CUCTEM Hb BPTeH XYPI3TIM, HapUIH OYTIUTINH O33p eep eep canbapyymblH ONoH
IH3bIH OPOMLOTYAbIH XapunuaH xonboo Byxumm cynxa3H3dc bypanar. Oa3ncoyyk (Facebook), AmasoH
(Amazon), Annn (Apple), Markpocodt (Microsoft), Fyyrn (Google) racsH “Tapryynary TaBaH"”
TEXHONOTMNH KOMMNaHWyaaac AMasoH, MaikpocodT XOEpP Y MCIH TOLOPXOM XIMXK3I3HL, A33p AypLcaH
Oun3HeC 3arBapbIr X3P3rKyymK OarHa.®

AMa30H 4 MeH aaun uaxiMMm xydanaaaHsl candapT Hoépxaor 6erees AmMasoH, MankpocodT Hb
Lanxung Tpryynax yynsH (Cloud) g3a OyTUMH HURARYYR3rang 6amx, A3NXUAH OUANSHX ererannir
cepBepT3 xaArangar'®. OnoHm TaHUrOcaH OpaHAYYA33C rafiHa ereraen aWwurnax opnoro ongor
KOMMaHWyAblH epreH cymxad 6un. dH3 OypuiiH 3x cypBankaac ererfen Lyrnyynx, bopnyyngar
"erernnninH 6pokepyyn” GONOH AMXUTAN 3ap CypTanyuiraaHbl AyH WAHXWAT3, Barax X3parcnasp

9 Alphabet, Annual Report on Form 10-K, 2018, part 1, item 1 available at https://www.sec.gov/Archives/edgar/
data/1652044,/000165204419000004 /goog10-kq42018.htm ; Facebook, Annual Report on Form 10-K, 2018, part 1, item 1 available
at https://www.sec.gov/Archives/edgar/data/1326801/000132680119000009/fb-12312018x10k.htm

1 Reuters, Google parent Alphabet’s revenue misses estimates, rises at slowest pace in 3 years, 29 April 2019; ®3ncbyyk (Facebook),
Second Quarter 2019 Results, 24 July 2019

"Shoshana Wodinsky, The Digital Duopoly Still Reigns the Ad World, 22 March, 2019

2 Both companies pointed to their policies and transparency reports relating to responding government requests for data in
accordance with human rights standards. Google, Legal process for user data requests FAQs, https://support.google.com/
transparencyreport/answer/7381738; Facebook, Government Requests for User Data, https://transparency.facebook.com/
government-data-requests

3 Cybersecurity expert Bruce Schneier states “governments don‘t really want to limit their own access to data by crippling the
corporate hand that feeds them”. Bruce Schneier, Data And Goliath, 2015 (Schneier 2015)

# Zuboff, 2018, p 115
> Apple’s revenue comes largely from selling technology hardware and consumer services.

©ZDNet, Top cloud providers 2019, August 2019 https://www.zdnet.com/article /top-cloud-providers-2019-aws-microsoft-azure-
ryyrn (Google)cloud-ibm-makes-hybr
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XaHragar "TexHonoru-cypranymnraaHbl” KoMnaHuyn yyHa 6artaHa”. MeH xapuuaa XxonbooHb!
KOMMaHWyL Y4 30pUNTOT OYNI3MT YUMM3C3H CypTanyuiraaHbl TEXHONOMMIAT HIBTPYYK 3X1334 DanHa.
OnoH canbapT KoOMMNaHWyA A33PXTIN TeCTdM erernent CyypuncaH O1M3Hec 3arsap X3parkyyisx Hb yiam
HAIM3rACa3p GanHa.

M8y Myyrn (Google), ®ancbyyk (Facebook) Hb XyH TOPENXTHUIA MHTEPHITIL XaHAaX aHxdard
CYBryyaaf XsiHafnTaa TOrTOOCOH TSl XYMYYCUIAH LaXxUM aMbpang, 3ynpnawryn Heneetsn. Myyrn
(Google), ®anncbyyk (Facebook) Gonon HOyTyy6 (Youtube), BatcAnn (WhatsApp) 33par ToaHMiA
OMYNBNNMH ONOH KOMMAHW Hb XYMYYC M333M13/1 XaMX, XyBaanuax, XOOPOHA0O X3N3MU3X, HUUTMUH
XapwWnuaaHa, oponLoxX apra 3aMbir XeTenk HaHa. Tyc KOMNaHWyablH NNaThopM Hb OHEe YeunitH
LSNXMIN epTeHL, XYMYYCUIH Xapuiuaa xonbooHbl cyypb 0omxa3.

XAaTagl 33par 3apuM OpOHL, Hexuen Ganmgan eep Oy, XaTafblH 3aCrUAH rasap UHTEpH3T3A “Tycraapnax
XaHa" Byloy X3p3rnaryamMiH awmrnax 6onox annamMkeniuH, y3ax 6onox Bed Xyyackir TOrToofor
TEXHOMOMMNH XAHANT TaBbhar. DH3 Hb XATaf, Y/IC MHTEPHITUIAH 3aX 333/133C 3apVM Tasnaapaa
Tycraapnariax, Tepeec UHTEPHITUMH X3P3rN33HA, AaPaHryn XSHANT, TaHAANTbIH A3rT13M TOITOOX
Bonomx 0nroxs3." Yyunin yp ayHa Oancbyyk (Facebook)-uinH nxaHx yindunrasr Budat (WeChat),
Banbo (Weibo) y3yynx, Tapryynax xamntbiH cucteMuinH xyebg Tyyrn (Google)-mir Janby (Baidu)
OpJIOX 33prazp XATaf, YiC ©6PUIAH MCIH TyCaa MHTEPHIT SKOCUCTEMT3I BONcoH BalHa.

XsTapaac Oycan 6yc HytarT Tyyrn (Google) 6onoH ®ancbyyk (Facebook) komnaHuyn Aapaax
canbapyynan UnT HOEpXofioo TOrTooX33. Tyxannodan:

e ONoH HUATUINH cymk33- Dancoyyk (Facebook) yHACOH NNATHOPMOOO HUIAT ONOH HUNATUIAH
CyIk33 X3parn3arygmiiH 70 xyBb Oyloy cap TyTam 2.45 TapbyM WIAIBXTAM X3IPIrN3ryTINM3P ONOH
HUMUTUIH CYNIXK33T HOEPXA0r Dereef, epcoenaerifesces yHIMNdXyn Tom 6arHa.”

e 3axupan xapunuaa- Xatagbir yn Toouson ®3ncbyyk (Facebook) Meccerxap 6onoH Mancoyyk
(Facebook)-unitH emunitd BatcAnn (WhatsApp) annnukeniuH HAMNS34 3axmnaan xapuilaaHsl 3ax
333/IMNH 75 XyBUWT 3330143r.2°

e XannTt- HUMT MHTepH3T XannTtblH 90 xyBb Hb Myyrn (Google)-uinH NnathopMoop AaMXKmH
asargax, Fyyrn (Google) Hb XalnTbiH CUCTEMUIH CanbapT BypaH HOEPXOX BarHa.?' TyC KOMMaHui
H3P Hb ©epPese XaWNT r3A3rTaKM yTra HIMH 6oMK33.

e Bugeo- I'yyrn (Google)-nnH emunt HOyTYy0 (Youtube) Hb O3NXMIAH XOEP AaXb TOM XaWnTbiH
cncTeM bereef, XaMrMiH TOM BLAeO NnaTdopMm tom.?

e Beb xeTteu- 'yyrn (Google) Xpom (Chrome) Hb A3NXUINH 30HXMMNOMY BeO xeTed bereem NHrICH33P
Fyyrn (Google) Hb ByXan MHTEPHITUIMH CYMK33HM, HIBTPIX Xaanra 6onx banHa.?

¢ Tap yTtacHbl nnatopm- Myyrn (Google)-nitn Angpona, (Android) Hb A3NXWMAH XaMIUIAH TOM rap
YyTacHbl YUNAANNAH CUCTEM tOM.24

7 Privacy International, How do data companies get our data? 25 May 2018 https://privacyinternational.org/feature/2048 /how-
do-datacompanies-get-our-data

® Amnesty International, Annual Report: China Country Profile, 2017/2018 https://www.amnesty.org/en/countries/asia-and-
thepacific/china/report-china/

1 ®3ncbyyk (Facebook), Company Info, citing user stats as of 30 September 2019; StatCounter, Social Media Stats Worldwide, Oct
2018 - Oct 2019 https://gs.statcounter.com/social-media-stats

0 Statista, Most popular global mobile messenger apps 2019, as of July 2019 https://www.statista.com/statistics /258749 /most-
popularglobal-mobile-messenger-apps/

' Visual Capitalist, This Chart Reveals Google's True Dominance Over the Web, April 2018 https://www.visualcapitalist.com /this-
chart-reveals-googles-true-dominance-over-the-web/

2 Mushroom Networks, YouTube: The 2nd Largest Search Engine, 2018 https://www.mushroomnetworks.com/infographics/
youtube- the-2nd-largest-search-engine-infographic/

# Statista, Global market share held by internet browsers 2012-2019, as of September 2019, https://www.statista.com/
statistics /268254 /market-share-of-internet-browsers-worldwide-since-2009/

24 StatCounter, Mobile Operating System Market Share Worldwide, October 2018- October 2019 https://gs.statcounter.com/os-
marketshare /mobile /worldwide
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Cap 6yp 2.5 Ta3pbym AHgpong (Android) Texeepemx MAIBXTIN axunnagar.” MHracHasp Myyrn
(Google) Hb OPYMH YeUIH XYHUIA aMbApanbiH CanWryn xacar 6oMox yxaanar yTacHbl Yyxan
OypanasxyyH bonx BarHa.

e 3ap cypranuunraa- lyyrn (Google), ®3ncbyyk (Facebook) HMMN3ag Laxmm 3ap cyptanqmiraaHsl
HUKT oprorbiH 60 rapyi XyBUMr?® onpor 6a AWXKMTan cypTanymiraaHbl 3ax 333UAH ecentuind 90
XyBUIMY 33311k OanHa.

NHTepHaTUIAH cyypb nnatcdopMm fdaxb Myyrn (Google) 6onoH @ancbyyk (Facebook)-minH HoEépxon Hb
XYHWI 3pX3[, OHLIOM 3pCI3N YHpYYmK Oyrr gapaarinH xacryyasn tarnbapnaHa. Lspx craTucTukyyn,
Xapyymk GarraadnaH nxaHx xyHun xysba Myyrn (Google) 6onoH ®ancbyyk (Facebook)-niaH yranumnraar
aBaXMyMradp MHTEPHIT X3P3rN3X Hb YHACIHADD 6ONOMXKIyN.2® ONoH OPOH[, 30HXMIOX SAr33p UHTEPHIT
nnatopMyyL, Hb “coHronT” Ouw Gereen OpHMH YeUH amMbaparblH CanLLMYI X3Car OOMK33.

ererfies 0JIbOPNONAT bBA XAQTANANT

BuaoHu aByY y3caHun3aH Myyrn (Google) 6onoH ®3ancbyyk (Facebook)-mH GrsHec 3aresap Hb 10yH
TYPYYHA X3P3rN3rygninH TyXam acap MX X3MXK33HUN M3O33M1301 LyrnyymxK, Xagranax ynmn axunnaraaHg
cyypungar. T34 OVMOHWA M3AANNAT Lyryynaag 30rCoXryi, Ok aBcaH ereranee awuvriaH ongHum
Tyxau LWWH3 M34337131 TaaMarnax raprax, aHanus Xunxag awmrnagar. Tyc nnathopmyyn Hb XaMriiH
LUMH3M3T, XYHUI OPOJILOOTYIra3p eepese Cypanuax CavkpyynanT XMOSr XMAM3 OYH yxaaH 433p
cyypunax Gereef T3Ar3pUNH TycnamxKTamraap XyMyyCUMH 3aH YaHap, OHLION LWWHXYYAUAT TYyWNbIH
HapWIBYNanTanm TOLOPXOMMK, OYNryyaAsa XyBaapuix Yaamar.

3ap cypTanyunaraaHbl Opnoroo HaIMarayynaxunH Tyna Myyrn (Google), ®ancbyyk (Facebook)
X3P3rNM3rYAMNHX33 Taanaramar 3yMncunr He Taamarnax, caHan bonrox Tan n3sp epcengaer. VHrxunH
TYND T34 ererajIMinH caHraa eprexyysik, TaaMmarfiax anroprtMaa camkpyynax waapgfaratan. YnMaap
TYC KOMMAHWYA, VHTEPHITUIH YN aXuiiaraaraa eprexyyix, 6oauTt epteHuen, O3IX1n aasap
TapxaxbiH Ty UIYY ONOH XYHUIA TyXan WUAyy UX M3A33M301 Lyrnyynaxbir SpMaA3aar.

DHIXYY TM3X XaHAnara Hb X34 X3A43H fH3aap WA3pH3. HarayraspT, KOMNaHWYL XYMYYCUIH Tyxaun
L3NMOP3HTYIA MMM LYryymx, xagrangar.?® Tyxannban, Myyrn (Google) xyBb XyHUI TOXeepemMk
I3X OYXMIA N XaNNTbiH TYYX, X3P3rN3X Oy annnmkenwH asx maassnan, ytyyo (Youtube) xanntbin
Tyyxunr xagrangar® 6on ®ancbyyk (Facebook) nnatopma Hb BYPTrIAMYIA XYHUIA MIAIIIMIAM Y MICIH
uyrnyyngar.

DX3HA33 UHTEPHIT YMNYUNMIHWA yp AyHA, Oui 6ONCOH ereranyyoaumnr xasraan 3cxyn “Xaparrym
erergen” rx y3gar 0amx33. XapuH 3HIXYY ererqen Hb X3p3rnaryauinH 3aH OananbIr onaroxon Tycnax,
OpJIOrbIH 3X yYCB3p BGonrox OOMOMXKTONMM TOrTOOCOH Hb I'yyrn (Google) 6onoH ®3ncbyyk (Facebook)-
WH TaHAanTag cyypuncaH brsHec 3arBap Xerkux ron Tynxay, 00mk33.32 YyHUI 33parLys3 erergen
Xafranax 3ap4fibir oruoM OyypyyrK YafcaHaap KOMMaHWyL, ererafiviH CaHraa XyccoH XamKa3rasp

% VentureBeat, Android passes 2.5 billion monthly active devices, May 2019 https://venturebeat.com/2019/05/07/android-
passes-2-5- billion-monthly-active-devices

% eMarketer, Digital Ad Spending 2019, March 2019 https://www.emarketer.com/content/global-digital-ad-spending-2019

7 AdExchanger, Digital Ad Market Soars To $88 Billion, Facebook And Google Contribute 90% Of Growth, May 2018 https://
adexchanger.com/online-advertising/digital-ad-market-soars-to-88-billion-facebook-and-google-contribute-90-of-growth /.

28 Kashmir Hill, Goodbye Big Five, Gizmodo, January 2019, https://gizmodo.com/c/goodbye-big-five

2 Facebook’s response (see Annex below) states that the only personal information it requires people to provide when they sign up to
Facebook is their “name, age, gender and contact information”. However, Facebook also collects a vast amount of data about users
after they sign up, such as the content of information people share on Facebook, information about who people are connected to or
interact with, and details of people’s activities on the platform. See Facebook’s Data Policy, https://www.facebook.com/policy.php

3 Dylan Curran, Guardian, Are you ready? Here is all the data ®ancoyyk (Facebook) and T'yyrn (Google) have on you, March 2018

3! Facebook, Hard Questions: What Data Does Facebook Collect When I'm Not Using Facebook, and Why?, April 2018, https://
newsroom.fb.com/news/2018 /04 /data-off-facebook. Facebook states that it does not build profiles on non-users — see Annex below.

32 Zuboff cites a patent submitted by Google in 2003 to illustrate the company’s pivot towards a behavioural targeting model. The
patent states “the present invention may involve novel methods, apparatus, message formats, and/or data structures for determining
user profile information and using such determined user profile information for ad serving”. Shoshana Zuboff, How Google
Discovered the Value of Surveillance, 2019 https://longreads.com/2019,/09,/05/how-google-discovered-the-value-of-surveillance/
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epretrex bonomxron 6onos.*

TyyHunaH Tyyrn (Google) 6onoH ®3ncbyyk (Facebook)-uinH TaHaantan cyypuncaH GrsHec 3arBap Hb
0oamT aMbapanbiH Byp Y 0NoH TanbIr erergen 6onrox Gytoy “erergenynen”-unr 03MXaar.>* Ynmaap
"OMC, Y33rONNAH MHTEPH3T XyBMNOAap™® Hb OPYMH M3AP3ITY Oyxuii 6oauT epTeHUMAr Gut BonrocHoop
OoaunT epTeHUe Y ererafiMinH xsHanT aeargax 6omx33. Fyyrn (Google)-nnH Tycnax ynnumnraa,
Dancbyyk (Facebook)-umnH MopTtan 33par MPURH Tycnax YAnunnrs3 60NoH CyypunH yTac, Tenesms,
xanaanTtbiH cuctemp, Xxonboragor “Yxaanar rap” cucteMssp AaMXKYyNaH ani rpUiH JOTOPX OpYMH Y
ereraviH xaHantag opox 60NCOH oM. TyyHUN3H XOTbIH OyCyya33C ereraen Uyrnyynax 3opuynantram
"yxaanar xoT” A34 OyTU33p LamXyynaH ererfen onbopnox axunnaraa Ho HAATUIAH OPOH 3aMr Y
xamapH 3x3anx33.3 O3ncbyyk (Facebook) ofooroop xyHWA TapXmHbI YIAN axunnaraar xsHax, TaHoax
TEXHOMOIM XerKyyJiX Danraa ax.’®

MeH TyC KOMMNaHWyA, LUMH3 ONOH YNCbIH 3ax 33314 BM3HeC33 eprexyynax COHMPXonTon anHa. Llaxmm
OPYHbBIT XYMYYCT XYPT33MXT3M Bonrox 3opunroop ®ancbyyk (Facebook) 65 rapyin opHbl xapuiuaa
X0n000oHbI onepaTopyyaTan xamtpaH Oancbyyk (Facebook)-ninH “yHaryin" MHTEPHITUIAH YANYMN BoMox
Opun H3ncKk (Free basic)-nAr HIBTPYYIX BONICOH Hb YYHWUIA TOA, XNW33 1OM. [3NXUAH OMHe[ X3CrMinH
X301 X3[13H OPHbI XYBb[, YT YANYMIMS Hb MHTEPH3TUMH 3X YyCB3P Oomk BanHa.?® Myyrn (Google)-nnH
Ta013X H6oAnorbiH eep Har unpan 6on AparoH®nan®® tecen bereen yr TeciminH xypa3Ha Myyrn (Google)
XATagblH XalnTbIH 3ax 33304 AaxWH H3BTIpY, 800 cas rapyr Xaparnaryguiir arH33HA33 HIMTMIX33p
OpPONACOH.* TOCIUIMH aXWNYME, XKarcaan XUk, XYHUIA 3pXUAH ByNryya TOCTMIAT 30rCoOXbIr WaapacaHsbi
suacT Tyyrn (Google) yr Tecnes 30rcoOCOH oM.

6MH6[166C ererfjei o60PN0X Hb

ryyrn (Google), ®ancbyyk (Facebook) xo€yn A3nXMH eMHeI X3CTMAH XerkuxK Oy opHyyaam
XYP33r33 TM3XMIM 3pMaI33K Bane.* Tyyrn (Google), ®ancbyyk (Facebook)-miH xyBba, 34r33p
LLIWHD 3aX 333711 HIBTP3X Hb OTerafvnMH XYPTIOIMXKI3r33 T3MI3X, YMaap BU3HECs> eprexyysx
awmrTa 6GONOMXMAT oK aBY Oariraa oM.

Dancbyyk (Facebook)-mnH xyBba Xerkux Oy OpHYYABIH UPFIANMH TyXal UX X3IMXKIIHUM
M333/13/1 Llyriyynax eep Har apra Hb “YHarym cyypb” (Free basic) ymnumnras oM. HYB-bIH
TannaHa oypacaHaap “Tyyrn (Google), ®3ancbyyk (Facebook) 33par 3ap cypranyumnraatsi
nnatcopMyyablH XyBba, (TyxaH OyC HyTrVMIAH) erergen wuiyy ux 0anx Tycam 3ap cypTanymniraa
Hb YaHapTan, 30punToT ByNra3 oncoH Banx bereen Mancbyyk (Facebook)-mnH yrnumnrasr
H3BTPYYJICH33P M3A33IUIAH YpCrasbir AyHAIH X0n06or4oop AaMXKyynaar. 9H3 Hb P3ancoyyk
(Facebook)-uinH BrsHec 3arsap Wiyy xaantran nnathopmMa Cyypuiaar OONoXbIr Xapyymmk

3 Schneier 2015, p 27

34 Kenneth Neil Cukier and Viktor Mayer-Schoenberger, The Rise of Big Data: How It's Changing the Way We Think About the
World, Foreign Affairs, May/June 2013,https://www.foreignaffairs.com/articles /2013-04-03 /rise-big-data

3 The Internet of Things can be described as an expanding network of devices connected via the internet, from smart fridges to
smart heating systems, allowing them to communicate to users and developers, applications and each other through collecting and
exchanging data from their monitored environment.

% CNet, 'yyrn (Google) calls Nest's hidden microphone an ‘error’, February 2019

37 Real-world surveillance is also the purpose of another Alphabet subsidiary, Sidewalk Labs, which designs ‘smart city’ technologies
and provides them to municipalities. See Ellen P. Goodman, Julia Powles, Urbanism Under Google: Lessons from Sidewalk Toronto,
Fordham Law Review, May 2019, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3390610

38 TechCrunch, Facebook is exploring brain control for AR wearables, July 2019 https://techcrunch.com/2019/07/30/facebook-is-
exploring-brain-control-for-ar-wearables/

3 Those in the developing world who can afford to pay for internet service are overwhelmingly likely to be using an Android
phone, putting them also under Google’s surveillance.

40 China Internet Watch, China internet users snapshot 2019, April 2019, citing number of Chinese internet users as of December
2018. Leaked comments by Google’s search engine chief Ben Gomes made clear that the Dragonfly project was part of the
company’s “Next Billion Users” initiative to expand its user base globally. See Ryan Gallagher, Leaked Transcript Of Private Meeting
Contradicts Google’s Official Story On China, The Intercept, 9 October 2018

4 Amnesty International, Google must fully commit to never censor search in China, July 2019

42 Wired, Facebook and Google’s race to connect the world is heating up, 26 July 2018, https://www.wired.co.uk/article /google-
project-loon-balloon-facebook-aquila-internet-africa
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banHa".* dMHecTug erceH xapuyHaaa Mancoyyk (Facebook) “YHarym cyypb ynuunras (Free
Basics) Hb X3p3arnarygminH anvBaa rypasaard anmivkenwHL Xuinxk Oy ynngan, y3ax Oy
KOHTEHTUAH M3AR3MIINIAT XaAranmarryn” XaMasH M3A3MACoH. (XaBCpanT XaCrvir y3H3 yy).

MB4 HyyunaneiH bognorog 3aacHaap ®ancbyyk (Facebook) xaparnarygsg nnyy 60noBcpoHryn
YANYNAT33 Y3YYI3X 30PUITO0P X3P3MN3rYUAH XaHAax Oyn rypaBhard YMAYUMArasHUIA ereraen,
X3P3rN3r4MmH rap yTacHbl gyraapbir wyrayymk, 90 XoHor xagrangar ax3.** [LanxumH

OMHO[, X3CTUIH Oyypaln OpHYYAbIH NHTEPHIT3A, XaHAax BOMOMXKIYA XYMYYCT “NHTEPHITUMH
XYPTI3IMXKMIAT HIMITAYYAdX TYYP” CanH YMACUMIAH caHaaudmnra xamasH @ancbyyk (Facebook)-
WAH 3yra3c cypTanyuik Bamraa 4, YHIH X3p3arTa3 3H3 Hb eMHeAUNH OpHYyOan ereranuiniH
ONOOPNIONTLIF HIMIrAYYI3X “3am” Bans.*

MpanBecn MHTepHawHn (Privacy International) Ganryynnaraac sByyncaH cypanraaraap
QUIMNNMHWUIA 3ax 33304 3opuyncaH Fyyrn (Google)-unH AHgpong (Android) yinanmnH
CUCTEMTIN XAMA Fap yTac Hb XaMraanant MyyTan, sfaHrysa YWNABIPAaryssC rap yTcaHg,
CyynracaH anminMKenWwHWUYS Hb X3P3MI3rYUAH MIAIMIVIAT allME OfIOX 30PUIIFOOP HaM, TOPUMH
Gavryynnaryyman o3y 0armxs3.4 Xama Tecep TOXeepeMKeep MHTEPHIT XaHdaxaac eep
apraryn emMHeLUH OPHYYAbIH X3P3rN3r4ma Hb HUMTUIAT XamMapcaH TaH4anT, M3A33MMIAH
MeJXIIerT Uayy epTex 3pca3nTan banHa.

TyyHunaH Tyyrn (Google), ®3ncbyyk (Facebook) Hb WwWH3 canbapyynan HIBTIPY, M3A33M131 Lyryynax
Xyp33r33 1a01C33p HarHa. Oancbyyk (Facebook) Jnbpa (Libra) mx wmH> KpUNTOBaMIOT 3ax 3334
HIBTPYYJI3X aXJIbIr TIPryyik Oarraa 0ereef acap UX XIMXK33HUMA XYBUAH M3LI3MAT CaHXYYTUIAH
M393M3NT3M HIITraXK Ganraaf, caHaa 30BHWX Oyiiraa M3O33MNUAH atoynryin 6ananbiH acyyanaapx
oYYy NNapXnnmks.%” YyHui 33paruas Myyrn (Google) Hb Vx BpuTaHnind YHO3CHUI Dpyyn
M3HOWAH TeBUMH ©BYTOHNN M3I3NNANIAH CaHd 3xN1334 AunnManHa (DeepMind) oxumH komnaHWapaa
LaMXyynaH, XapyvH 0400 8epUnH DpyyNl M3HAMIAH X3NTCI3C WYy HIBTP3X pXTal Oereep, A33px
magannunr Tyyrn (Google)-niiH ererofiMinH CaHTam HIMTRX 3PCA3NTIN TyN ONIOH HUNTUAH OyHL,
MX33X3H MapraaH faryynaan 6ams.*® TyyHunaH Tyyrn (Google) casixaH hUTHECCUIAH XSIHANTBIH
@utont (Fitbit) KoMNaHWAr xyoanmax aBcHaap O3NXUAH XaMIMNH TOM Jacral XeOesireeH, HoMpHbI
M30331IUVH CaHr 88pTes H3ITraxs3.4°

MeH KOMNaHWy[, erergfiiH CaHraa eprexxyynsaxvuiH Tyng eep nnatopmyyn A33px erergivmr
H3ITraX, YNIMaap TyxXalH NnatopMbiH Hefeenen, HOEpPXonbir ynam Tangar barua. Fyyrn (Google) 2012
OHA, HyyLNanblH OOLNOrof00 3PC e8pUNenT OpyYK, 66pPUAH YUNHUATIIHYYAIIP AAMXKMXK By Oyxui

N erergen, M3A33MAT HIMTMX OONCOH Hb XYBUIAH HyyLanbir A3MXUrang 60noH Xyynb TOrToor4ygooc
NX33X3H LWYYMXII3N AaryyncaH om.> YyHu agmnaap ®ancbyyk (Facebook) 2014 oHp BaTtcAnn
(WhatsApp)-uir xygangax asaxgaa TyC XOEp YWAMHUAM3r Tycaf, Hb siByynaxaa M3asracaH 4, 2016

OHA, HyyLIanblH OOLNOrof00 eepUnenT opyysX, 3ap CypTandunraa 0onoH Oycan 30punroop Xoep

4 United Nations Conference on Trade and Development, Digital Economy Report 2019, September 2019, at: https://unctad.org/
en/ PublicationsLibrary/der2019_en.pdf

4 Facebook, Privacy on Free Basics, at: https://www.facebook.com/legal/internet.org_fbsterms. According to the policy: “In order
to make all of this work, we receive and store some limited information - the domain or name of the Third-party Service accessed
through Free Basics and the amount of data (e.g. megabytes) used when you access or use that service. This information also helps
us improve and personalise your Free Basics experience by enabling us to provide “Most Used” services for easy access. We store this
information together with your phone number for only 90 days, after which it is aggregated or otherwise de-identified.”

4 Facebook Free Basics https://connectivity.fb.com/free-basics/

4 Privacy International, Buying a smart phone on the cheap? Privacy might be the price you have to pay, 20 September 2019,
https://privacyinternational.org/long-read/3226 /buying-smart-phone-cheap-privacy-might-be-price-you-have-pay

47 Joint statement on global privacy expectations of the Libra network, 5 August 2019 https://ico.org.uk/media/about-the-ico/
documents/2615521/libra-network-joint-statement-20190802.pdf

48 Natasha Lomas, Google gobbling DeepMind'’s health app might be the trust shock we need, TechCrunch, November 2018,
https:// techcrunch.com /2018 /11/14 /google-gobbling-deepminds-health-app-might-be-the-trust-shock-we-need/. Google states
that NHS Trusts are “in full control of all patient data and we will only use patient data to help improve care, under their oversight
and instructions.” https://www. blog.google /technology/health /deepmind-health-joins-google-health/

49 Fitbit, Fitbit to Be Acquired by Google, 1 November 2019, https://investor.fitbit.com/press/press-releases/press-release-
details/2019/ Fitbit-to-Be-Acquired-by-Google /default.aspx

0 The Verge, I'yyrn (Google)'s 2012 privacy policy changes: the backlash and response, February 2012, https://www.theverge.
com/2012/2/1/2763898 /Tyyrn (Google)-privacy-policy-changes-terms-of-service-2012
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YAMYUIT33HUIA XOOPOHL, ereraesn Conunuox 00noMXTon BoNrocoH Hb MEH I MapraaH Aaryynxs3.”'

YyHUI fapaa EBponbiH Xyynb TOrTOOMHMA, LANranT fBYYACHbI YHACH 133p EBponbiH XonbooHb! HyTar
IaBCrapT Pancbyyk (Facebook) GonoH BaTCANMMIAH yANYMIT3 XOOPOHA00 M3Z33M31 CONUMLIOX
WnnABIP3a3 OyLaaxa3.>? Pancdyyk (Facebook) npaspyna Meccerxep (Messenger), WHctarpam
(Instagram), BatcAnn (WhatsApp), ®3ncoyyk (Facebook)-nir unyy epreH XypasHL, HIrrax33p TeneBnex
Gariraa rx Maa3 oun. XapuH Oancdyyk (Facebook)-miH 3yr3ac yANUYUAMST HIMMX SBAAN Hb XYMYYCUIAH
TyXal WIyy UX M3A337131 HIMMH BonoBcpyynax 6010MXK ONroxryn M Maa3ra33n HanHa.>

XABTTANPCAH TAHQANT

Knbep atoynryin 6ananibiH M3praxunTaH bpioc LLIHanep MHTEPHIT A3X erernen M34335130 Lyryynantbir
“xaBTrampcaH TaHOanT” XaM33H TOAOPXONIIXK33.%* Bepeep x3710371, XyMyyC 6[ep TyTMbIH aMbapanaaa
LaxMM OpYMHL DanHrbiH xsaHanTan Gavx Gereen, GOANT epTOHL [3X XSHANT 4 ©COH HIM3rA3X DanHa.

Yr TaHOanTbiH Uap xyp3 Hb xaparnaramg Myyrn (Google), ®ancbyyk (Facebook)-T xonboraoxnoo
JaMXyynaar Uaxmm xasr, TepceH efep, yTacHbl Ayraap 33par M3A33MM133C Y X3TIPY, XIPIrNIr4ninH
OarpLInA, XannTblH TYYyX, annAMKeNWHMUIA X3P3rn33r 4 TaHaax banaar.

ryyrn (Google), ®ancbyyk (Facebook) Hb xyHWIA xalnTbiH aryynra, 3o4mnx 6y 836 xyyaac, banpumn
33pra3p LaxMM XaWnTbiH YN axXunnaraar XaHagar XaMmrmiH ToOM TaHOANTbIH HIMKYYA oM. Tyxannban,
Fyyrn (Google) Hb Xpom (Chrome) xeTed 6onoH AHgpona (Android) yAanMnH cucteMp, cyynracaH
XsIHANTbIH cuctem, Tyyrn (Google) AHanuTuka awmrnaH Beb xyyaac GonoH 3ap cypTanymnraaHbi
nnatdopm bonox “AnCaHc” (AdSense)-33p TyC TyC AamKyynaH M3a33030 uyrnyyngar. EpeHxunnee
x3parnary “Taanargnaa (Like)”, “Xysaanuax (Share)” tosuton acxyn ®Mancoyyk (Facebook) Mukcen

rx Hyyu koaTon Mancbyyk (Facebook)-uninH xonbooc Byxui BIG xyyaact 3o4nox oypt Dancbyyk
(Facebook)-unintH MageannuninH xaHanT seargaar. 2018 oHg @ancbyyk (Facebook)-33¢ “Taanargnaa
ToBY 8.4 cas B30 xyypact, XyBaanuax ToB4 931 MsHraH B30 xyynact xaparacaH 6on 2.2 cas ®3ncbyyk
(Facebook) Mukcen kop B30 xyymacHyyaan Gamplucan” rax mM3a3racaH. TyyHUN3H 34r3p B30 xyypact
X3H H3rH 304nox bypt Mancbyyk (Facebook)-T Map33nan oypor.>

DMHeCTU, MPYYICaH Xapuy TannbapTaa (xaBcpanTtaac y3H3 yy) Pancbyyk (Facebook) “Bua
3anMnaHraac xamraanax, MeH alynryin Ganansir xamraanaxaac bycan 30punroop cowman xonboockiH
M3A3NAUNT XaAranfarryn” XaMasH TOAOTroxX33. [3BY TyC KoMnaHun BreranuiiH boanorog “3ap
CypTanymiraa apxIsrdni, anminkeriuH Xerkyyasrdua, XasnanunH komnanunyn Oancoyyk (Facebook)-uit

BusHec Xaparcasp (MaHal colman xonbdooc 33par) AamMxKyynaH OMAdHL M3A33M137 UIra3xX
6onomxTon.. Ta ®ancbyyk (Facebook) xasrtam 3cax, 3Cxyn xasrtaa HIBTIPCIH ICIXIIC Y XamaapaH
34r33p TyHLWYYA TaHbl Oancbyyk (Facebook)-33¢ ramyypx yin axunnaraaHsl M3A33MAUAT MPYYAH" FX
3aacaH Hb Mancbyyk (Facebook) onoo 4 o433p AypacaH M3OS3NANAN XYN33H aBaar 6ONOXbIr UNTIX
OaliHa.>®

*'Natasha Lomas, WhatsApp to share user data with Facebook for ad targeting - here’s how to opt out, TechCrunch, August 2016
https://techcrunch.com/2016,/08 /25 /whatsapp-to-share-user-data-with-facebook-for-ad-targeting-heres-how-to-opt-out/

*2UK Information Commissioner’s Office, A win for the data protection of UK consumers, March 2018, https://ico.org.uk/about-
the-ico/news-and-events/news-and-blogs/2018 /03 /blog-a-win-for-the-data-protection-of-uk-consumers/

>3 Mike Isaac, Zuckerberg Plans to Integrate WhatsApp, Instagram and Facebook Messenger, New York Times, 25 January 2019,
https:// www.nytimes.com/2019/01/25 /technology/facebook-instagram-whatsapp-messenger.html ; See Facebook letter to
Amnesty International, in Annex below.

54 Schneier 2015, p 38

> Rebecca Stimson, Head of Public Policy, Facebook UK, Letter to Chair of UK House of Commons Digital, Culture, Media
and Sport Committee, 14 May 2018, p 2 https://www.parliament.uk /documents/commons-committees /culture-media-and-
sport/180514-Rebecca-Stimson-Facebook-to-Ctte-Chair-re-oral-ev-follow-up.pdf

6 Facebook Data Policy, https://www.facebook.com/policy.php. Facebook’s cookie policy also states that “We may place cookies
on your computer or device, and receive information stored in cookies, when you use or visit.. Websites and apps provided by
other companies that use the Facebook Products..Facebook uses cookies and receives information when you visit those sites and
apps, including device information and information about your activity, without any further action from you. This occurs whether
or not you have a Facebook account or are logged in.” https://www.facebook.com/policies/cookies
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XYMyyc yxaanar yTcaap AamxXyynaH UHTEPH3IT3A XoNboraox He ynam HaMaracasp H6anHa. TyyHUN3H rap
yTac Hb OYXWI N anmavKeNWH, YANYUIra3, 6aiplinn 33par UX XIMXKIIHUIA M3OIINIUIT AAMXKYYNIaxX rof
3X CypBax oM.

Fap yTacHbl MxaHX Hb yyrn (Google)-nintH AHgpong (Android) YANANMIAH CUCTEMUIAT X3P3rnaaar.
SHrmH Angpona, (Android) yTac 24 uarniiH [otop X3p3rardminH Ganplumn 33par 900 erergnunir Myyrn
(Google)-a nnraak Garraar HMH Cyaanraaraap Tormooxs3.% Tyyrn (Google)-unH Angpong (Android)
yTacHbl GapLUbIH M3A33MINMAH caH Bonox CaHcopsonT (Sensorvault) Hb “AanXxMin gasap X343H 3yyH cas
TOXOOPOMXKUIMH OaNpLLbIH HAPUMBYMNCAH AINMPIHIYIA MIOINIMAT ONOH XMUN33p" eepTee xadrandar.>
TyyHunaH @ancodyyk (Facebook) AHppong (Android) yTcaH A33pX annamnkenwHIdp AaMxyynaH dyyanara,
3ypPBaChIH TyyX 33p3r M3A3MMIAr xaHagar. 384 ®ancoyyk (Facebook)-unitH 3yraac 3eBXeH Xap3arnardmiH
36BLUEBPAVMH YHACIH 433D UHXYY M3A33M130 Lyrnyyaaar rax Maaarax3.% Llaawnaag Axgpons
(Android)biH 6ycan annnukenwH 4 Mancbyyk (Facebook)-Ta Maaanan xysaanuaar.®'

Fon Hb ®ancbyyk (Facebook), Myyrn (Google)-a wyrnapcaH M3A33M13/1 36BX6H ererfieep 30rcoxrym
“MeTa erergen” Gyloy “erermnviiH Tyxan erergen”-uir 4 Gartaagar. Xuwanban, UaxmMMm LyyaaH XyI33H
aBary, GanpLUnbiH BYPTMA, UAXMUM LyyAaH OOMOH 3ypar A33pX LaruiH TaMIMM3rs3 33par bartaHa.
Tyxannban, BatcAnn (WhatsApp) 433p 3axupan OuMumnxag Tercresl X00pPoHIbiH WWMMPA3T3P HyyLnax
Hb H3M3r3XK, KOMMaHWYL, eepcaes Y 3apuM TOXMONLONL Xapuilaa XonbooHb! aryynrag HIBTP3IX
Oonomryn 6ok OarHa. X433 MeTa erergen Hb “xapuiuaa xofNbOoOoHb! aryynraac AyTaxaaprym, XyHun
XYBWUIH HyyLTan Xon0ooTOM, 3M33r" M3II3MIMIAM aryyrixk 6amaar He XyN33H 36BLISepernxk33.%? HYb-biH
XYHUA 3pXUAH 0337 KOMUCCAPbIH ra3ap MeTa ererfeng AyH WUMHXUAM XUWX, HIMTICH33P “XyBb XYHUIA
3aH Gangan, HUArMUMH Xapunuaa, XyBUAH YHIIIMXK, 6BOpMeL, DananbiH Tyxal Xapuiaa XxonbooHbI
aryynraf, H3BT3pY OfK aBAraac 4 Unyy HapuiH M3I3MINAT UNPYYIaX GONOMXKTON" MATUAM XYNI3H
3eBLIOBPCOH DalHa.®

TYYHUM3H XYBb XYH 3CXY XKUXKUT OYNTUAH X3IMXKIIHI YAMNICIH Ve ererafiviiH aryynra Hb OfoH
3YMANIAT YUK raprax npaar 4 @ancbyyk (Facebook), Tyyrn (Google)-uitH XamMx33HMA MeTa
ererfen M3433M131 Hb YYHTIM XapbLyyNLIyA Uyy YH3 U3HTaM 6ereen, HUNT XYH aMblH XIMXK33H[,

3aH OarAnbIr TaaMarnaxymnu, HapUMH aHaNUTUK raprax a.ax,®* xyBb XYHWM XyMC OOnoH 63aruinH

ynr Gapumkaa, ync TepunH y33n GapuMTian, 3aH aallbiH OHLIOT, B3NTMAH Ynr GapumMxaa 33par
J3MP3HIYIA M3A33NIMNT anrOopUTMbIH 3arBap4ianaap TOLOPXOMIOoX YajamxTanr 1om.% 3arasp
LYTHINTUNN X3P3rN3riniiH erceH ererafieec yi xamaapaH raprax 6onox 6ereef, TSAM3p Hb MX3BYI3H
rypaBAard 3Trasf XyBb XYHUII X3PX3H XapXK, YH3K Oynr 4 xsHagar. Tyxannban, rypaBaard 3Trasayya

57 World Advertising Research Center (WARC), Almost three quarters of internet users will be mobile-only by 2025, January 2019;
A New York Times study of smartphone location tracking revealed that an extensive quantity of intimate location data is for sale.
See Your Apps Know Where You Were Last Night, and They're Not Keeping It Secret, 10 December 2018, https://www.nytimes.
com/interactive/2018 /12/10 /business /location-data-privacy-apps.html

%8 Professor Douglas C. Schmidt, Vanderbilt University, N'yyrn (Google) Data Collection, Digital Content Next, August 2018, para 24
https://digitalcontentnext.org/wp-content/uploads/2018 /08 /DCN-Tyyrn (Google)-Data-Collection-Paper.pdf

9 According to Google employees cited in The New York Times, Tracking Phones, Google Is a Dragnet for the Police, April 2019
https:// www.nytimes.com/interactive/2019/04 /13 /us /google-location-tracking-police.html

80 UK House of Commons Digital, Culture, Media and Sport Committee, Final Report on Disinformation and ‘fake news’, February
2019, p 35; Facebook, Fact Check: Your Call and SMS History, 25 March 2018 https://newsroom.fb.com/news/2018 /03 /fact-
check-your-call-and-sms-history /

© Privacy International, How Apps on Android Share Data with Facebook, December 2018. The study found that 61 percent of
apps tested automatically transfer data to Facebook the moment a user opens the app; subsequently, a number of apps ended the
practice. https://privacyinternational.org/appdata

62 Tele2 Sverige AB and C-698/15 Watson and Others (ECLI:EU:C:2016:970) (“Watson”) Court of Justice of the European Union,
Joined Cases C-203/15 at para. 99, http://curia.europa.eu/juris/liste.jsf?num=C-203 /15.

& Report of the OHCHR on the right to privacy in the digital age, 30 June 2014, A/HRC/27/37, para.19.

% 1 This is the reason why WhatsApp is immensely valuable. Unlike Facebook’s other platforms, there is no advertising on
WhatsApp, and because of end-to-end encryption Facebook cannot access the content of the messages on the platform, but
it provides Facebook with a trove of data — including location information, contact lists, and metadata on more than 65 billion
messages per day.

% Privacy International, Examples of Data Points Used in Profiling, April 2018, https://privacyinternational.org/sites/default/
files/2018-04/ data%20points%20used%20in%20tracking_0.pdf ; Facebook states that it does not infer people’s sexual identity,
personality traits, or sexual orientation — see Annex below.
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©MH®e Hb TYP33CUMH 3apbil X3H XapX 60n0x,%® TyYHUYN3H XyBb 3Tr334 33314 Xamparaax 6onomMxron
SCIXUNT WMINAIXIL, UAMIPXYY ererafinir awmrnagar 6amxss.®’

BII3HEC BA XYHII 3PX

XYHUI TYr33M311 XYHUI SPXUAT XaHraxX Hb TOPUMH YHACIH yypar bereen XyBUH Kopriopauuyg,
33p3r rypaBfary 3Tra3ayyAa XYHUA SPXUNT 38pUMXeec XaMraanax Yypartan. XyHUM SpXumH
3eBnen XyH 6OANT epTeHLe 3A3M43T anmnBaa 3pX LaxMM OPYMHL Y Xamraanargax €crom
Dereef Tep Hb “XYHWI 3PX3 33AT3M LAXMM OpYMH” OYpAYYIIXK, Xamraanx, Xagranax yyp3armamr
DaTanraaxyymks3.%8

Tep XYHWUIN 3PXMINH Yypra3 Brenyynax Yajamx, XyCan 30pUrooc i xamaapaH KoMMaHu Hb
XYHWUIA SPXUIAT XYHOITIX, YHOSICHWUIA XyyNb TOFTOOMXK, AYP3M XYPMbIr Aarax Mepaex YyparTam.oo
BusHec 6a XyHu DpxminH Tyxar HYB-biH Yanpaax 3apymm 33par GusHec 0a XyYHWUIA 3pXUIAH
BapuUMT BUYryya Hb KOMMAAHWUIA YIAN aXusinaraaHg TaBUr4ax “€c 3yMH HUATIAM CTaHaapT” -bir
TOITOOX33.”°

[33pX YYPrUrH XYP33HL KOMMaHWYL, Hb XYHUA 3PXMIAT XYHASTIX 604noro GapumTanx, XyHui
3PXUIH 38pYUIT Fapraxryi, 3epyusl YyCaX LWanTraaH rapraxrynH Tyng 6avHra, UA3BXTaW apra
X3MXK33 aBY X3P3IMKYY3X ECTOWN. DAM3P YW ABLUIF EPOHXMUA, Hb XYHUW SPXUNH MaragiaH
Wwanrant r3H3. KoMnaHwWag Hb YN axunnaraaHbixaa XyHUM 3pXuiH Heneennuniar (6onomMxmt
6onoH 0oaMT Heneenen) TOQOPXOMX, COPer HeneennMAr Oyypyynax, ypbayuunaH caprmnax
VP OYHT31 apra xamx33 aBax 6a 3H3 XYP33HL WA TOL XY4MH YapMaWnT rapraxbir Wwaapamar.
YyHA canbapblH OHLIOrOOC YYA3H TyXalH canbapT 30HXMIXK Oy eHOep 3pCa3MTar XYHUA
3PXUIH COPOr HeMeenIMNT LWNABIPAAX ABAan bartaHa.”

% Julia Angwin, Ariana Tobin and Madeleine Varner, Facebook (Still) Letting Housing Advertisers Exclude Users by Race, ProPublica,
November 2017. In March 2019, Facebook announced restrictions to targeting options for housing, employment, or credit ads in
the USA as part of a settlement with civil right organisations.

& Astra Taylor and Jathan Sadowski, How Companies Turn Your ®3ncbyyk (Facebook) Activity Into a Credit Score, The Nation,
May 2015, https:// www.thenation.com/article/how-companies-turn-your-®ancoyyk (Facebook)-activity-credit-score/

% UN Human Rights Council, The promotion, protection and enjoyment of human rights on the Internet, July 2018, UN Doc: A/
HRC/38/L.10/Rev.1

5 UN Guiding Principles on Business and Human Rights: Implementing the United Nations “Protect, Respect and
Remedy” Framework, 2011, UN Doc HR/PUB/11/04, (Guiding Principles) www.ohchr.org/Documents/Publications/
GuidingPrinciplesBusinessHR _EN.pdf

70 Guiding Principles, principle 11

T OECD Due Diligence Guidance For Responsible Business Conduct, Section I, 2.1, Annex Question22
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2.XYBUIH HYYLA]
XANIAX BAHA

bud xaana baiizaae YuHb, XxaaHa balicHbI2 YUHb,
Xycean oy bodox baiieaae YuHb MIOH3.

Tyyrn (Google) Komnanwmii ryiiyaTtrax saxupan acad Ipuk Wmugr, 2010 on.”

XyBUMH HyyuTal 6anx apxuiiH noaextHyya Oancbyyk (Facebook), Tyyrn (Google) komMnaHnyapIr onoH
SKUAMIAH TYPLU LUYYMXKUK MPCH. CyYMIAH XOPUH XU TYC KOMMAHWUYL XYHWUIA XYBUAH M3O3MINIAH
awmMrnantTan xonbooTon acyyanaap X34 X343H yAaarviiH Mapraanf epreef Oanraa 6uns3. MeY TyC
KOMMaHWyL M3L33MUIAH ereraen uyrnyynax, O0noBcpyynax Lap Xypaaras Tacpantryi TaACa3p 433p
LypLcaH TaHOanTbIH 3arBap 6wt 60sx33.

2010 oHg Mancbyyk (Facebook)-umnH
ryMuaTraX 3axmpan Mapk Llykepbepr
colwvan Mefma Hb XYHUA XyBUH OPOH
3aMT HUMTMUWIH X3M X3MXK33 OONroH
©8PUUIICOH MK M3O3rAX33.”2 YH3H
X3P3rT33 AMKMUTAN TEXHOMOTUAH XK
Hb XYBWUWH HyyuTanm 6amx spxumr
3eBLeepmer rax xagun 4 yyrn (Google),
@ancbyyk (Facebook) koMnaHnyabiH
Oun3HeC 3arBap yr SpX1NH ros MeH
YyaHapbIr angarfoyynx banHa.

Dancbyyk (Facebook)-minH 3yrasc eepcaniiHx Hb BU3HECUIAH 3arBapbIr “TaHdanTag, CyypuncaH” rx
TOAOPXOMNONTBIM 3pC 3CAPryyLax, Mancoyyk (Facebook)-nmH ynnumnrasr aBax 3¢ax Hb Oyxana33 canH
OypbiH Oereen, anbaafarbiH WWHXTIM TOPUNH XiHaNTaac anraaTtan raxas.’

OnOH YNCbIH XYHWI IPXUNH 3PpX 3YWH XYPIIHL, XYHUA XYBUIAH HyyLaa Xonboroox “Tep, XyBb XyH 3CB3N
XYYNUAH 3Tr3AMIH anb Hb 4" Ayp 30proopoo XeHANeHreec xanaaxryn 0arx ecton Tyxan 3aacaH
Banpar.”” Tunmaac 3Haxyy xacarT Myyrn (Google), ®3ncbyyk (Facebook)-nitH yian axunnaraa He yr
IPXTIM X3PX3H 3epumnaex barraar Tamnbdapnax 6onHo.

2 The Atlantic, Google's CEO: 'The Laws Are Written by Lobbyists', October 2010, https://www.theatlantic.com/technology/

7 Ann Cavoukian, (then) Information and Privacy Commissioner of Ontario, Privacy is still a social norm, The Globe and Mail,
March 2010 https: e i ini i -is-still-a-soci i

74 Facebook letter to Amnesty International, November 2019 — see Annex below.

>UN Human Rights Committee, General Comment No. 16 on the right to privacy, HRI/GEN/1/Rev.9 (Vol. ), 1988, para 1. The
UN Guiding Principles on business and human rights also make clear that companies have a responsibility to respect “the entire
spectrum of internationally recognized human rights” (Principle 12).
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TAH[JANTAJ] CYYPNCAH BN3HEC 3ATBAP BA XYBWIH
HYYLUTAIN BANX 3PX

XyBUIMH HyyLTam Banx 3px Hb XyH OYPUNH XyBUIH, rp OYNnnH BONOH 3axmaan xapunuaaHbl OPoH

3ang xyynb Oycaap 3CB3N Ayp 30proop xanpaxaac aHrmp Ganx Tyxar OMronT oM.’ XyHWI 3pXMnH
XOPOO TYC IPXUIT XaMraanax XypasHa “TepunH Ganryynnara, XyBb XyH, 3CB3M XYYNWUAH 3Tr33433C YN
XaMaapaH KOMMbloTep, M3A33MMNMH CaH, 3CB3N Dycan TOXeepeMK A33P XYHUA XYBUH M3O3MINAT
uyrnyynax, xagranax” acyyanibir 3oxuuyynax sisfan Hb XyBMIH HyyLTan Bamx 3pXuiAr xamraanaxag

Yyxan rArMAr XynssH 3eBLleepceH bampaar.”

XyBUIMH HyyLTal Banx 3pXMH Lap XYP33 HUMMIM 6epUnerfexminH Xapa3p, anaHrysa TeXHONorinH
O3BLWMNATTAM XxonbooTonroop eepuneracesp MpcaH. HYB-bIH XyYHUA 3pXMIAH KOMUCCAPbIH ra3ap
“XYyBUMH OPOH 3al MA3MT TOPUMH XaHaNTaac aHrug, Oycag ypunraryin 3TrasgnmnH Xycasrym
OPOJILLOOHOOC aHMMA, XYBb XYHW OMe AaaH Xerxkux, 4eneeTsn Ganx OpoH 3anMr XyBUAH HyyLTal
Banx” rax y3x33.7® Yr Tannbapt xapunuaH xonbooTon gapaax rypeaH OMArONT OpHO. YYHI: XYBUIAH
aMbipang ragHbl OpofLoo, Xananaraac aHrug 0anx, XyBUMH M3433115133 yavpaax b6o5oH eepuiires
4eMeeT3N NNIPXMIANIX OPOH 3arTal Balrx 3pxyya xamaapHa. Tyyrn (Google), ®ancbyyk (Facebook)-
WNNH XAIHaNTagd CyypwuncaH BmusHec 3arBap Hb A33PX FYPBaH 3PX Y6neer 3epumxX XyBUAH HyyuTaln Ganx
IPXUAH MEH YaHapbIr Yryncrax HanHa.

HYB-bIH XYHWUI 3pXUIAH 0334 KOMUCCAp “XyBb XYH, TYYHWIA 3P Oyn, XyBUNH aMblpanblHX Hb Tanaap
Dara 4 racaH erergen Uyrnyynax, 3CB3/ O/K aBaxbilr OPONAOX Hb TyXalH XYHUA XyBUAH HyyLaa
xaMraanax M343311301433 XSHaNT TaBMX IPXMUT 3epyfer” OOnoxbir Xyfi33H 3eBLUeepCceH barHa.”® YyHa3C
y3Ban Iyyrn (Google), ®3ncbyyk (Facebook) koMnaHWyabIH Lyrayymx Oy M3O3MIMAH Lap Xypa3d

Hb BMHO Hb X3333 Y Teceeneraex Oanraary epreH XypasHI XyBb XYHUI OONOH T3OAHUN XMAXK Oyin
YUANONUAH Tanaap M3I33M30 Lyrnyymk 6anHa. Acap Mx X3MXK33HWI XYPUMTYyncaH M3433131 6onoH
OONOBCPOHTY MIAINNUMH TEXHONIOMMH avaap XYHUN XaMrMAH HaHOWH XYBWIH, HapUABYMNICAH
M3433NnuKnr Asnrax GonomxTon Gereep, 3H3 Hb TyC KOMMNaHWYL XyBb XyHUI Tanaap Gax bonox Oyx n
YNNI M3a3X BONOMXKTOM BalHa ra3caH yr tom. 50

OnOH YNCbIH XYHWUIA 3PXUIAH 3PX 3YMH XYPI3HL, 36BXOH XYYNUIAH Aaryy 3CB3N Ayp 30PrbiH WUHXTIN OuLL
TOXMONAONA N XYHWIA XYBWINH HyyLTar BGanx 3pXx34 xandaxblr 3eBweepner. VIHMmRXxA33 xyynb €cHbl 0anx,
Waapanaratar 6anx, TOXMPCOH Barx, 3annwwry 6amx epeHxmin 3apaMblr OapUMTIaHa X3M33H XYHUN
3pXUAH Banryynnaryys Tannbapnagar.8’ XapuH KoOMNaHUin xaBTranpcaH TaHOanT Hb Laapanaratan 6amx,
TOXMPCOH Balx 3apyMbIr XaHraxryn Gereef, XyBUIMH HyyLTan Barix 3pXx34, 36BLUESPEraexymL, X3MXK33HL,
Xanmax 4agaxryy oM. Tepeec YHAICHWUI aloynryin Gananbir xamraanax 30pUnroop HUNTUAM XamapcaH
TaHAANT 3annwry G6anx Wwaapanaratar X OONOBY XYHNA 3pXMinH Ganryynnaryyn “mnm apra Xamxa3 Hb
XYH OYpPUIAH XyBb 3annwry 6anx, ToxmpcoH Garx Wwaapanarbir XaHraxry y4paac dH3 Hb OfIOH YNChIH
XYHWU 3PXWIAH 3pX 3YMII3pP XY/33H 36BLUeeperaexryn” XaMasH M343rax33.5?

76 Universal Declaration of Human Rights, Article 12; International Covenant on Civil and Political Rights, Article 17

7 UN Human Rights Committee (HRC), CCPR General Comment No. 16: Article 17 (Right to Privacy), The Right to Respect of
Privacy, Family, Home and Correspondence, and Protection of Honour and Reputation, 8 April 1988, https://www.refworld.org/
docid/453883f922. html

78 UN High Commissioner for Human Rights, The right to privacy in the digital age, 3 August 2018, A/HRC/39/29, para.5

* AJHRC/39/29, para.7; see also A/HRC/27/37, para.20; and European Court of Human Rights, Weber and Saravia v. Germany,
para. 78; Malone v. UK, para. 64.

80 Privacy International, A Snapshot of Corporate Profiling, April 2018, https://privacyinternational.org/long-read/1721/
snapshotcorporate-profiling

81 A/HRC/27/37, paras.21-27.

82 Report of the OHCHR on best practices and lessons learned on how protecting and promoting human rights contribute to
preventing and countering violent extremism, 21 July 2016, A/HRC/33/29, para.58; see also Report of the Special Rapporteur
on the promotion and protection of human rights and fundamental freedoms while countering terrorism, 23 September 2014,
A/69/397, para.47; and A/ HRC/27/37, para.25
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XYBUIMH HyyuUTal Banx 3pXMMH eep HIMH OypanasxyyH 00N XyH eepuinHXee XyBUNH M3OINNUIAT
X3333, flaxX OycaATam xyBaanuaxaa wnngsx oyy “M3g33nnmnr eepee LWNMNABIPAX" 3px tom.84

DH3 Hb M3[33J1371 TEXHOMOTUIAH A3BLUMA DONOH BPreH XYP3I3HUA M3O33MMIAH CaH buin GoncoHTom
xonbooTonroop xypuaap TaBuraax 00MCOH M3A33MNMIAH aloynryn GananbiH YHOIC O1n33. EBponbIH
XYHUI 3pXUIAH LLYYX33C XYBUMH HyyUTal Balx 3px33 3AN3X3M, XYBUMH MIOINNAM XaMraanax Hb H3H
Yyxans> ©ereefl 3H3 Hb “M3L33NIUNT eepee WUNABIPAIX"-33 X3P3rKYY3X BONOMXK ONFOHO X3M3I3H
XYN33H 36BLUeSPCOH.5¢ 3TN TaH[anT A33p cyypuncaH BU3HeCUIH 3arBap Hb TYC 3PXUIH X3P3MKMX
YHA3C Cyypb 3apyMyyATan 3epunnpex Gavraa 0ereep XyH XyBUIH M3433/131 Hb Map WantraaHaap,
siMap x3n63p33p awmrnarnax G6onoxbir COHrox 33prasp eepuUNHXee M3433M314 XAHANT TaBuX
Bonomxryn 6omk barHa. (Doopx X3Crssc ToAPYY/K YHLIMHA VY.)

XYBUIH M333INIAH XAMTAARANT

2018 oHbl 5 Ayraap capaac X3pP3arkmX 3x3M1C3H EBponbIH XonbooHbI “M3a33131 XaMraanax
epeHXM Xypam” Hb ONXUM Jasap XYBUWH M3A33MIMIAH XamMraanant 6onoH HyyuianbiH

YAIr3p KMW33 Oomk BarHa. Tyc XypaM Hb EBporMbIH Xon0ooHA, yn axunnaraa ssyyngar 6yx
Gaviryynnaran, xamaapax Oereep EBpombiH ragHa opLunk Ganraa 4 EBponbiH X0n000oH, opLUmX
Oy XYHE, YANYMAT3 y3YyiK 3CBIN YANAJIMAT Hb aXurnax Oyin Ganryynnarag MeH xaMaapax
Tyn Fyyrn (Google) 6onoH ®ancbyyk (Facebook) Hb Tyc XypMbIr 3aaBan Aarax Mepaex cTon
oM. XaMruH ron Hb TYC XYPamI XyBb XYHUN M3O3MANAM “TaHUrACaH 3CB3J1 TaHbX OOMOXyML,
XYBb XYHI, XaMaapax Oyxui N M34337131" X3M33H epreHeep TogopxonncoH banaar.®” TyxanH
M3[193717153C X3H 60N0X Hb Wyya GONoH Wyya Gycaap TaHUrAax GONOMXTON XyBb XYHUM
M3A337131 Y A33PpX TOLOPXOMONTOA XaMaapHa.®® “Maf33man xaMraanax epeHxmm xxypam”-aap
H3PWIT Hb HyyLancaH M3331351 6aiinaa 4 r3CaH X3PB33 HIM3T M3O33IUIH TycllaMXKTanraap
TyXanH XYHUIAT TOrTOOX BONOMXKTOM BON TYYHUIT TaHbX GOMOXYNML, XyBb XYHWIA M3A331301

M Y33X a%33.8% TyyHYN3H AyrHanT GOMOoH TaaMarfian XMMCH anmBaa M3L33M31 Hb Tycrau
TaHUrYTam XonbOraCcoH 3CB3M TyXaH XyBb XYHUWAT X3H OOMOXbIF Hb TOLOPXOMIX BonoxymL,
6aviBan MeH agun “XyBUMH M3L33/1314" TOOLOraox H6osHo.

“M>3033131 Xamraanax epeHX1in Xypam”-blH @ep H3MH rof 3apYnM Hb LiaapAcaH “30purbiH
Xf3raapnant” Gereef 3H3 XYP33HL XyBb XYHWUM M3O33ANVNAT Lyrnyymk, 00n0BCpyymk Oyn
KOMMaHWy[, aHxHaacaa baviraa 30puiroo TOAOPXON M3A3TAXK, TyXalH 30punryyaaa oyprrax,
XYMYYCT Xaparfax XyBUMH M3O33JIMAH X3C3IT WUIT TyCrax, 36BX6H aHXHbl 30PUIrOTON Hb
HUMLCOH TOXMOAZO0NA N1 M3O33MUTUAT LUMHD 30PUAF00P aLUUrax, MHMXA33 X3P3raryguiH
36BLUOOPSIVIT aBax 3CB3J XYYNbf 3aacaH YHASCIINTIN OalnxbIr Wwaapaaar.®

“M>3[337131 Xamraanax epeHxnin XXypam” Hb X3p3arfardymnH 3eBlueepeng, eHaep Lwaapanara
TaBbar bereef eepTsrt Hb X0NOOOTON XYBUMH M3O33/IMIAT OONOBCPYYIaxbIr 36BLUOBPEXASS
X3P3rN3ryna, epuiiH Xycras YeneeTsn XOEPAMON YTrarynrasp, M343351371 aBCHbI YHOCIH

93P TOLOPXOV UIBPXMIANCIH Barx écton Garaar.’’ MeH Tyc XypaM Hb TyxXalH M3[33131

83 The term “informational self-determination” was first used in the context of a German constitutional ruling relating to personal
information collecting during the 1983 census: Bundesverfassungsgericht [BVerfG], Dec. 15, 1983, 65 Entscheidungen des
Bundesverfassungsgerichts [BVerfGE] 1. It was understood by the Court as the authority of the individual to decide when and
within what restrictions information about their private life should be communicated to others.

84 Alan Westin, Privacy and Freedom, 1967

85 S and Marper v UK, Applications nos. 30562/04 and 30566,/04, European Court of Human Rights (ECtHR), 4 December 2008
available at http://hudoc.echr.coe.int/eng?i=001-90051.

8 Satakunnan Markkinapdrssi Oy and Satamedia Oy v. Finland, Application no. 931/13, ECtHR, 27 June 2017, at para.137, available
at: https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-175121%22]}.

¥ GDPR, article 4(1).

88 |bid.

8 GDPR, Recital 26.

% See GDPR, articles 5(1)(b), 6(4) and 30, and Recitals 39 and 50.
9 GDPR, article 4(11).
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©onoBCPYyNanT Hb ONIOH 30PUNITOTON TOXMOMAON 30PUNTo OYPT Hb 36BLUeepen aBax,”
36BLUIGBPIIOS YereeTanresp ery banraa 3CIXUIAT XaHraxblH Ty XsiHArY, X3p3ariardy XOepbIH

3pX M3A3N Tarw Oyc Ganraa TOXMOLOMA, XYBUIH M3A3313/1 Liyryynax XyyaunH YHAICA3ryin
M 3aax33.% TaHOanTaH A33p CyypuncaH BU3HecUinH 3arsapyya Hb 3ap CypTanyuiraaHsi
30puynantaap Xaparnardum, XyBUnH M3O33MIMAT Tapaax, bonoBCPYyNaxbir 36BLI6BPCOH
HeXLeNd, YMNYNAT33 Y3YyN4sr y4paac Xapariard TyxaliH OpoH 3aliHaac rapaxrymrasp 3eBlueeper
erexeec TaTraji3ax 3CB3/ 36BLUOSPNes LyLinax bonoMXKryn bangar Hb O33pX 3apyMMTal
3epunngex banHa.**

DUACT Hb, XYBUIH HyyLITal Balx Hb XYH 66PNNTree TOAOPXONIOX, 68pUINTes UNIPXNNNIIX OPOH 3ainr
OyT33X, Xamraanaxapn, HaH YYP3rTan MATUAT HAMTIIP XYN33H 3eBlleepaer® HYB-biH XYHNN 3pXUIH
XOPOO XYBUWH HYYUbIr “XYH ©6pUIree TOLOPXOWK, UNIPXMIANSX OPOH 3an” X3M3I3H TOLOPXOMICOH
©anpar.®® Yr TonopXonnonT Hb XyBb XYHWUI TOQOPXONNONT, AYP TOPX Hb HUMIM33C XaMaapanTtaMn,
XyBbCaMTram LMHXTIM MA3 caHaaTal HUMLRX Bereen bua HavsyyaTanraa Ganxmgaa, axun O33p33
DanHa yy, 3CB3M ONIOH HUMTUIAH ra3ap OalHa yy rArs3C xamaapaH eep eep HexLes, OpPOH 3aig eep
eep Iyp TOPXWUIT raprax, Ypraix XyBbCax, JacaH 30XWLLCOOp Gamaar rcaH yr. MM33C XyBUIAH OPOH
3al GuasHO eepcanree Bycaan XIpPX3H UNIPXMANIXID WKMMAIX OONOMXK onrofor 6ereef Xycaarym
TaHOaNT GUAHMIT eepeep aalunaxag Xyprafsr. TuinMaac buaHnn bue gaacaH Gavpan 6onoop eepuinH
LlYp Tepxee TOLOPXOMNOXOL XyBUMH OPOH 3al H3H Yyxan oM.

YPramxkuinH xapaa xsHant gop 6angar xyMmyyc HURrMWAH XYN33AT34, HAMURX AapamTTali Tynrapgar.
XYBUIH OPOH 3al Hb ©ep eep Ayp TepXMnr O1in GONrox COENbIH Anraatan GaranbIr A3IMXA3N. VX3HX
TOXMONAONA, HUNTMUMH L@eHX OYAryya HUNIMUAH ONOHXTOM XaMTpaH OPLUMX, ambApax, aXWnnaxbiH
TyNO ©epurH Ayp Tepxunr gangangar. YYHUM TO4 KNS Hb VXKW XYWMCTHYYAUMH AOTHO Xapwuiuaa
Xyynb OyC 3CB3N XYyN33H 36BLLUSOPASITYN HUNMMI aMbaapy 6anraa 3CBan UM HUAMIMA, aMbAapaarryi
Y XYN33H 36BLUeepOertyn xaMaataH cafaHtam JITETU xymyyc 1om.?” TyyHUn3aH Gmed yHaNary 33par
anbaH Byc 3AMMH 3aCrUiH 3M33r BYN3IT XaMaapax HIMH Y Gamxk 6onHo. %

ryyrn (Google), ®ancbyyk (Facebook)-ninH xaBTranpcaH H6aiHrbiH TaHAANT Hb BUAHWA XYBUIAH
aMbpang, Wyyn Xxannax, eepcamnree ToJ0pPXOMNOoX OPOH 3air acap Mx33p Garacrax GarHa. XyBWiH
OPOH 3al Hb “apunxaaHbl OOIOH TEPUIMH Barryynnaryyn XyBb XyH OONOH HUArMUIAT Xanpuarnax,
WYX, TaaMarnax oponafsiorooc” OUAHUIAT xaMmraangar.®® I3s4 XyBUMH M3A33nnmnnr 6ar 6onrox,
TYYr33p XYMYYCUIAT 3aH Bananbir Togpopxonnx banraa ssaan He Nyyrn (Google), ®ancbyyk (Facebook)
OUOHUA Oyp TOPXMAT rafaax epTeHUsm 1Un OONroX, XYHUA 3pX3M WyyL Heneemk 0alHa rCaH yr oM.
SH3 Hb OMOHWA XYBUWH aMbApang xannax, M3a3/IMnr eepes WNAABIPIAX 3pX OOSOH XyBUH OPOH
3alH XYPI3HI 66pUINres TOOAOPXONIOX IPXTIN LYY 36pUmnaex Oarraa xapar oM.

DHIUMH33P X303 UM BPreH Lap XYP33HWUM TaHOANT Hb YPbh, OMHE Y33rA33ryI XaMX33H[, XyBUIAH
HYYLl, OpOH 3anf xangax Oaviraa Gereep 30r33p KOMAAHWYAbIH XYHUIA SPXUAT XYHASTIAX YYPIrToM OrT
HUMLPRXTYM BanHa. DH3 Hb LI@XMM OPYHOOC X3AMMHID X3T3pY, OUAHWAT HUMMMO Gre AaacaH XyBb XyH
OonoxbIr TOAOPXOMMK Banaar 3pxyyada xanaax danHa.

92 See GDPR, articles 6(1)(a), 7, and Recital 32.
% GDPR Recital 43

% Such "forced consent’ is currently subject to legal challenge under the European General Data Protection Regulation brought
against Google and Facebook by consumer rights organisation Noyb: https://noyb.eu/wp-content/uploads/2018,/05/pa_
forcedconsent _en.pdf.

% See for example, Agre and Rotenburg (eds), Technology and Privacy: The New Landscape, 1998; Julie E. Cohen, 2013
% Human Rights Committee, Coeriel and Aurik v the Netherlands (1994), Communication No453/1991, para. 10.2

77 See Alexander Dhoest and Lukasz Szulc, Navigating online selves: social, cultural, and material contexts of social media use by
diasporic gay men, Social Media + Society, 2016, http://eprints.Ise.ac.uk /87145 /1/Szulc_Navigating%20online%20selves _2018.pdf

8 Kashmir Hill, How Facebook Outs Sex Workers, Gizmodo, November 2017, https://gizmodo.com/how-facebook-outs-
sexworkers-1818861596

29 Julie E. Cohen, 2013
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XYBWITH HYYLTAIN BAINX 3PXT3I X0N600TON BMHOX
AMJANT GONOH BYTINTYNTAYY]

CasixaH Tyyrn (Google) 6onoH ®3ncbyyk (Facebook)-niH yampanaryyn XyBUAH HyyuTa 6anx spxmmnr
XYJ193H 36BLUeepY, M3A3IA3N rapracaH. 5 ayraap capg yyrn (Google)-uninH MyusTrX 3axmpan XyBuinH
HYYLbIH Tanaap HUMTIRN X3BIYYICaH. ' XapuH 3 ayraap capa Oancbyyk (Facebook) komnaHmm rynustrax
3axupan Mapk Llykepbepr ®ancbyyk (Facebook) xyBuinH opoH 3air ron Tesee DONroHo rx 3apnacaH™
Oon 5 ayraap capa “Mpa3aym xyBuinH 6anx 6onHO" mx cambapbiH [Op UITMM3 TaBbCaH oM.

YYHUI Jaryy, 033pX KOMMaHWynd, X3p3rfiardug nnathopM A33pX 66pUAH XYBUNH M3O33M3033 WYY UX
XSHANT TaBUX BOMOMXK ONrOX00pP LLUMHD apra XaMX33HYYAMNT aBaxaa 3apnaag 6arHa.'® pnaHopbiH
MagzannniiH Aynryn banansid Faspaac Myyrn (Google) uaxum cypranymnraa ConMLOOHL, 30puyaH
XYBUAH M3O331MAr 6ONOBCPYYMX Oy axunnaraaHg Wanrant opyyncHsl gapaa fyyrn (Google)
KoMnaHu 11 cap cypTanymiraaHbl Ayyanara xyfangaaraap AaMmxyynaH cyptandunraa 6avipnyynarduaran
XyBaanuax 6ym xyBUAH M3A33MNYYO3L TaBUrAaX Xsi3raapnanTbir YaHraTraxaa M3A3racaH oM. TyyHUnaH
fyyrn (Google) xaparnaryasa33 eepuind BalpLUbiH TaflaapxX MIORINMAT yCTrax (MXA33 XamrnH
Carafaa rypsaH cap xagrasncHbl fapaa ycrrax D0M0X) WMHD HIMATUIAM TaHWLYYIX33.'°° XapuH
D3mcoyyk (Facebook) bycap ann GonoH B30cantTan Mancoyyk (Facebook) siMap M333131 ConMALOX
Gawraar xapx HOoX TOXMProor HIMC3H Bereen xycBan eepuiiHx Hb Oancbyyk (Facebook) xasrTan
M>3[3313/1 CONUNLOXbIM Gonnynx (raxa33 OypaH ycTraxk bonoxryn) 6onHo.'%

SH3 Hb XYBWIWH OPOH 3aWr Xxamraanax 3epar anxam MeH OOnoBY TaHZanTak CyypuncaH O3NXUnH
XaMIUMH TOM H33MTT3M XyBbl,@aT KoMnaHWyabiH XyBbd Myyrn (Google), ®ancbyyk (Facebook) Hb
OusHecninH 3areap, barp cyypua byp MeceH eepuneHe r3O3IT UTMXIyn banraaraa onoH cyanaayvg
NMIPXNAMK33.'7 2019 oHbl 7 gyraap caph AHY-biH XonbooHsbl XyaanaaaHbl KOMUCC XyBUIAH HyyLTam
Banx spxmnH 3epunnTan xonborayynan O3ncbyyk (Facebook) KoMMaHWTaM TOXMPONLOOHL XypH
ynmaap Pancoyyk (Facebook) xyBuitH M3a33n351 GONOBCPYynax apra 3amaa WWHIYM3H, WKHD XSHAnT,
Waapanarag HANLYYN3H axunnaxaa amnaxsa.'®

MBY 4 gyrasp OyNsrm AypacaHynaH 34r33p eepynent Hb TyC KOMMaHWM OU3HeC 3arBapbir eepymik
3CBIN XYBUMH HyyLTal Gax 3pxaf y3yynax ceper Heneer Hb OYP3aH LMMABIPNIXK Yagaxryn OarHa.

TyC KOMMNaHWYABIH XYBUMH HyyLTan Banx 3pxTar Xon0ooTon AyymaH, XO0COH aMnanTyyd Hb TaHAanT
[133p cyypuncaH BU3Hec 3aresapbiH XyBUH HyyLTaln Oanx 3px34 y3yy/iax Heneer Tof, TOMPYYH
xapyynax bereef, O13Hec 3arsapaa eepunex aMmnanTyyfag 4 3pranzaxag xyprax banHa.

ryyrn (Google) 6onoH @ancbyyk (Facebook) komnaHWyn xo€ynaa apaB rapym XuUnmnH emHeec
3XM334 N XYBWIAH HYYLbIH aCyyanaap ONOH HUMTUIAH LUYYMXM3M Xy3ak UpcaH. O3ncbyyk (Facebook)

100 Sundar Pichai, Google's Sundar Pichai: Privacy Should Not Be a Luxury Good, New York Times, 7 May 2019

19" Facebook, A Privacy-Focused Vision for Social Networking, 6 March 2019, https://newsroom.fb.com/news/2019/03 /vision-for-
socialnetworking/

192 Kurt Wagner and Selina Wang, Facebook's Zuckerberg Preaches Privacy, But Evidence Is Elusive, Bloomberg, 1 May 2019

193 Both companies also pointed to the tools that they offer users to control their ad preferences. See Google, Control the ads you
see, https://support.google.com/accounts/answer/2662856; Facebook https://facebook.com/help/247395082112892

194 Google, Additional steps to safeguard user privacy, 14 November 2019, https://www.blog.google/products/admanager/
additional-stepssafeguard-user-privacy; Irish Data Protection Commission, Data Protection Commission opens statutory inquiry into
Google Ireland Limited, 22 May 2019

195 Google, Introducing auto-delete controls for your Location History and activity data, 1 May 2019, https://www.blog.google/
technology/ safety-security /automatically-delete-data . Google also pointed to its work to develop federated learning technology,
see https://federated. withgoogle.com/.

19 Facebook, Now You Can See and Control the Data That Apps and Websites Share With Facebook, 20 August 2019, https://
about. fb.com/news/2019/08 /off-facebook-activity/

97 As Shoshana Zuboff puts it, "How can we expect companies whose economic existence depends upon behavioral surplus to
cease capturing behavioral data voluntarily? It's like asking for suicide.” Zuboff, The Secrets of Surveillance Capitalism, Frankfurter
Allgemeine, March 2016; See also e.g. Bruce Schneier, A New Privacy Constitution for Facebook, 8 March 2019; Casey Johnston,
Facebook is trying to make the word “private” meaningless, The Outline, 1 May 2019; Julia Carrie Wong, My data security is better
than yours: tech CEOs throw shade in privacy wars, 9 May 2019

198 Facebook, A New Framework for Protecting Privacy, 24 July 2019, https://about.fb.com/news/2019,/07/ftc-agreement/
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2007 oHA “BUMKOH" rax cypTanyuiraaHsl NNatopM HIBTPYYMIX MK OPOnACcoH DONOBY acap mx
LIYYMXKJT3NT AaryyncHaap 30rcooxooc eep aprary 6oncoH banmar.'® YyHui agunaap XMennnmH
3ap CypTanyunaraa ofioH XU LWYYMXKI3rACHMI 3u3cT 2017 oHA 3ap cypTanyunraa bampuuyynax
30PUAITO0P XYMYYCUAH XYBUAH MIMAWIAT Wanraxaa 6onuHo raara fyyrn (Google) mM3aaracaH
Garpar."™ TaHoanTbiH Tanaap ONOH XYH M3A3X, FOMAOS rapraxaf TyC KOMMAaHuyn yy4nant rymaar
©onoBY BU3HECUIMH 3arBap Hb TaCPanTryM A334 X3MXK33HUA TaHZAANT pyy YMrnacadp Ganraa Hb 433pX
XKMLL3HYYA33C Xapargax banHa.

Fyyrn (Google) 6onoH @ancbyyk (Facebook)-33¢c eMHe Hb xyBUIAH HyyL, BONOH 3ap cypTanyunraar
YUFNYYN3X YN aXunnaraaHsl Tanaap X3p3rnaryaminr Teeperayymk 6ancaH X34 X343H Toxuonnon ouni.
Knws> gyposan:

e 2010 oHpg Google Street View Oyioy ryoamxHbl gyp 3ypar 6yxui ra3pbiH 3ypritiH annankenwHum
XOrKyynanTuiiH yeap yyrn (Google)-miH 3ypar aBanTbiH MallMH XYMYYCUIAH XYBUIAH LaX1M
WyyAaH, HyyL, YrUAr Hyyuaap ofix aBcaH bampar.™

« 2018 oHpg GarpLimn TOrToOX TOXMProor yHTpaacaH 4 Myyrn (Google) XaparnardninHxas
BarpLUnbIr TOrTOOCOOp Barraar CATTYYAHMA, OMX UNIPYYk33. YyHui aapaa Myyrn (Google)-33c¢
TYC TOXMPrOOHBIXOO Tannbapbir @8PUNICOH X3AMM 4 TOXMProor YHTpaacHb! fapaa 4 bavpumn
TOITOOXbIF 30rCO0rooryi oM. OnooruinH bangnaap ABCTpPann yNcbiH OpcenaeeHnin raspaac
Fyyrn (Google)-mir wyyxan erceH banraa 6mnss.™

« 2019 oHp catryynumg Fyyrn Hact “yxaanar rp” Texeepem Hb ONIOH HUAT3A, Un B6oNroorym
MUKPOMOHTON DanCHBIM NAPYYIIK33.™

«  ®ancbyyk (Facebook) ync Tepuint 3opunroop Maa33nan uyrnyynaar Kemopux AHanuTuka
(Cambridge Analytica) huUpMTaI1 oyynmMaH OnoH HUMTIA 1 BONOX00C X3A3H CapblH BMHE MK
DalicaH rar’ Xyn33H 3eBLI6SCPOH oM.

«  ®ancbyyk (Facebook) ecep HacHbl xyyxayyasa mexre TeneH “®ancbyyk (Facebook) cypanraa”
(Facebook Research) rax annnmkenwHUIAT TaTyyxX, TSAHUIA YTCaH O33P33 XX Banraa OyxHUAr
XsHaX Oanx33.M°

«  O3ncbyyk (Facebook)-umH 3yrasc MeH xacar Oynar xymMyyc A33p 3aH YAMIAH TYyPLUMAT XUIAX
OalicHaa xyn33H 3eBLUeepceH baraar. Tyxannban, XyMyyCUAr CaHan erexef xatrax, eep eep
NOCTYyAbIr Xapyynax 3amaap X3p3rfiaryguinHx33 C3Tran caHaar yamppax (Ca1ran caHaar eprex
3CB3 yHarax) TypwunTyya xunx 6ams.™”

DHAIC TYC KOMMAHWUYAbIH XYBUMH HyyUTaln Balix 3pXMIAH 36p4Yin Hb MHITUIH CaHamcapryi senan
6uw Gereepn xapuH 4 yyrn (Google) 6onoH ®ancbyyk (Facebook)-mnH TaHOanT f33p cyypuncaH
OU3HeC 3arBap Hb X3PX3H XYHUM XYBUWH HyyLTan Bamx 3pXMnr ynanaaa rmwrH, XyBUAH M3L33MANAT
Lyrnyynax, WWUHXdX, Xynananar 0onoxsir xapyynx 6ariHa.

109 The Register, Facebook turns out light on Beacon, 23 September 2009
0 Google, As G Suite gains traction in the enterprise, G Suite’s Gmail and consumer Gmail to more closely align, 23 June 2017

" Guardian (UK), Google admits collecting Wi-Fi data through Street View cars, 15 May 2010, https://www.theguardian.com/
technology,/2010/may/15/google-admits-storing-private-data

2 Associated Press, Google clarifies location-tracking policy, August 2018, https://www.apnews.com/
ef95c6a91eeb4d8e9ddadcad887bf211

"3 Australian Competition and Consumer Commission, Google allegedly misled consumers on collection and use of location data, 29
October 2019, https://www.accc.gov.au/media-release /google-allegedly-misled-consumers-on-collection-and-use-of-location-data

"4 The Verge, Google claims built-in Nest mic was ‘never intended to be a secret’, February 2019 https://www.theverge.com/
circuitbreaker/2019,/2/20/18232960 /google-nest-secure-microphone-google-assistant-built-in-security-privacy

s Guardian (UK), Facebook acknowledges concerns over Cambridge Analytica emerged earlier than reported, 22 March 2019,
https:// www.theguardian.com/uk-news/2019/mar/21/facebook-knew-of-cambridge-analytica-data-misuse-earlier-than-reported-
court-filing

"6 Josh Constine, Facebook admits 18% of Research spyware users were teens, not <5%, TechCrunch, 28 February 2019, https://
techcrunch.com/2019/02/28 /facebook-research-teens/

7 Christian Science Monitor, Facebook 'l Voted' button experiment: praiseworthy or propaganda?, November 2014; Guardian (UK),
Facebook reveals news feed experiment to control emotions, June 2014
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3ACTIIH TA3PAAC TYYT]1 (GOOGLE) 6ONIOH 3MCBYYK
(FACEBOOK)-NH IATA BAA3 PYY H3BTP3X BONIOMMK

«@alicbyyk 3c83n AHapoiidsin Xadeamk Baiizaa Xysuiin M3d33NUGH caH pyy Byx 3aceuiin 2a3pyyd H38mpax, xyneaiqud
Xyneaiinax 23 opondox baiizaar.

Tum Byy 2019"8

TaHpanTag cyypwncaH GusHec 3arBapbiH XyBUAH HyyLTan 0anx 3pxaf y3yynax LWyyn HeneeHeec ragHa
KOMMaHW BONOH TePUNH TaHZanTaac yycax wyyn Oyc Henee 6ac paBxap HIM3raax OarHa. TarHyynbiH
Ganryynnara, uaraaunanbiH anba, xyynb caxuynax Oanryynnara 33par TepurH Ganryynnaryyn
TEXHONOMMIMH KOMMaHMyaan xaaranarfax oym Maa330304 HIBTPIXMIAT TacpanTry 3panxmnmnx 6arHa.
iamp, Tyyrn (Google) 6onoH ®3ancbyyk (Facebook)-miH xyMyycuinH Tanaap UyrfiyyncaH acap epreH
M3A33N1MH 0aa3 Hb “3pAsHUAH caB” Byloy 3aCrMIH raspyyablH ©epCcaee Lyrnyymnx Yajaxaapryn acap
YH3 LIDH3T3M M3I33M1371 PYyY HIBTPIX OONOMXK IOM.

Tyc BusHecuinH 3arBapblH ynmMaac Fyyrn (Google) 6onoH ®3ncbyyk (Facebook) Hb 3acruiH raspbi
Xyynb OYC, TYPIMIUIA LAaXMM XSHANT 3CB3M XYHUIN SPXUIAH 36PUNUNL XYPIX XIMXKISHL, XYMYYCUMT
Gavinax apcasnuir Oum Gonrox GarHa. XAMNrsp HIXYY 3PCA3N Hb XYMYYCUIAH XYBUAH M3L33INAT
xagrangar byx komnawna 6angar 4, Tyyrn (Google), ®ancbyyk (Facebook)-unH TaHgant gsp
CyypuncaH B13Hec 3arsap Hb OPMOro0 6CrEOXUAH TYN XYBUMH M3[33M131 LYYy, Xadranaxbir
IIMXKMXK, YpaMLLyynaar Tyn 3pCadnuiAr ynam HIMIrayymk bGanHa.

OpreH XypasHWUIM TaHZANTbIH axunnaraanbl Tyxan AHY-biH YRA3CHMI Aloynryn bananibiH Fa3pbiH Wyran
yn33r4 SaBapn CHeyOdHWUI O3NM3C3H M3L33M31 Hb TarHyyrbiH Danryynnaryyn X3pxsH TEXHOMNOrMMH
KOMMaHWyAblH M3I33MIUIAH CaH, HIBTIPY BalCHbIr HOTOMX33. 2013 oHp CHeya3HWA 1N BONrocoH
Oapumtyyn AHY 60noH Vx BpuTtaHuin TarHyynblH Ganryynnaryyn XapxaH epreH uap XypasHum
TaHOanTyyabir sByynnar 6ancaH, meH yyrn (Google), faxyy (Yahoo), Mankpocodt (Microsoft) 33par
KOMMaHWy[, X3P3rNardamMmHX33 Talaapx M3II3MIAT erex HyyL, Tyllaantan X3pxaH Tynrapy OancHbIr
NNYUNCIH BarHa."?° TyyHunaH AHY-biH YHARCHWIA Aloynryin BananbiH Tasap Tyyrn (Google) 6onoH
faxyy (Yahoo)-uiH xamraanantbiH CUCTEMUIAT O@BX, M3O33MMNMH 6aa3 pyy Hb H3BTopY Hamxs3.'”

CHeyI3H O33pX M3O3MIMAT U BONrOCHbI Aapaa TEXHOMOTMMH KOMMaHWY L X3P3rNaryaninHx33
M3A33JIMAH HYYUIanbIr CAvxXpyymK, HyyLnanbiH 60AM0roo T3/ 3X3MC3H I0M. DH3 XYP33HI
X3P3MN3rYAMMH M3A33NAMIT 033X AHY-bIH 3aCMnH ra3pbiH HyYLL Tylaan 33par 3apyM XyYJUnH
WaapanarbiH 3CP3r XyyIMAH apra X3M33 aBy 3x3mk33."2 MeH yyrn (Google) 6onoH @ancbyyk
(Facebook) x0ép xoéynaa 3aCrviH ra3pblH TaHAANT YN axXunnaraar 30Xuuyymnx 6yn xyynb, XypMbir
LWMHIYMXUIAT ypUanbar Xo000Hb! TULLYYA oM. X3OMIAra3p 3A3p Hb HaallTal apra XaMxK33 MeH
GonoBY acyyanbIr YHAC3IP Hb WWNAIX apra ouw. TaHganT g33p cyypwuncaH brsHecuinH 3arsap epreH
Lap XypasHAa, M31331301 Uyrnyynax, 6onoBcpyynax axunnaraar A3MXKUXK, ypamilyyrcHaap Tepesec
TaHZANT XX BONOMXNIAT eprexyyx Garraas ron acyyaan opLivHo.

8 Tim Wu, author of ‘The Attention Merchants’, How Capitalism Betrayed Privacy, New York Times, 10 April 2019, https://www.
nytimes. com/2019/04 /10 /opinion/sunday /privacy-capitalism.html

" see for example, CNBC, US, UK sign first-ever deal to access data from tech companies like Facebook and Google, October
2019, https://www.cnbc.com/2019,/10/04 /us-uk-sign-agreement-to-access-data-from-tech-companies-like-facebook.html ;
Jennifer Lynch, EFF, Google's Sensorvault Can Tell Police Where You've Been, April 2018, https://www.eff.org/deeplinks/2019,/04/
googles-sensorvault-can-tellpolice-where-youve-been

120 Ewen MacAskill and Dominic Rushe, Snowden document reveals key role of companies in NSA data collection, Guardian (UK),
November 2013 https://www.theguardian.com/world /2013 /nov/01/nsa-data-collection-tech-firms

21 Barton Gellman and Ashkan Soltani, NSA infiltrates links to Yahoo, Google data centers worldwide, Snowden documents say,
The Washington Post, October 2013, https://www.washingtonpost.com/world /national-security /nsa-infiltrates-links-to-yahoo-
google-data-centersworldwide-snowden-documents-say /2013 /10 /30 /e51d661e-4166-11e3-8b74-d89d714ca4dd _story.html

22 Washington Post, Google challenges U.S. gag order, citing First Amendment, 18 June 2013

12 Reform Government Surveillance, RGS Principles, https://www.reformgovernmentsurveillance.com /principles/
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F'YYI) (GOOGLE) bOJIOH 3NCEYYK (FACEBOOK) J3X
XYHUN 3PX

OnOH YNCbIH XYHU 3PXUIAH X3M X3aMX33HMIA daryy Tyyrn (Google), @3ncbyyk (Facebook)-unH 6rsHec
3arBap XyBb XYHWI HyyuTam Oamx 3px, y331 004100 HYeneeTan UMBPXMNIIX 3PX 33P3T XYHUI 3pX34
Y3yymK Oy 6oamt 6onoH Oon3owryin yp Heneer Tortoox, apuirax €cton.* M3sy erergen Uyrinyynax,
LWMHXII3X, allWr OfIOXO[, alUMIMax 33p3r Hb 3AM33P KOMMaHWM OU3HEeCUIH ron uem Oereen XyBUIH
HyyLUTar BGanx 3pxs epreH Xyp3sHI HemneerX, yraacaa XyBUIH HyyLTan Oalrx 3pXTan 3epunnaner
TYN TYC KOMMaHWYL 60pCAMMHX Hb TaHAanTaf CyypuncaH BU3HeCUInH 3arsap XYHWUI SPXUAT XYHAITIIX
YYPIrTa HAMLIX OONOMXKTOWM ICIXMIAT 3PM3H Xapax Luaapafiaratan.

fyyrn (Google) 6onoH @ancbyyk (Facebook) He LdanxuitH Cynxa3Hui CaHaadunra (GNI)-a
HIrACIHIIPID XYBUIMH HyyuTam Oamx, y331 60400 HYeNeeTsn UNIPXMINDX IPXUAT XaMraanax ypT
XyrauaaHbl aMnanT ery, 30punT TaBbCaH toM.'? 384 GNI-UNH ynn axunnaraaHbl Lap Xyp33 Hb XyBUH
HyyuTan Gax 3px OOMOH Y3311 OOANI00 UNIPXMUIANIX 3PX YeneeHeec bycal dpXyyod4 Y3YyNiax HeneeHs
Xamaapparryv 6ereep 3acrviiH rasap KOMNaHWyLaac M3433/1301 LWaapAaxak X3pXaH Xapuy erex Tan
[193p TONYNIOH aHXaapraa xaHayynmar.

GNI-niH garyy Tyc XO€p KOMMaHW Hb XOEp XM TyTaMm eepCAnnH J0Toon cucTeM, BOANoro, XypaMaaa
XOHAJIOHTWIH YH3M3 XUANMX écTor bampar. XaMrinH cyyng 6yioy 2016 oHbl 7 caph XMArACIH
YH3/Ir33r33p TyC XOEP KOMMaHW X0Eyfaa ONOH YNCbIH XYHUM PXUNH XYYMb, X3M X3MXKI3H[, YHOSCIXK
rapcaH GNI-1nH 3apuMyyaTal HUMLRXK Oarraa rax rapcaH barHa.'™?

YH3AM3HWIM YW B, Hb HyyLIarAMan ydpaac dMHeCTU VIHTEPHILWHA yr AYrHIATUNAT Lwanrax
Bonomxryn 6arHa. B4 GNI-33C YHIAr3HWI XyP33HI KOMMAaHNYAbIH 0OTOO cucTeM, Boanoro,
LL0TOO[, >Xypam DOMOH KOMMaHWyAbIH 66PpCANNX Hb 36BLUSBPCOH TOAOPXOM TOXMONANYYA A33p
WANranT XMUraasr raK M3O3rAC3H oM. [3BY TOQOPXOM TOXMONAON A33P TOBNOPEH YHIMM33 XUMX
Danraa Hb KOMNaHWyd 604N0ro Xypmaa NPakTUKT yp AYHTIN Xaparkyyx Garraa acax, OU3HecuH
axkunnaraaHbl OYX1A 1 X3CTUIAH XYHUA 3pXUAH YP Heneer Lorloop Hb Wanraxryin Ganraar UATrax
Ganx 6onsowry. TyyHUMaH TyC yHanraarap Myyrn (Google), ®ancbyyk (Facebook) 33par komnaHuyg,
©0PCOMNMX Hb OM3HECUIH 3arBap XYHWUIA 3pX34, Y3YYy/XK Oy HeNeennmnr TOrmtooH, WUAABIPIIIX 30XMX
apra XaMx33 aB4 OyW 3COXMIT Wanrafgar Hb 3Pran333Tan. TUMMIIC TyC YHINMS Hb SHIXYY CITIYYI3p
xeHAex Oyn ron acyyaan 6onox TaHZantaH 433p cyypuncad Gu3Hec 3arsap Hb XYHWUA SpXUIAT
XYHIITIAX YYP3IrTIM HUMU3XK DONOX 3C3X Tanaap aB4 y333ry DarHa. '28

[33p oypacaHynaHd dMHecTn MHTepH3awHN He Fyyrn (Google), Mancbyyk (Facebook) xyHnin apxumiH
XSHaNT Wanrant sByynaxgaa T3aHUA BU3HEC 3arBap Hb XYHWUI 3pX3M, flanaHrysa XyBUIH HyyuTan
Danx 3pX34 XIPXIH CUCTEMTINIIIP OPreH XYPIaHL Heneemxk banraar aBy y343r 3COXMNM acyycaH oM.
Xapu Tyyrn (Google) komnaHn SMHeCTU VIHTEPHILWHATIM XMCIH yyn3anTaHaaa TaAHUN BU3HeCUH
YW aXkunnaraaHsl OYXWUI N XYP33HL XYHWUM IPXMIAH XSHANT LWanrant ssyynaar 60510X00 M343rAC3H.
Dancbyyk (Facebook)-uminH 3yrasc xapuy Oonrox A3rapaHry 3axmaan (XaBcpanTt X3Crasc y3Hd yy)
ABYYNCaH Y O33pX acyynTah TOLOPXOW XapWynT ereeryi oM.

24 Ranking Digital Rights conducts a detailed evaluation of leading internet, mobile, and telecommunications companies on their
disclosed commitments and policies affecting freedom of expression and privacy of internet users across the world. See 2019
Ranking Digital Rights Corporate Accountability Index, https://rankingdigitalrights.org/index2019. RDR is currently expanding
its methodology to address harms associated with companies’ targeted advertising policies and practices, and their use and
development of algorithmic decision-making systems.

125 See also Google's Artificial Intelligence (Al) principles https://ai.google/principles and human rights statement https://about.
google/ human-rights/

126 GNI, 2015/2016 Company Assessments, July 2016, https://globalnetworkinitiative.org/2015-2016-company-assessments/
27.GNI, Company Assessments, https://globalnetworkinitiative.org/company-assessments/

128 The process review questions for the current GNI assessment cycle asks what due diligence the company does to identify
potential risks to freedom of expression and privacy connected to specific products, markets, acquisitions or business relationships;
but not the company’s business model as a whole. See: GNI, 2018 /2019 Company Assessments, Appendix |: Process Review
Questions, https:// globalnetworkinitiative.org/wp-content/uploads/2019/03/GNI-2018-Appendix-|.pdf
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3. 8rerniiH
WINHXNAT33 BPIOH
XYP33H[: BYCAJ XYHUAI
IPXWiAH 3PCA3NYY]L

« Tandanm bon 3y233p 1 axuenax a80an, 3H3 HUli2mad AmMap
HB/188 y3yyac3H oM B3 23)K yy?.....06p y33n bodonmoi baiix
OpOH 3aileyt, 3c83n 68puiicee 88p baiidnaap un3pxXuinx
bonomxeyii yed oy bondoz 832 Wiim baiiean mand amap
canazdax baiiHa 837 JH3 601 Huliemuiie XAHax H32 X3anb3p.. H3e
X38 MaAg, y33A cypmand HUlyyynax 23c3H afxam..... YH3H
mapx. TaHGanm 23x ye Hb myc axunnazaaHsl myp3ameul
YaHapble XaHaanmmail un3pxulmx Yadaxeyi baina.»

-Xynua Aursnn 20182

Fyyrn (Google) 6onoH @ancbyyk (Facebook) 33par nnatdopmyyn Hb M3OINAUAH aHANUTUKUIH
L3BLUWNTIT TEXHONOTW A33p TyNryypragar. T3OHWA anropuT™ Hb “opraHuk” HUATN3N BOMOH 3ap
cypTanymiraa 33par xamaapantan M3O370yyaunr (KoMnaHuyabiH LyriyyncaH ereraivnH yHOCH
[139p XaMaapnbIr TOFTOOHO) X3P3rNaryas Xyprax 3opuynantran. Xunwssn6an, fyyrn (Google)-miH
xanntelH 6onoH ®3ncbyyk (Facebook)-nitH M3A33HUIA TOMMbIH aNrOPUTMYYA, Hb 3ap CypTanyuiraar
30pUNTOT BYN3MT XYPrax, XamnTbir yp AYHT3X BONroxX, eMHEXTIM OMPONLOO LUMHY M3LI3MMAT CaHan
0ONrox, X3P3rN3rYANIAr WMHD KOHTEHT YYCraX3, ypUamk, XaHAanTbir HIMIrAYYI3X 33p3r 30pUNroop
X3P3MM3MYAMIAH acap Mx M3A33M193C TacpanTryin cypanuax 6ampar. CUcTeMyyL X3p3rnarygmmH
M3[33/17133C AYTHINT raprax, Xxonbooc yyCrafsr onoH faBTarhax, HapunH anropuTMbIH NMPoLecchbir
awwrnagar.B°

2 Julia Angwin in conversation with Trevlor Paglen, The End of Trust, Issue 54, McSweeney's Quarterly Concern and the Electronic
Frontier Foundation, p. 55, https://www.eff.org/document/end-trust-0

30 “Optimization systems apply a logic of operational control that focuses on outcomes rather than the process... We call
optimization systems those systems that capture and manipulate user behaviour and environments under the logic of optimization.”
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DAr3p CUCTEMUIH aNropUTM Hb XYHWUI 3PX, TYYHUI JOTOP XYBUIAH HyyL, Y3311 BOAN00 MN3PXUIANIX
3pX Yenee, sAnNraBapnaH rafyypxantaac aHrug, 6anx 3px™, apx Tarw Ganpan 33parT HOLTON ceper
Hemnee y3yynax 4am yp HeneeTar 0onox Hb xapargax baviHa. 3aprM TOXMONAONA 3H3 Heneenesn Hb
KOMMaHWI TeXHOMOrooC LWyyA, YYA3NT3M 60N 3apnmM TOXMONAONA Oyca T334 XYHWUM 3pX3L XOXMPOn
yupyynaH awmrnax 6anHa. Mancbyyk (Facebook) GonoH Myyrn (Google)-wiiH yin axunnaraaHsl Lap
XYP33, UaxXMM OpYHbl HOEPXJIbIH YNIMaac 3Ar33p Ceper Hemee Hb acap epreH XypasHa sBarfax barHa.

YYHUI ynMaac TaHaanT, XxsaHanTag cyypuncaH Ov3Hec 3arsapyydblH XyBUMH HyyuTan 6amx 3pxag
Y3YYIK Oy XOp X&Heen Hb XYMYYCT 3prasf TOOLOOMWIyn Henee y3yyxk 6anHa. Xuws3 Hb, XyH
Dancbyyk (Facebook)nss “raanaracan” (like) ToBY fapcHaapaa eepuiiH COHMPXIbIH Tanaapx SHMMIAH
mapannunr @ancbyyk (Facebook)-T erger. MBY HIMT3H OONOBCPYYCaHbl Aapaa 34r33p M3ANAUNAT
Hb CypTanyuiraa, ync TepuiH yXyynrbiH M3O33MIYYAUAT XYPraxX, 3CB3N XYMYYCUAH aHXaapnblr TaTax,
MAaTNOPMbIF rapraxryin Gamx 33parT awmrnargax boaoMXKTou.

HYB-bIH XYHWI 3pXUIH [334, KOMUCCapbIH ra3ap erernen A33p CyypuicaH TEXHONOTUMH “XyMyyC
BONOH HUArAMA Y4PYYIK BONOX 3PCANMMT UIYY YHIM3X OOMOMXKIYIA” MK M3A3rLX33. "%

Rebekah Overdorf, Bogdan Kulynych, Ero Balsa, Carmela Troncoso, Seda Gbrses, POTs: Protective Optimization Technologies,
August 2018, https://arxiv.org/ abs/1806.02711.

31See various examples cited in Ranking Digital Rights, Human Rights Risk Scenarios: Targeted Advertising, February 2019, https://
rankingdigitalrights.org/wp-content/uploads/2019,/02 /Human-Rights-Risk-Scenarios-targeted-advertising.pdf; and Algorithms,
machine learning and automated decision-making, July 2019, https://rankingdigitalrights.org/wp-content/uploads/2019,/07/
Human-Rights-Risk- Scenarios_-algorithms-machine-learning-automated-decision-making.pdf

2 OHCHR, Right to privacy in the digital age, 3 August 2018, A/HRC/39/29, para 16.
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WAYY BPTOH XYP33HMIN XYBUMINH M3f13a3anan
BONOBCPYYNANT, XYBb XYHUI TOJOPXONNONT,
HAPWIBYNACAH M3I33N3N XYPTANT

J3BLUIMNTIT M3O33MIVMIH aHanNM3 Hb XsHanTag cyypuncaH 6usHec 3arsapbiH LueM bereen Mancbyyk
(Facebook), Tyyrn (Google)-uiH 30MMH 3aCTUIAH XY4UH YadsibiH ron YHASC 0oncoH. 2018 oHp
Dancbyyk (Facebook)-33c nnatdopMbiHX Hb LiaaHagax TexHonoru egept 200 vx Hasg Marafnanbir
©onoBCpyyNAar radk Maaarax33. AfropUTMbIH CUCTEM Hb Aapaax Xxoép bananaap GusHecUinH
3arBapbIr TaK3343r. H3rayraspT, 30puUNToT OYN3IT CypTanymiraa Xyprax, X0EpayraapT, X3parnardamniH
OPONLLOOr H3IM3MAYY3X34 aluMrnargaar. S4r3p 30pUAryyablH anb afib Hb XYHUM 3PXMIH CaHaa
30BHUXYWL, acyyaanm ceper Hemnee y3yyax barHa.*

XypuMmTayyncaH m3a3313n He O3ancbyyk (Facebook) Gonox Myyrn (Google)-uinr xyHmin Ganpms, xyH
aM 3yM, COHMUPXOS, 3aH Banmaan 33parT XyBb XYHUN HAPUAH OHLJIONT TYNryypnaH HapuiH YUrn3CaH

3ap cypTanuuaraar xyprax 60noMXMIAr ONroOAor. SXHWM OYN3IT AypAcaHYnaH, KOMNaHWYAbIH HapUH
anropuTMbIH 3arsapyys Hb O33pX XYBb XYHWUA M3LA33MNYYAUNT YPbAYUNaH TaaMmarnax, bonoscpyynaar.
Fyyrn (Google) 6onoH @ancbyyk (Facebook)-miH cypTanunarinag HapuiiH Taamarnan 6onoH 30punToT
OYNrMAr TOOOPXOMIOX YaABap Hb TIOHUA CypTanyMaraaHbl OPSIorbIH YHAIC IOM.

Acap OfIOH TOOHbI KOMMaHWya, GoMoH Bycaa OPONLOrYNA SHIXYY 30PUATOT CypTanyMnraaHbl OPOH 3anr
oypayynoar. ey, Myyrn (Google) 6onoH Mancbyyk (Facebook)-mnH M3a33nnuiH caH, NnaThopMbIH
XYPTI3MX, M3AMINIAH ypCrasbiH XSHANT, XaMrMAH O3BLWWATIT apradnan, Taamarnan bonoscpyynax
X3P3MM5X Ya[Bap 33P3r Hb XAPUILAH LYTLS3TAM aXUanax, TSOHUAT OMXKUTaN 3ap CypTanyuiraaHb
3ax 333517 Byp3H HOEPXON TOMTOOXOA, TYCNaxa3.

Dancbyyk (Facebook) GonoH Myyrn (Google) M3A33ANMAH AyH LWUXHXWNM3M 3ap CypTanyunraaqs
aluMrnaxblH 33P3rL33 X3p3rNard OypT TOXMPCOH YNYMAr33r caHan Oonrox, YAMHUAr3HNNX
“XaHOanNTbIr HIM3rAYY3X33P" anropuTMyyabIr alumrnagar. SH3 Hb X3p3riarygmnr nnathopMaoo

anb 6onox ynaaH bannrax 30punrotorn.” ToBYXOHA0O NNATMOPMYYA Hb X3PIrN3rYUAr OOHTYyNaar
Oavixaap 6yT33rACaH.”® DH3 Hb KOMMaHWA DM3HECUIH 3areap, OpfOroTon HArT xonbdooTton Gereef
MNaTOPMbIT OSIOH Liar awuriax TycamM OfIoH CypTanymiraa lwaxax, Uiyy OfloH XyMyYC 3apbIr Xxapax,
ynMaap ynam 1ux M3133135 Uyrnyynax 60noMXKTOM MCH yr. VAHXYY XYMYYCUIAH M3L33513514 HIBTP3IX
OONOMXMIT XaHra, nnathopMbiH faBaMrai 6ananbIr xaarancHaap TaHAanTag cyypuncaH OnusHecuinH
3areapbir ynam 63xxxyymnx tarHa.

NTr3an YH3ImMLLA, Y331 bOJ0N]] HBeNeenex Hb

Xoépayraap X3C3rT AypAcaHynaH XyBUMH HyyuTan Garx apx Hb One faacaH Gangan Gyioy
XOHOOHMMIMH aXUINanT, 30XMCrYM HeNeeNenrymrisp eepumnree ToOOPXOVIOX, UI3PXMNISX YagaMKTam
canuiryn xonbooTon oM.

[3BY anropuTML, CyypuacaH 30punToT 3ap cypTanymnraa 6ofnoH XyBb XYHL TOXMPYYNCaH HAATNAN,
M343nuH ynMaac Tyyrn (Google), @ancbyyk (Facebook)-uiH nnatdopmMyyn Hb XYMyYCUAH LaxUM
OPYHbI X3P3rn33 BONOH XapX Oyn M3A33MANAN TOLOPXOMNOX0A, acap UX YYPrMnr rynusTraXx GanHa.
DH3 Hb OMAHWI Y331 OOANBIN @8PUMTK, Heneenx bonox Oa uLaalunaan bue gaacaH COHrONT XUNX
YaaBapT Heneenex 3pca3nTan. TYYHYM3H, anropuUTMyya Hb TYXalH XYHWUIM ©BePMeL, OHLLION, XYBUMH
WMHX YaHapT TyNryypnaH T30HWUAT TOLOPXOW VP AYHA XYPraX, YAMMYYN3X XaMMMAH OHOBYTOM apra
3aMbIlr TOLOPXOMIOX 30pMUNroop ByT33racaH. Mnmaac TexHo-coumonorny 3eHen TydelKy 34r33p

33 Facebook, Announcing PyTorch 1.0 for both research and production, May 2018, https://engineering.fb.com/ai-research/
announcingpytorch-1-0-for-both-research-and-production

34 Ranking Digital Rights, Human Rights Risk Scenarios: Targeted Advertising, February 2019; and Algorithms, machine learning and
automated decision-making, July 2019

3 Facebook denies that its News Feed algorithm is designed to maximise engagement, and that “the actual goal is to connect
people with the content that is most interesting and relevant to them.” See Facebook response, in annex below

136 ABC News, Book excerpt: Jaron Lanier's 'Ten Arguments for Deleting Your Social Media Accounts Right Now', June 2018,
https:// abcnews.go.com/Technology /book-excerpt-jaron-laniers-ten-arguments-deleting-social /story?id=56009512.
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nnatopMyyabir ONOH TIPOYM XYMYYCUIAT YAMPAAXK, HONeerX Yapax “aTranrbiH apXuTekTyp” rax
TopopxouncoH anpar.” TyyHunaH Tyyrn (Google)-uinH cypTanymnraaHbl ctpaterny 6amcaH XXemmc
YUnbAMC YYHUAM “ATranrbiH YANABIP” MK HIPM3H, SHIXYY “aHxaapan TaTax OofoH TyYHUAT alumMriax
yrn 98U" Hb BUAHWIAT YeneeTsn C3TraH 6ofoxon caaf BoMXK, aHXaapsbir CapHUyNaH, 30pUIroo
Buenyynax YaBapbIr xs3raapnagar raxaa.

DH3 Hb KOMMaHWYA, CUCTEMUIH anropUTMbIT aLLMITIAaH YeNeeTsn CTMX, LWallMH LWYTX, Y3351 004100
NIBPXMIANIX 3PX HOee 33P3r XYHUA SPXYYO3A LYy cepreep Heneenex eHaep 3PCAINTIM MPCIH VI oM. 8
Llaawmn6an, 6ycaa 3Tra3n, ToOHWA 3areapT HIBTIPY, alMMIaH XYHUN PXUIAT 3ep4Umxen XYPraX 3pCAdNTIN.

OnOH YNCbIH XYHUA 3PXUIAH 3PX 3y Hb Y4ONeeTanrssp 0OJ0X CITMX, LUALLWH LWYTIX 3C LLUYTIX, UTMN
YHIMLUNNTAM Barx 3px Yeneer sMapBaa HarsH GananbIr xs3raapnaxbir OrT 3eBLIeepAertyi. DArasp 3px
4enee Hb XeHAeHMMNH OPOSILLOOHOOC aHIMAAAP, HEXLBNTYMI3p XaMraanargax ecton. XyHum spxmiH
KOMWCapbIH ra3paac y33n 6047100 YeneeTan UN3PXUIANIX SPXMIAH XYPISHL XYBb XYH WUTMA YHIMLUMA,
y3an Gopon, xapwy ynnasn, 6anp cyypra ToLOPXOMIOX SBLAL SMap H3MH 30XMUcryn anbagnara Gamx
ECry X OyrHk3'0. Y331 60An00 UNapXMIIEX 3pX Yemneer A3MXKMX, XaMmraanax acyyaan xapuyLcaH
HYB-bIH Tycram Untrary “TexHonorn 6051oH M3A33MIMIAH XYPUMTAaN Hb Y3371 OOASI00 UIT3PXMUIANAX
3PXTAN 38pUmnaex 6oNox XeHONeHrMNH 0ponLoo, anbafnariH Tanaapx WWH3 acyyanyyasir 6um
Oonrox GanHa"*' xam33caH Gereep “KomnaHunya saax mM3433n30 60n10BCpyynaxnaa sMap LWanryypbir
DapUMTanX, X3PX3H TYYHUIA33 XerKkyymk banraa, xonborfox XMIMM3 OlOYH yXaaHbl CUCTEMUIAT OYTI3H,
XOrKYY3X fABLLAAA HUMMM, COEN DOMOH YNC TOPUMH XaHANarbir TOogopXonnaor 60410ro, SBUbIH Tanaapx
M3I33MIINIAT X3P3MMaryad, A3MraX ECTON "2 3 LLOXOH TAIMISMSCAH 6anHa. MeH EBponbiH 3eBnenuiiH
Canp HapblH XOpoo” anropuUTMI CyypuicaH HapunH SBUTalM, Oang yxamcapT Hemneenexyml, sTraH
YHIMLLVYIIDX YaABap Hb XyBb XYHWA CITMXYWH Ove naacaH Ganman, y3an 6omonton HGanx apx, bue
[3acaH LWNNABIP raprax 3pX34 HOLTOM Henee y3yymxK O0N30Wryn” XaMa3H aHxaapyyixk3.

XYMYYCT HIRKNAH TYBLUMHZ XYPY, TSAHWI y331 60[0N, UTMM YHIMWWIL Heneenexem 3Arsp
NNaThopMyyabIr X3PX3H alUMrnax BoNoxXbir XapyyncaH ofioH xuLas bun. Oancdyyk (Facebook) GonoH
Fyyrn (Google)-nirH TaHOanTaf cyypuncaH BU3HecKinH 3areapbiH TycnamKTamraap UAMIPXYY Yin
axunnaraar seByynax 60nomxXxTon 0033, ABTOMAT TOOLLOOMbIH CUCTEM Hb MHcTarpam (Instagram)

bIH HUMTI3M33C C3TM3 MyTPanbiH LWWHX TIMATMAT XYH33C UMYy HalMOBapTan O TOTOOX YafBapTam
DoncHbIr cyaanraaraap Tormrooxss. * ®sncbyyk (Facebook) MeH ecBep HacHbI XyyxayyaunH “Hangsapaa
anacaH”, “yH> U3H3MyM caHarAcaH” 3CBaN “eepTee UTMX UTMAUAT HIMIMOYYSX LWaapanaratan”™ yennr
TaHbXX Yafaxaa 3ap CypTanyuiIraa HUMTIArYA3M M3A3rAX GarHa. YyHui xapuya @ancbyyk (Facebook)
XYMYYCUIAH C3TM3 CcaHaaHbl Ganfang YHASCN3H 30punToT BYNarT YWUraCaH cypTanyunraa ssyyngarrymn
MK M3O3MACIH. [3BY Y 3H3 Hb 34M33p NNatchopMblH OONOBCPYYNanNTbIr Yagamx, Laallunaan XyHUmr
XaMIUIAH C3TMN XeAJIeNTan, 3M33r yea'*® Hb OHWITK, Xandax Oangnaap nnatdopmbir Oypyyraap almrnax
BoNOMXTONI Xapyymk OanHa.

37 Zeynep Tufekci, We're building a dystopia just to make people click on ads, TEDGlobal, September 2017, https://www.ted.com/
talks/ zeynep_tufekci_we_re_building_a_dystopia_just_to_make_people_click_on_ads/transcript?language=en

8 Rights guaranteed by UDHR Articles 18, 19; ICCPR Articles 18, 19.

39 See Human Rights Council, ‘General Comment No.22: The right to freedom of thought, conscience and religion (Art. 18), 30
July 1993, CCPR/C/21/Rev/1/Add/4, para.3; and Human Rights Committee, ‘General Comment No.34, Article 19: Freedoms of
opinion and expression’, CCPR/C/GC/43, 12 September 2011, para.3.

140 Yong Joo-Kang v. Republic of Korea, HR Committee communication No. 878 /1999, 16 July 2003 (CCPR/C/78/D/878/1999).

! David Kaye, Special Rapporteur on the Promotion and protection of the right to freedom of opinion and expression report to
the UN General Assembly, 29 August 2018, A/73/348, para.24. (David Kaye, 2018)

1“2 David Kaye, 2018, para.26. As noted above, Facebook has taken some steps in this direction, including introducing tools that
give users "more information about and control over what they see on Facebook.” See Facebook response in the annex below.

%3 Council of Europe’s Committee of Ministers, Declaration on the Manipulative Capabilities of Algorithmic Processes, February
2019, https://search.coe.int/cm/pages/result_details.aspx?Objectld=090000168092dd4b

44 Johannes C. Eichstaedt, Robert J. Smith, Raina M. Merchant, Lyle H. Ungar, Patrick Crutchley, Daniel Preotiuc-Pietro, David A.
Asch, and H. Andrew Schwartz, Facebook language predicts depression in medical records, October 2018, https://www.pnas.org/
content/115/44/11203.

%5 The Australian, Facebook targets ‘insecure’ kids, May 2017, https://www.theaustralian.com.au/business/media/facebook-
targets- insecure-young-people-to-sell-ads/news-story /a89949ad016eee7d7a61c3c30c909fa6.

146 Facebook, Comments on Research and Ad Targeting, April 2017, https://newsroom.fb.com/news/h/comments-on-research-
and-ad- targeting/
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YYHT3 UXUI ©8p HIMH XK1 6on Myyrn (Google)-unH gaxuH ymrnyynax usc (Redirect Method)
Oytoy Ta3oHUIA ofgoo yyrn (Google) 3ap rax Hapnagar (AdWords) nnathopMbir awmrnaH VicnameiH
TEPPOPU3MBIT AIMXKXUIYANIT PagmKan y3133C TaTransyynax 1ecen oM. HarsH ToMMY MXna Laxmm
H33MTTAN X3P3rCIIMAT aMXKXUNTTaW allMrNad aMma Xopox XYCINTIM XyMyYCT TyCnaMXuiH ayyanara
XUUX3, ypranX 4aaxka3.® DH3 Hb KOMMaHWy[ 3CB3N Oycan 3Trd4 MM “HUATMUIAH UHXEHepUnan”-
VAT alnrnaHd XyMyycuiiH caHan 6o4on, UTran YHIMWMIL aMapxaH Heneemk 00NoxXbIr xapyynx
OanHa. Xaanmnrasp CyyNUNH Yern O33PXT3M afun 3epar 30puaroop alumriax, Heneemx bavraa 4 3arasp
X3P3arc MMM Mall aMapxaH bypyyraap awuriax, epreH uap Xyp33Tar TOXMONAonL, duaHnia a3pxag,
Xangax alyntau.

OPTOH XYP33HWIN JANQ TAPXIA YTAANT

XyBUIMH HyyuTtar 6anx 3px Hb “y3351 OOLN00 UN3PXMIANDX 3PpX Yeneer xaHraxblH yHAIC"® Gereeq
ryyrn (Google) 6onoH @ancbyyk (Facebook) xymyycumH “xyBuiiH opoH 3ain”-f xangax 6yn ssnan
Hb 4eneeTanrmp caHan OoANoo CONMMLIOX, Y331 0OA0NTOM BalX SPX3A TIP XIMXKIIM3P Lyyn OonoH
wyyn 6ycaap Heneenx OalHa.

Y3371 GOAJI00 UNMIPXUIAMBX IPX Heee Hb XYMYYCUIT M3L33M31 Xax, XYN33H aBax OOMOH “XaMTbiH
Y331 60100 UMIPXMIANIX" BONOMXKUIAT ONIrOAOT HUMTUIH 3pX."° CUCTEMUIH anropuTMyya, Hb
6upsHL OGynrnirtH 6onoof XyBb XYHWUIA TYBLWUMHA Heneernx Gampar.”' ®3ncbyyk (Facebook) GonoH
Fyyrn (Google)-minH M3aAMH NNaThopMyYAbIH X3IMXKI3HT, Heneenex, ATrax axunnaraa seyyncaH
TOXWMONAONA TYXalH KOMMaHW Hb TOMOOXOH OYN3r 3CB3M XYH aMblH UX33X3H X3CTWMIH y33n 6opong
Heneemx Yafax bereeq yyHUIr Oycan 3Tra3g awmrnax Gonomxron Gampar.

TaHpanT, xaHanTag cyypuncaH GusHecuinH 3arsapyys Hb 36BX6H XYBWUIH OPOH 3alr xsi3raapnaag
30MCOXTYM XYMYYC afirOpUTMbIH TyCllaMKTaraap raprax aBcaH gyrHant, npodann (profile) yycran
TYyCranncaH MHTEPHITUIMH OPYMHA Xapunuax BoICHOOP XYMYYCUIAT O1e DMEeH33C Hb XOHOUMPYYK
Tycraapnax 00x33."2 3H3 Hb T3AHUIT ByCabIH Xapaa XAHanT, yavpanara Aop Opox Xop ypwur 6uin
bonrox baiHa.

Dancbyyk (Facebook) GonoH Tyyrn (Google)-nitH HIMKUIAH TYBLUMHL, XYMYYC PYY M3A330MAr
YUFAYYISX Yadamxuir Bypyyraap awmrinax oyn xaMriH 1o Xnwss 0o ync TepuiH KamnaHuT
aXJIbIH XYP3I3HA, X3P3rNaX fBAaN oM. YYHUA XONOOOTON XaMrUiH anaapTtan xapar 6on Kembpuax
AHanUTUKarnH oyynvad (fapaax Xacrvir y3Ha yy) 6ams. CyptanyunraaHbl 30puaroop alumrnagar
ATrax apra X3p3arcavnr XyMyyCUNH yNC TEpUIAH y33n Oofong Heneemnx, yavphaaxak awurnax
DONOMXKTON.'> YNIC TOPUIH CypTanymiraar XaT HapuUMBYMaH HIMKUIAH TYBLUMHL, XWX Hb “ONOH ypranb
YIC TOPUIH Y3371 YN HAMLSX, COHIOMOJ epTOHLMIAT y33X y3nniir 6uin 6onrox 3aMaap” XymyycuimH
Y331 6OZN00 UMIPXMIANIX IPX Yeneer xs3raapnax 3pCasnTan.”>* AMapBaa xapaa xsHanTan, Wi Tof
Oarpan Banxry, XaHm, X3H33C MEeCCIX MMk Banraa Hb M3A3MAIXIYI yy4paac ync TOPUMH KaMnaHuT

47 The Redirect Method, https://redirectmethod.org/

48 patrick Berlinquette, | Used Google Ads for Social Engineering. It Worked. New York Times, July 2019 https://www.nytimes.
com/2019/07/07 /opinion/google-ads.html

149 Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, Frank La
Rue, 17 April 2013, A/HRC/23/40, para.24.

0 Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, Frank La
Rue, 20 April 2010, A/HRC/14/23, para. 29.

1 "A profile does not simply identify the characteristics of individual data subjects, rather they are constructed by contrast with
the other data subjects in the dataset.” Lilian Edwards and Michael Veale, Slave to the Algorithm? Why A ‘Right To An Explanation’
Is Probably Not The Remedy You Are Looking For, 16 Duke Law & Technology Review 18, 2017, p 35, https://ssrn.com/
abstract=2972855 (Edwards and Veale, 2017)

2 For example, a study by the Web Foundation into curation on Facebook’s central News Feed feature found that “The algorithm

places each user into a separate and individualised version of what should be an open public square for information.” See the Web
Foundation, The Invisible Curation of Content, 2018, p 5 http://webfoundation.org/docs/2018 /04 /WF_InvisibleCurationContent_

Screen_AW.pdf

3 Tactical Tech has researched and mapped out the tools and techniques of the political data industry. See Tactical Tech, Tools of
the Influence Industry https://ourdataourselves.tacticaltech.org/posts/influence-industry

4 David Kaye, 2018, para 18
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AXIbIT HAPUABYMAH HIMKUIAH TYBLUMHL XMIAX Hb 3Pran3aaTsn acyypan 0omk GanHa. VHMcH33p
KaMMaHWUT axJiaap ync TOpuUH “xapaHxyn” cypTanymiraa Xmunx 6OMOMXK ONroX, 36BX6H X3P3rnardng,
Hb Xaparfax, HapuH TOXMPYYNCaH MECCRKUIAT Lalax, TyXalH MeCCaRKHUIA apf sMap Oaunryynnara,
XyBb XyH Oariraa Tanaap M343351351 aBax bonomxryn Gereen eep bycag XyMyyC 4 gMap M3I3313/ aBY
Gaviraar m3a3x aprarym 6ongor.

KEMBPIDK AHANUTIIKATWIAH X3P3r

Kembpux AHanuTUKa Hb YIC TOPUMH M343311351 BonoBcpyyngdar dhvpm bancaH bereef xyH
aMblH 30PWTOT OYA3IT HEONEBNeXWUH TyNA 6BOPMSL, OHLION LWUHX OYXWIA L3Nr3PaHIyIM
npodannbIr yYCrax, TyxaH npodanngaa TyaryypnaH yac TepuinH cypTanymiraar XynssH
aBaryziag ToxXvpyynaH Xypragar (COTran3ymiH 30pUATOT YMFYYASNT MK HIPA343r apra)
Bamx33.%> KeMOp>x AHaNUTUKArMAH M3I33M1CH33P TyC KoMnaHug, 240 cas rapym
AMepuKYyyLbiH npodann Oyptrantan bancaH bereeq coHrory 6yptan xonbootor 4000-5000
M333/131 BaricaH ax33."®

2014 oHp KeMbpuixk AHanuTiKa Hb KeMOPUXUMH UX CYpryyivAH C3TI3N CyafianbiH npodeccop,
LokTop AnekcaHgap KoraHbl 6yT93¢aH “DH3 605 YnmHMiA Laxum ambapan” (thisisyourdigitallife)
X annanKenwHUA Tycnamxktanraap ®3ncoyyk (Facebook)-unintH GypayyncaH npodanbiH
M3O23MMAH CaHL HIBTP3X IPXUIAT 0K aBu33d. Pancbyyk (Facebook) xaparnarumng yr
ANMANKENLIHUWT TaTaX aBax4aa TyxavH annaap T34HUM XyBUWH MO aBaxbIr
3eBlueepger.'™ [loktop KoraHbl koMnaHu Hb ®3ncoyyk (Facebook)-nnH Magasnnuniar Lyrnyynax
3opunroop KeMopux AHanUTUKarMiH OXMH KOMMAHUTaM rp33 Banryynkaa. s

TyxanH yeunH Mancoyyk (Facebook)-mnH GoanorsiH faryy anm-yym 3eBXeH X3pariardyguiiH
M3[33/13514, XaHAax Oyc MeH T3Ar3p X3p3raryauMinH HUMMMUAH CYIIXK33HE, Oarraa XymMyycumnH
XYBUAH M3A3MMAr (kmLwa3 Hb Ta3aHun @ancbyyk (Facebook) Hansyyn) asax spxTam Gans.'™
Ynmaap KoraHbl annnvkenwHssp Kembpux AHanutrkatanm 270 MAHraH XyH M3433J1133
XyBaasLaxbir 3eBLIeepceH bonosy 87 cas rapyn ®ancdyyk (Facebook) mpocaribiH M34335130
uyrnacaH 6onoxbir ®ancbyyk (Facebook)-33c cyyng GaTancaH om.s°

“Tyapavan” (Guardian) catryynasc 2015 oHbl cyyn3sp KeMbpux AHaNWUTKa X3P3rnardaminH
Dancbyyk (Facebook) max xyBumH Mama3namnr AHY-biH EpEHXMIANErYNMAH COHIyyba H3P
L3BlMrY Ten Kpy3blH cypTanyunraaHg 3opuynaH 3ym bycaap alimrnacaH Tanaap M3433513C3H.
YyHUn xapuyd Hb ®3ancbyyk (Facebook) KoraH 6omoH KeMOpuXuniiH AHanutukar TaAr3sp
M3O23IMIAT YCTraxbIr WaapAcaH oM.'%2 KeMbpuk AHanutika Wwaapanarbir buenyynaxas
amsiacaH OoMoBY YH3H X3P3rTa3 TyXalH M3L33M133C raprax aBCaH LYrHAMT M3433J137,
3arBapunanbir xaaramx ynmxs3.'3

5 Sue Halpern, Cambridge Analytica and the Perils of Psychographics, The New Yorker, https://www.newyorker.com/news/news-
desk/ cambridge-analytica-and-the-perils-of-psychographics

%6 BBC News, Cambridge Analytica parent firm SCL Elections fined over data refusal, January 2019

7 Facebook, Suspending Cambridge Analytica and SCL Group From Facebook, March 2018 https://newsroom.fb.com/
news /2018 /03 /suspending-cambridge-analytica/

8 Carole Cadwalladr and Emma Graham-Harrison, Revealed: 50 million Facebook profiles harvested for Cambridge Analytica in
major data breach, Guardian (UK), 17 March 2018, https://www.theguardian.com/news /2018 /mar /17 /cambridge-analytica-
facebook-influence-us- election

9 UK House of Commons Digital, Culture, Media and Sport Committee, Interim Report into Disinformation and ‘fake news’, July
2018, para 120

%0 Facebook, An Update on Our Plans to Restrict Data Access on Facebook, 4 April 2018, https://newsroom.fb.com/
news/2018,/04/ restricting-data-access/

' Harry Davies, Ted Cruz using firm that harvested data on millions of unwitting Facebook users, Guardian (UK), 11 December
2015, https://www.theguardian.com/us-news/2015/dec/11/senator-ted-cruz-president-campaign-facebook-user-data

12 Facebook, Hard Questions: Update on Cambridge Analytica, 21 March 2018, https://newsroom.fb.com/news/2018 /03 /hard-
questions- cambridge-analytica

183 Paul Lewis, David Pegg and Alex Hern, Cambridge Analytica kept Facebook data models through US election, Guardian (UK),
May 2018, https://www.theguardian.com/uk-news/2018 /may/06/cambridge-analytica-kept-facebook-data-models-through-us-
election
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2016 oHg HoHanba Tpamn AHY-biH EPEHXUMNEYNNH COHMYYIUH KaMMaHUT axuigaa
Kembpux AHanuTKa KOMMAHWIAT X8CNeH, A33pX CITM3M3YIMH Npodalis raprax aBax aprbir
alMIrnaH, 30pUITOT CaHa erex HaCHbl MPrIAMUT TOLOPXOWITK, T3A3HA YAMMICIH AMXKMTaN 3ap
cypTanuunraar asyyncaH oM. 2018 oHbl 4 ayrssp capa Axurnary (Observer) 6onon Hbio Mopk
Tamc (New York Times) coHuHyyn Kembpux AHanutmk @ancbyyk (Facebook)-unH ereronuir
awmrnax dym Tyxam HUATINCHWUIA fapaa n Pancbyyk (Facebook) map3anan anparacaH 87 cas
X3P3rN3r4Tan X0N0oraAcoH oM.

SH3 oyynuaHTtan xonborayynaH ®3mcoyyk (Facebook) rypsaH ron acyyman xeHgernex
6avHa. HarmyraspT, TyxanH yen Mancoyyk (Facebook)-minH MagaannninH HyyunansliH 6oanoro
TyH cyn GancaH Hb KoraHg ®ancbyyk (Facebook) annnmMKenwHa HIBTIPCIH X3P3rnarimg,
TOAUIATYA TIOHUA BYXUA NI HUATMUAH CYIK33HMIA M3OMIMAT OMK aBax OONOMXKMIAT
onrox3. YyHuii fapaa Mancbyyk (Facebook) T3aHWUIA XaparnarymimH caHf, HIBTPIX 3PXTaN
OJIOH apBaH MPOrpaM XerKyyn3rYnnH MsHra MsHraH anraMKenLLHUIAT TYAr3A3YYmK, yamaap
2014 oHA NPOrpamM XerKyYm3aryumH HIBTP3IX IPXMIT Xa3raapfiacaH 6arHa.'®® DH3 aBanaac
xomw @ancbyyk (Facebook) annavkenLwHyyabIH X3pP3rN3ryaminH M3A33UAT aBax 3PX34,
Xsi3raapnant XMNCaH oM. Xoépayraapt, ®ancdyyk (Facebook)-uiH xagmnrasp Kemopumx
AHanuTUKar ererayyaunr yCTraxbir WaapacaH O0MoBY YHIX33p yCTracaH 3C3XUAT LWasrax
sIMap 4 DONIOMXKIyI Oereef 3H3 Hb TyxaliH 30PUNTLIF DOANUTOOP XIPIMKYYIIX XUHHIIH X3LLYY
BonoxbIr xapyynx 6anHa. l'ypasayraapt, ®3ncbyyk (Facebook) 2015 oHbl apBaHxoEpayraap
capaac XOoMLW A33pX acyyAsblH Tanaap M3A3X OancaH 4 M3433M130 Hb anfarfAcaH X3p3ariaryasg
aHxaapyynaarym, 3eBXeH X3BM3J1 M3A33MIMUIAH X3P3rcilyya CypBamkMara XMmx, onoH HUNTL,
LaLaH TOMOOXOH Oyy/nuaH YYCCIHUM [apaa N apra X3aMX33 aB4Y 3X3/1C3H (OM.

KembBpuix AHanuTuKarvimH oyynuaHsl fapaa yyrn (Google) 6onon ®3ncbyyk (Facebook) xoéynaa
yNc TOpUnH xonborhonTon 3ap cypTanyuiraaHbl Tanaapx 604noroo YaHraTrax,'™ xaH Tenbep Tenx,
3ap cypranymnraa HUATAYYXK Ganraa, “3ap cypTanyuiraanbl CaHryya”-aap ync TepuinH cypranyunraar
nn 1oL, Bonrox 3xancaH. B4 MNparBack VHTepHaWwHN OnoH YnckiH banryynnara M'yyrn (Google)
6onoH ®3ncbyyk (Facebook)-uinH aBy Byt apra XaMXK33HyYA Hb XaHTanTryin, yac opHyyaasd XapuiuaH
AANNTYIA X3P3MKMXK, YIMaap MX3HX X3parnardug “Tyc nnatMopMyy[h faxb 3ap CypTanyuiraa X3pxsH
aXxunnagar Tanaap oMNronTry Gamaar” Bonoxbir TOrrooxss.®® Mosunnaruid (Mozilla) cyanaaygbiH
eep H3MH cypanraaraap Mancoyyk (Facebook)-nintH ToxmprooHyyn xaHrantryn 6ariraa Hb TOrTOOrACOH
}0M.169

YHOC3HA33, 3ap CypTanymiraaHbl 30pUAro0p X3P3rN3ryauir OHUNOX, NPOMans yycrax GUsHeCuiiH
3areap x3B33p Gaiiraa yen rypasmard 31rasf, Top OyHAaa YIC TOPUINH KaMMaHUT axung awuriyyncaap
Danx 6onHo.

184 Matthew Rosenberg, Nicholas Confessore and Carole Cadwalladr, 2016 the Donald Trump Presidential campaign hired
Cambridge Analytica, New York Times, 17 March 2018; Carole Cadwalladr and Emma Graham-Harrison, Revealed: 50 million
Facebook profiles harvested for Cambridge Analytica in major data breach, Guardian (UK), 17 March 2018; CNBC, Facebook now
lets you know if your data was shared with Cambridge Analytica, 9 April 2018

15 Facebook, An Update on Our App Developer Investigation, 20 September 2019, https://newsroom.fb.com/news/2019/09/
an-update- on-our-app-developer-investigation/. According to Facebook’s response letter to Amnesty, included at the end of this
report: “Suspension is not necessarily an indication that these apps were posing a threat to people.”

1% Facebook, APl Updates and Important Changes, 25 April 2019, https://developers.facebook.com/blog/post/2019/04 /25 /api-
updates/

%7 Google, Introducing a new transparency report for political ads, 15 August 2018, https://www.blog.google/technology/ads/
introducing- new-transparency-report-political-ads/; Facebook, A Better Way to Learn About Ads on Facebook, 28 March 2019,
https://newsroom. fb.com/news/2019/03/a-better-way-to-learn-about-ads/

18 Privacy International, Social media companies have failed to provide adequate advertising transparency to users globally, 3
October 2019, https://privacyinternational.org/long-read /3244 /social-media-companies-have-failed-provide-adequate-advertising-
transparency-users

189 Mozilla, Facebook’s Ad Archive API is Inadequate, 29 April 2019, https://blog.mozilla.org/blog/2019/04 /29 /facebooks-ad-
archive-api- is-inadequate/
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XAHQANTBIT HIMIrAYYN3X Hb

KomnaHwyp y331 D0AN00 NA3PXMANSX 3pX Yeneer XyHOSTrX yyparTan 0ereen yyHA Hb Bycabir ryTaaH
LLOPOMXKMIICOH Y3311 Domnyya 4 xamaapHa.” Tyxann6an VpraHnn GonoH yic TOPUMH 3pXUIAH TyXain
OfIOH YNCbIH MaKT Hb 36BXOH “X3T YHACIPX3T Yy33/1, apbC OHre, WallHaap snraBapfaH ragyypxax y3nmmr
yXyynax, XYSMpXUANIMAT eerwwyyixX, Y33H s0anTeir Onn 6onrox anveaa cypranduiraar”’ Xopurioxsir
Waapaaar. ©ep ofloH TOPANNH Y331 CaHaaHbl MMAPXUANAUAH X3N03pyyannr, Top 4 BanTyram HarH3
LLOYPOOX 3CB3M AYPryM XYPrax 30pUAroTon UN3IPXUMAN Xyynmap xs3raapnargnarryin 6amx 6onox om.

[3BY OA0COMMNH aNropUTM Hb LAXMM M3AMUIAT LUKMK X3P3rA3rdass, Xyprax, colvan Meamna
almrnaxsir gamxasr tyn Fyyrn (Google) 6onon ®3ancbyyk (Facebook) xyumpxminnan, snrasapnaH
raflyypxanbir MA3BXT3M CypTanufax 3CB3N HIMIMAYYN3X 3pCA3NTIA. DAr3sp NnathopM Hb anroput™
L139p CYYPUIK, X3P3rN3rYAMAH aHXaapbir XaMrMIAH CaliH TaTaxynL, KOHTEHTBIT TOLOPXOWIOH CaHas
bonrox, cypranyunpar.” Xymyyc ceHcaumTaln 3CB3N ©f466H xaTracaH M3A33MNyyaAvIr y33x Maragnan
nnyy eHgep Ganaar ydpaac 3arasp nnathopMyyabiH “caHan 6oarox Xacar” Hb 3apuUM XYMyYCUIH “xap
aHran” ras H3PM3A3T XOPTOM M3OINNYYOAUNH X3NX33HM, XMBYYIIXX opxmaor.”?

Fyyrn (Google)-miH TexHONOrMMH 3axmpan acaH Hukonb BOHF 3H3 acyyanbir XyfiasH 3eBLUeepH
"XYBWNH TOXMProo, XaHOanT... TaHbIr MaHan nnatdopMa bannrax Oyn 3ynncuiH Tanaap 6ua

Malll caH M3Aa3r BONCOH. DH3 OON TaHbIF XaMIMIAH KX LoYMpayynax 3ymn” XxaM33caH oM. “bug
36BLUOOPOrAeX 3YMNCUIH XOM X3MX33 Xaaryyp Hb 4 TOFTOOCOH, aryynra Tap wWyrama aexexen
XYMYYC epANNHXe8Cee UNYYTIN MX XaHAAArMI MaHay Cyfanraa xapyyncaH. Xaaum T34 fapaa Hb yr
KOHTEHT3HA, AYPryn mx OuasHg xanaar 4" xamasH Mapk Llykepbepr xancaH.

XapuH ®3ncbyyk (Facebook)-uitH 3yraac “bug xaparnarugmind O3ncbyyk (Facebook)-T onoH tom
Y33X34 Hb OyC XapuH T3HL eHrepeex YH3T LarT UnyyTan aHxaapgar. ®ancbyyk (Facebook)-uminH
anropuUTMyy[, yTra y4MpTan spua epHYYIaX WUHXTIA HUNTASNYYAUAT UAYYTIM Yyxandmungar” XaMasH
TannGapnax 6anHa."”

ByT33rosxyyH Hb caHaaTamraap goHtyyngar 6onoxbir Mancbyyk (Facebook)-ninH axunTHyya xypTan
XYN33H 3eBlueepaer. Xuwaanban, Oancbyyk (Facebook)-nitH aHxXHbI XxepeHre opyynardabiH H3r
bereen Mapk LlykepbepruninH 3eBnex Poxep MakH3Mu 3H3 OHbl 3X33p “BU3HECUIAH 3arBap Hb 3ap
cypTanyunraaHaac xamaapgar 0ereefl 3H3 Hb 3Prasf X3P3rNaryAuiH aHxaapsbir TaTax, UIyy OfoH 3ap
XapyymK Yafax 3C3X33C Xxamaapaar. XYMYYCUIH aHxaaprbir TaTax XaMruiH CanH apryyfibiH HIr 6on
TOOHUUT LoYMpayynax, yyp XWnsH, angac 33par C3TraN Xe4nenuunr Hb e4eex.” rx eryyncaH.s

Y3311 604100 UNIPXUNMIX IPX Yeneer A3MXKMX, xaMraanax acyyanaapx HYB-biH Tycram nntrary
“XWUMM3N OIOYH yXaaHT XalNTblH NPOrpaMMyyn, Hb M3L3MMIT TYra3X3 acap MX HeneeTtsn. KoHTeHT
Lyrayynardy O0OnoH M3A3MMUMH CaUTYYA Hb XyBb XYHL Y3YYN3X M3A33MANAT COHrOXA00 CYYANIH

yennH OonoH Yyxan yin seafyyaan Ovll xaprH epreH XypasHui ereraivinH 6ary 433p YHAICIIH
X3P3M3YANAH COHMPXOST, M3O33HUI TYYX3L YHOICIH TaaMariax XMnMas OloyH yxaaH byxui
nporpaMmmp, TynryypnaH M3a33nnuMnr coHrogor. nMa, XMmnmMan otoyH yXaaH Hb XYMYYCUVH y303r, T3p
OanTyram y33XmMmr xXycasr M3ANAUIAT Bypayynaxaa vyxan 60noBY UX3BYNAH Aang, Yypar ryuustraasr™

70 Human Rights Committee, ‘General Comment No.34, Article 19: Freedoms of opinion and expression’, CCPR/C/GC/43, 12
September 2011, para.1l.

7 For example, Alex Madrigal, The Atlantic, How YouTube’s Algorithm Really Works, November 2018 https://www.theatlantic.
com/ technology/archive/2018 /11/how-youtubes-algorithm-really-works /575212 /

172 Kevin Roose, The Making of a YouTube Radical, The New York Times, June 2019 https://www.nytimes.com/
interactive/2019/06,/08/ technology/youtube-radical.html

72 Recode Decode, Full Q&A: Former Google lawyer and deputy U.S. CTO Nicole Wong, September 2018 https://www.vox.
com/2018/9/12 /17848384 /nicole-wong-cto-lawyer-google-twitter-kara-swisher-decode-podcast-full-transcript

74 Mark Zuckerberg, A Blueprint for Content Governance and Enforcement, November 2018, https://www.facebook.com/notes/
mark- zuckerberg/a-blueprint-for-content-governance-and-enforcement/10156443129621634 /

75 Facebook letter to Amnesty International — see Annex. The company also points to its efforts to reduce the virality of hate
speech and other content moderation measures.

76 Roger McNamee, | Mentored Mark Zuckerberg. | Loved Facebook. But | Can't Stay Silent About What's Happening, Time, 17
January 2019, https://time.com/5505441/mark-zuckerberg-mentor-facebook-downfall/

77 David Kaye 2018, para 11
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X3M33H OHLL0/k33. Tycral UNTrardy MeH “XUMMan oloyH yXaaHa, CyypuUncaH CUCTEMUNH XyBbA, M3A33131
JaMXyynax fiBl, Hb M3I33MMMAH ONOH TanT Oanpaan, y33/1 caHaaraa 4efieeTan UN3PXUIANEX IPXTIN
3epUnnaLer TOLOPXOMIYN XYYMHL 3axuparoaar” raxss. 7

OnoH HUATUAH M3L33MINAH X3P3rCIMIAH CEHCALMXYYNanT Hb M3A33X LWMH3 y33raan by Gereen
36BXOH WHTEPH3TI3P XA3raapnargaxryr. M3x433 0N0H HUATUAH M3LIMNUNIAH X3PIrCNMH CaHan

0onrox L3C Hb “Myy yr MOLOH ynaaTtar” r3arasc xamaarym uiyy Heneenger. DH3 Hb niatdopmaoo
X3P3rN3ryannr yaaaH 6annraxsiH Tyna XymBaniaaHbl OHOMYYA, SMIMTIYYYAMNT Y33H A1ax, apbC
eHreep snraBapnaH ragyypxax y3nyyL 33par XaT TyWWUpCaH KOHTEHTUIT X3P3rNardass CUCTEMTINIIP
waxgar. Xunwanb3n, HIMH 3pA3M WUHXUAMIHWUI cyfanraaraap “VIHTEPHIT OpyMHA OypBarcammH
3Cpar xaHanara eHpep 6anx yen ®ancbyyk (Facebook) xaparnas eHpepTant Oyc HyTarT oypBarcannr
Y33H SICAH MMT X3P3r Aaraaf, HIM3rAC3H" BONOoXbIr TOrTooX33.7° YyHuin HaraH agun Tyyrn (Google)-
niaH HOyTyy6 (Youtube) nnatchopMblH L@aaHax anropuTMyyL Hb OfIOH SH3bIH XOPTOM yp JaraBapbir
aBumpaar 6ariHa (JoopPX X3CTUIAT YHLLNHA YY).

MnatopMyyLbiH anropuUTM Hb XOP HENeeT3 KOHTEHT3L, AaByy 3PX ONrOXbIH 33P3rL33 TOAOPXON
X3N03PUNH M3ANNNIT XOPUX 3aMaap snraBapnaH ragyypxanteir 6w 6onrox, y3an 6oanoo
4eneeTan UN3PXUANEX 3pxah xanagar. Xuwwssnoan, JITBTU Huarsmnaryyn fOytyy6 (Youtube)-nin
anropuT™ Hb aBTOMaTaap HacCHbl Xf3raapnant TaBMx 3CB3N AMMOHEeTaM3 byloy BMaeo ByTaaryammr
3ap cypTanymnraaHaac opnoro onox 6onomxryn 6onrox 33prasp JITBTW aryyncaH Buaeor 6Gn1oknox
3CB3N AapAar XaM3a3H LWYYMXKMMK33.80 XapuH tOyTyy6 (Youtube) maHam komnaHu “JITBT KOHTEHTbIT
aBTOMaTaap LOOW Hb XUAALASITYA" X3M3I3H A33PX M3OSTAJMAT YIYMCraH DanHa. '’

KEC CYJANTAA: IOYTYYE (YOUTUBE)-uitn PARUKATKYYNAX 3KOCWICTEM

DpasMTaH 3enHen Tydekkn'®?, IOyTyy6 (Youtube)-ninH nHxeHep acaH Mnom Yacnot's3,
Hblo Mopk Tanmc'® 6onoH Bycan cyanaadapiH cypanraaraap FOyTtyy6 (Youtube)-uinH caHan
Donrox anroputM Hb Xyypam4, efeeH xaTracaH KOHTeHT34 Aasyy Ganpan onrogor 6010XbIr
DapUMTXKYYIKI?.

OHoJbIH XyBbA, AapamMTiiacaH b6omoH y33H facaH yr spua Hb tOyTyy6 (Youtube)-uniaH
bopnoroTon 3epymnaeHs. MpakTUKT 3H3 LUyrambIr faBax LUaxcaH 3CB3 AaBCaH MaTepuan Hb
XYMYYCWUIH aHxaapnbir Tataar, tOytyy6 (Youtube)-a awmrran 6angar Tyn nnatopmMa XaB33p
yno343r 6anHa. 3ap cypranyuiaraaHbl y33MTUMH TOOrOOP MEHTe ONIAOT YYpaac XyMyyCUnr
nnatchopM A33p yaaaH barx, Uyy ofloH 3ap xapyynax Hb HOyTyy6 (Youtube)-g awwnrran.
KoMnaHnm eepuiHX Hb X3MCH33P X3P3rN3ryannH nnathopM A33P eHrepyyacaH HAUT Larnnd 70
XYBb Hb anroputMaap caHan OOArocoH LWMHD MaTepuan banpar axa3.'®

"Brerpen 6a HUMRM” cypanraaHbl TEBUAH cyanaady bekka JblocunH 2018 oHbl Har TannaHa OyTyyo
(Youtube)-minH caHan 6ofrox cucteM Hb XOP y4pyy/iX OONM30LWNYA, apbC eHreep AnrasapaH
raflyypxax Y33/ rapracaH Gu4isryyanMiiH XaHaanTbir 4 MeH opsioro of1ox H6oMoMXK onroaor

78 David Kaye 2018, para 30

7% Karsten Mbller and Carlo Schwarz, Fanning the Flames of Hate: Social Media and Hate Crime, University of Warwick, May 2018,
https://warwick.ac.uk/fac/soc/economics/research /centres /cage/manage/publications /373-2018 _schwarz.pdf; Amanda Taub
and Max Fisher, Facebook Fueled Anti-Refugee Attacks in Germany, New Research Suggests, New York Times, 21 August 2018

180 Julia Alexander, LGBTQ YouTubers are suing YouTube over alleged discrimination, The Verge, August 2019 https://www.
theverge. com/2019/8/14 /20805283 /Igbtq-youtuber-lawsuit-discrimination-alleged-video-recommendations-demonetization

1 lbid

182 Zeynep Tufekci, YouTube, The Great Radicalizer, The New York Times, March 2018 https://www.nytimes.com/2018,/03/10/
opinion/ sunday/youtube-politics-radical.html.

183 Chaslot's site, “Daily YouTube Recommendations,” seeks to track YouTube's recommendations for over a thousand channels.
See https://algotransparency.org/. See also How an ex-YouTube insider investigated its secret algorithm, Guardian (UK), https://
www. theguardian.com/technology /2018 /feb/02/youtube-algorithm-election-clinton-trump-guillaume-chaslot.

8¢ Max Fisher and Amanda Taub, How YouTube Radicalized Brazil, New York Times, 11 August 2019, https://www.nytimes.
com/2019/08/11/world /americas/youtube-brazil.html

85 Max Fisher and Amanda Taub, How YouTube Radicalized Brazil, New York Times, 11 August 2019
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Tanaap Tannbapnaxa3.'® Jlbioc 2018 oHbl “AnTepHaTtuB Heneenen: OyTyyo (Youtube)

[93PX pUakTopy BapyyHbl Y3MWIAT TYr33x Hb” X cyaanraaraapaa OyTyy6 (Youtube)-miH
AJITOPUTMbIF X3P3MN3H XyAan M3433M301, Y33H A4aNTbIH YT X3MN3r33C awnr ongor AHY-bIH X3T
BapyyHbl “influencers” Byioy LaxmMM CYMX33HL HEONeeneryauiiH CyXkasr xapyyncaH banHa.
Tap33p tOyTyy6 (Youtube)-nnH caHan bonrox anropntM GoMoH XaT GapyyHbl Y3371 HOyTYYO
(Youtube)-uiH xaparnaryanmH HIrACIH3pP “X3P3rNardna XaT TYWILWNMPCaH KOHTEHTOA, epTexes
nnyy xsanbap” 6onrox, pagmkanvaMbIr 6erwyyncaH Laxim OpYHbIF YYCrax Oynr xapyynxaa.'®?
tOyTyy0 (Youtube) Hb 3amyydyyablH XaMIMAH UX X3P3MM343F M3AIIMIUIAH 3X CypBamX y4paac
3H3 Hb XypLIaap TaBUrAax acyydan MeH XaM33H Tapa3p Orux33."8 “tOyTyy6 (Youtube) a3spx
HeneeneryamH acap TOM Cy/X33 Hb 3ayy y33r4fsf prakTopy GapyyHbl Y3UAT YXYYIX,
TIAHUAT paamKamxXyymK 6anHa” rax ayrH3caH banHa.'®?

MeH Tyc anroput™ Hb XyAaan M3A33131 60N0H Lyy Apuar Tyrssxaa Tycangar. VXunxsH xyaan
aryynratan eep eep BUOEOHYYLbIr aBTOMaTaap HartracHap tOyTyy6 (Youtube) Hb Har caHaar
WM3PXMIIIX OJIOH 3X CypBasX Gaviraa MaT Teepernen yycragar. boamt 6anpan gssp aHIXyY
caHaa HarmaM bampan Hb anroputMaap 6yTaaracsH bavpar: bpasvng sBarAcaH XyrBangaaHbl
KaMMaHWUT axJibiH ©al OONICOH 3M3MT3NYYYAUMH SpXUINH Tenee TaMuary debopa AUHU3MIAH
X3MICHI3P “X0NOONThIr Y33r4 GUA BONFOCOH IOM LLWF CaHarAax 00MoBY YHIHAYS XONOONThIF
cncTeM bumn Gonrodor”.'®® SH3 M3T HIM TanbiH OapyMTancaH XaHanara Hb OyX OIOH HUMTUIH
M3I3MIUMH X3P3rcang Tyraaman Ganaar.™

DH3XYY TalNaHrMAH 3apyuM acyynTtbiH xapuyg OyTyy6 (Youtube)-33¢ KOHTEHTBIF caHan Honrox
apra xanb3pT33 eepynenT opyynax 60NCOHOO 3apracaH Y (aHX ydaaraa 3apnax 6arraa 6uL)
©Heer XYpTaN 34r33p eepynent 3eBxeH AHY-4 LeeH TOOHbl BUAeO OMYN3IT xamaapy banHa.'®
tOyTyy6 (Youtube) LOPOMXKMACOH KOHTEHTOOC MEHI® OfIOXbIr 36BLUESPY banraa ABAsIbIC
OJIOH HUMT XY4T3W LUYYMXUCP GarHa.'® [3BY “acyypantart KOHTEHTYYLAAA apra XamxXK33
aBban bM3HeCT Heneenex y4paac Laapramk banHa" rax Oypyywaantsir FOyTyy6 (Youtube)-
WAH TYMLSTIOX 3axmMpan YryncracaH om."* toytyyo (Youtube)-niiH caHan Gonrox Toxmproor
TacpanTryn camxpyyncaap 0arraa xamasH yyrn (Google) Mamarmxa3.'

ANTABAPJAIAH TAQYYPXANT

Dancbyyk (Facebook) GonoH Myyrn (Google)-nitH GusHecuinH 3arBapblH YHAIC BONCOH 30pUNTOT
cypTan4unraa, XyBb XyHUI npodarn YYCraXmmH eep HarsH ToM 3pcaan 60 XyBUAH ax HIMKYYANNH
3axmanraap 3CBan NNatopMyyn 6epcaee X3C3r BYNAr XYMyYCT 30p1yNaH Tycra KOHTEHT Y3yyIx,
AnraBapraH ragyypxantbir @erLyyisX, UHICH33p XyH Oyp 3px Tarw 6arx 3apyMbir angaroyynax senan
toM." dnraBapnaH ragyypxanaac aHrug 6anx, XyynuiH eMHe 3px Tarw 6anx, sMap H3MH anraBapnaH

186 Rebecca Lewis, Alternative Influence: Broadcasting the Reactionary Right on YouTube, Data & Society, September 2018, https://
datasociety.net/output/alternative-influence/

7 Ibid, p 36.

88 The report cites a Pew Research Center study showing over 90% of adults 18-24 use YouTube: http://www.pewinternet.
org/2018/03/01/social-media-use-in-2018 /pi_2018-03-01_social-media_0-01/.

189 Rebecca Lewis, https://twitter.com/beccalew/status/1042054175201185792 1
1% Max Fisher and Amanda Taub, How YouTube Radicalized Brazil, New York Times, 11 August 2019

" Giovanni Luca Ciampaglia, Filippo Menczer, Biases Make People Vulnerable to Misinformation Spread by Social Media, The
Conversation, 21 June 2018 https://www.scientificamerican.com/article/biases-make-people-vulnerable-to-misinformation-spread-
by-social- media/

¥2YouTube, Continuing our work to improve recommendations on YouTube, 25 January 2019, https://youtube.googleblog.
com/2019/01/ continuing-our-work-to-improve.html

% YouTube, Taking a harder look at harassment, 5 June 2019 https://youtube.googleblog.com/2019/06 /taking-harder-look-at-
harassment.html

94 YouTube, Susan Wojcicki: Preserving openness through responsibility, August 2019, https://youtube-creators.googleblog.
com/2019/08/ preserving-openness-through-responsibility.html

> YouTube, The Four Rs of Responsibility, Part 1: Removing harmful content, 3 September 2019, https://youtube.googleblog.
com/2019/09/the-four-rs-of-responsibility-remove.html

1% Chris Gillard, Friction-Free Racism, Real Life magazine, 15 October 2018, https://reallifemag.com/friction-free-racism/
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ragyypxantrymrasp xyynmap xamraanarfacaH 0arx 33par Hb XYHUM 3pXUMIAT XxaMraanaxtan XxonoooTomn
YHOC3H Cyypb 3ap4um tom.'’

Mpodann YYCraxmmH TyaL XYMYYCUAT XYBUAH OHLION, UTMAA YH3IMLWA, 3aH TeNeB 33prasp Hb Anragar.
CypTanunard 6ONOH yNC TOPUIH HaMyyL, eHrepceH xyrauaaHg Pancbyyk (Facebook) 6onoH Myyrn
(Google)-uinH NnaThopMbIr awmrnaH 30pUnToT BYNryyA3L M3A33M131 XYpPraxas3 (Togopxom bynryyauiar
opyynax 3CB31 opyynaxryn 6amx Tyxal WWNABIP rapraxaaa) XyMyyCuUnH XyBUAH M3A3303/]
TYNAryypnagar — XuLsd Hb “18-aac Jooll HacHbI""®, “ofloH opHbI Coéna, TanTam”®?, “sx opHOOCoO
ypBax Y3314, COHMPXOnTon 2%, “Noszed Mebbenbcmmnr (Haumct yampaard acaH) coHvpxgor”!, “50%-
nac Jooryyp opnorotoin”?°?, “AoHTONTbIH TEBYYAUUT COHMPXOX Oarraa”®, “yp XeHAeNTUIT COHMPXOX
Banraa”?®* “LaraaH reHouma COHMPXOX Barraa” 2% 3cBan “HG3INrUMH Yir Bapumxkaa“?® 33par bartaHa.

WiZHxyy Toxvonaon Oyp Hb 3aaBan XyYHWUI 3PXUIAT 38pUCEH MC3H YI OuL oM. X3p3arnaryaminH
©6pCAVNH COHMPXONA, HUMLLYYN3H OyT3radXyyH CypTanymnax Hb anb H3r 3pX, 3PX Yeneer 3epymxryn.
M3BY XYMYYCUIH 3pX, Tap AyHOaa 34MIAH 3acar, HUAMM, COEMbIH 3PXTIN Wyyn XoNbooTon TOXMONAoNa,
Dancbyyk (Facebook) 6onon Myyrn (Google)-nintH cyptanynaar 30punToT By YArIyYIaxX asaan Hb
AnraBapnaH ragyypxax eHoep 3pcanuir bumn donrox Ganraa oM.

®ancbyyk (Facebook)-mitH 3ap cypTanymnraaHsbl 60ANOro Hb fnraBapiaH ragyypxaxbir afab 3pTH33C
XOPUTNIOCoop MPCaH.27 B4 @ancbyyk (Facebook) onoH xunumH Typw cypranynardgan (opoH cyyl,
axnblH Ganp, Oyp caHaa 30BOOCOH 3yin BON yNc TepuiiH 3ap CypTanymunraa) oOynryyaunr yHosc
yrcaa, Hac 33par XxamraanarfcaH aHrunnaap Hb COHroOX 3CB3M ANraxbir 3eBlUeepaer HOMOXbIN SP3H
cypBamkiax CaTryynyma Hotnoop 6anHa.?%® SHa oHbl 3x33p P3amcbyyk (Facebook) MpraHWi 3pxmiiH
Teneex OyNryyaTan WyyX33C ragyyp TOXMPONLOOHA, Xypy,2°® AHY -4 OpoH CyyL, axun 3pxnanT,
333/IMAH 3ap CypTanyMraa Xypraxasd XyMyyCUAr Hac, XYMC, 31N KO, 3CBJT XaMraanarficaH OHLUor
YyaHapTar XonbooToM 3CB3N XONOOOTOM M3T Xaparfax afvBaa COHVPXONA TyNryypnaH cyptandunraar
YUFNYYISXWIAT XaTyy Xs3raapnax 0omx33. [PBY 3Ar33p apra XaMX33 Hb 36BX6H AHY-bIH rasap HyTtar
3cBaN AHY-4 Gariraa XyMyycT YMrM3CaH CcypTanyunraaHs xaMmaapax bereef O3nxuiiH Oycag ync OpHbl
XYMYYC, 3A4r33p ANraBapfaH ragyypxang epTex 3pcasnTan x3B33p OanHa.

7 Human Rights Committee, General Comment No.18: Non-discrimination, 10 November 1989, para.l.

198 Facebook, About age-based targeting, https://www.facebook.com/help/103928676365132 (“The minimum age on Facebook is
13, so all ads will be targeted only to people who are at least 13 years of age.”)

199 ProPublica, Facebook Promises to Bar Advertisers from Targeting Ads by Race or Ethnicity. Again., July 2018 https://www.
propublica. org/article/facebook-promises-to-bar-advertisers-from-targeting-ads-by-race-or-ethnicity-again

200 Guardian (UK), Facebook labels Russian users as ‘interested in treason, July 2018, https://www.theguardian.com/
technology/2018/ jul/11/facebook-labels-russian-users-as-interested-in-treason

201 Los Angeles Times, Facebook decided which users are interested in Nazis - and let advertisers target them directly, February
2019, https://www.latimes.com /business /technology/la-fi-tn-facebook-nazi-metal-ads-20190221-story.html

22 Google, About demographic targeting, https://support.google.com/google-ads/answer/2580383

293 |n 2018, Facebook started to restrict addiction treatment centre advertising to certified organisations — but only in the USA. See
Facebook, Restricting Ads for Addiction Treatment Centers and Bail Bonds, 9 August 2018, https://www.facebook.com/business/
news/ restricting-ads-for-addiction-treatment-centers-and-bail-bonds

24 Google Advertising Policies, Healthcare and Medicines, https://support.google.com/adspolicy /answer /176031 (this category is
not available in a number of countries.)

2% The Intercept, “Facebook Allowed Advertisers to Target Users Interested in “White Genocide” - Even in Wake of Pittsburgh
Massacre,” available at https://theintercept.com/2018/11/02/facebook-ads-white-supremacy-pittsburgh-shooting/ . This category
has since been disabled.

2% The ability to target users by sexual orientation on Facebook was available up until February 2019. Buzzfeed, Facebook Has
Blocked Ad Targeting By Sexual Orientation, 21 March 2018 https://www.buzzfeednews.com/article/alexkantrowitz /facebook-has-
blocked-ad- targeting-by-sexual-orientation.

27 Facebook Ad Policy, Prohibited Content: Discriminatory Practices, https://www.facebook.com/policies/ads/prohibited_content/
discriminatory _practices

298 Julia Angwin and Terry Parris Jr., Facebook Lets Advertisers Exclude Users by Race, 28 October 2016 https://www.propublica.
org/ article/facebook-lets-advertisers-exclude-users-by-race

209 Facebook, Doing More to Protect Against Discrimination in Housing, Employment and Credit Advertising, 19 March 2019,
https:// newsroom.fb.com/news/2019/03/protecting-against-discrimination-in-ads; ACLU, Summary Of Settlements Between
Civil Rights Advocates And Facebook, 19 March 2019, https://www.aclu.org/other/summary-settlements-between-civil-rights-
advocates-and-facebook
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XaMI1MMH rofl Hb TYC KOMMNaHWYAbIH 3ap CypTanymMnraar YAriyynax Yagsapbir rypaBaard 31rasg
aluMrnaH snraBapfiaH ragyypxax 3pcasnasc ragHa 3ap cypranduniraar xyprax 6y apra Hb eepee
AnraBapnaH ragyypxang Xyprax 6onsouryin.?'®© AfroputMbiH CUCTEMUIAH OHOBYMON Hb “XxaMaapantan”
3CBIM MAYY “YH3 LBHTIN X3P3rN3ryaminr COHroxX 33prasp 3ap CypTanyumiraa xypraxass eepee Liyyn,
AnraBapnaH ragyypxax 3pCasnuinir HIMIrayynaar.

2019 oHbl 3 oyraap capg AHY-biH OpoH cyyL, XOT Ganryynantbid rasap ®sncbyyk (Facebook)-

WM OPOH CyyLlaap snraBapfiaH raflyypxcaH, Tap AyHAaa eepuinH 3ap CypTanyunraaHbl CUCTEMI3P
JaMXyyncaH xaprasp wyyxag erd, ®3ncoyyk (Facebook)-nitH MexaHmamuir “xamraanaracaH
aHMMANaap XaP3rNaryannr caHaaTanraap OHUAAOr 3CB3N Xacdar cypTanynarytanm agun axunnagar”

MK M313331k33.2" XapuH xapuyn Hb M3ancOyyk (Facebook) 3H3 Mapaannniar scapryyusx, “AHY-biH
OPOH CyyLl, XOT GarryynantbiH rasap sMap 4 HOTIoX BapuMTryn Bereen MaHal XMIAM3M OIOYH yXaaHbl
CUCTEMYYL, TArO3r BGOMOXbIT OMK M3ACIH" M M343rA3B.22 MeH AHY-blH OpOH CyyLl, XOT BanryynantbiH
rasap Hb Iyyrn (Google) 6onoH TeuTTep (Twitter)-nnH cypTanyunraadbl Y axunnaraar cygank
Dariraa rax m3033mx banHa.”?

29 Muhammad Ali, Piotr Sapiezynski, Miranda Bogen, Aleksandra Korolova, Alan Mislove, Aaron Rieke, Discrimination through
optimization: How Facebook’s ad delivery can lead to skewed outcomes, April 2019, https://arxiv.org/abs/1904.02095;
Carnegie Mellon University, Questioning the Fairness of Targeting Ads Online, July 2015, https://www.cmu.edu/news /stories/
archives /2015 /july /online-ads- research.html

2 United States Department of Housing and Urban Development v Facebook, Charge of Discrimination, 28 March 2019, https://
www. hud.gov/sites /dfiles/Main/documents/HUD_v_Facebook.pdf

%2 Facebook statement in ProPublica, HUD Sues Facebook Over Housing Discrimination and Says the Company’s Algorithms Have
Made the Problem Worse, March 2019, https://www.propublica.org/article/hud-sues-facebook-housing-discrimination-advertising-
algorithms

23 Washington Post, HUD is reviewing Twitter's and Google’s ad practices as part of housing discrimination probe, 28 March 2019,
https://www.washingtonpost.com/business /2019/03 /28 /hud-charges- facebook-with-housing-discrimination/
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4. 3PX M3NWNIiH
TEBNOPOJ XAPNYLNATbIT
VIPYYIK BAIHA

«llpoepamm xaHzamxuiiH epmeHyed, Anareyaa
nnamgopmyydsiH Xyewd Anazy byxHuiie asdae.»

Bunn Teiitc, MaiikpocodhT komnanmii yycrau baiiryynary?'

Fyyrn (Google) 6onoH @ancbyyk (Facebook)-miH TaHpanTag cyypwncaH O13Hec 3arsap Hb T3A3HL
NX3HX XYMYYC OMXUTAN epTeHL, OONOH A3NXUAH “ONoH HUMTUIAH OPOH 3al”-Tal Xapbuaar ron
cyBryynan 6apar GypaH XsHanT Tortoox HONOMXMIT ONrocoH Gereer, Laallnaa TyyX3H X3IMX33HWUN
"3px M30311, Xy4” BOSIXK XyBUPCaH OM. T3AH33C 6MHO O3MXUIH X0EP T3POYM rapym X3pariaryaminH
M3I33MIUAH YPCranbir 30XuLLyynax, 3p3M03 TOrTOOX YafBapTal ax axymH HIMK Ganraaryi.

DAr33p KOMMaHWI TEBIOPCOH 3PX M3A3M, Xyd Hb OfIoH TanT banpar. EBponbiH KomuccbiH EpeHxnia
3eBnex Mon Hemuu, “Tapryynary TeXHONOMMNH KOMMaHWYL" -bIH rapT TeBnep4Y by eBepMeLl), 3pX M3
Hb 4 YHAC3H 3NeMeHTUIr aryynax 6ereef TaSAr3punr xamTa Hb LorL, Oaranaap aBy y33Xx EcTon
MX33. DAr3p Hb TA3HA YC Tep, 3ax 33314, Heneenex 6ONOMXNNT 0roxX By MeHFeHWUIA 3pX M3,
apouunan, spra Xan3nudsHuM 438 OyTUMIAT 3aXmMpax 3pX M3LN; XYBUH M3OIIMM33P AaMXKYYnaH
XYBb XYHWUMI 3aXMpax 3pX M343M, ToP M3A33/1133 66pCAMNH alUUI COHUPXJIbIH Teflee allnrnax Yagsap
OOMOH XMNM3JT OlOYH yXaaHbl MHHOBALMIMH JaBamramnan XxamM33H Tannbapnaxas.?®

DHAXYY TOBNOPCOH 3pX M3A3N Hb BU3HEC 3arBapbiH XYHWIN SPXMNH HONeenenTan canwryin xonbooTton
Gereef, Har Hb Hereeree Hexuenayymx 6anpar. Llaxmm opyvHL XyHWA XYBUIH HyyuTak 6anx spx
NX33P 36pUnraex OONCOH Hb TaHAANTaL CyypUcaH KOMMaHWyL UHTEPHITUMH YHACIH YANYMAr3r
XsiHanTaH4aa aBcaHTam XonbooTon. YYHUI 33p3rad TyC KOMMaHWyL CypTanymnraaHbl Opforbir XyBUIAH
HyyL OOMOH Bycag, 3pX33C A33rYYPT TaBbCaHbl VP AYHL OHOerMNH HOEPXIIbIT TOFTOOX YafCaH IOM.

MNathopMyyObiH SHIXYY 3PX M3O3M Hb TOAHUA XYHUIA 3PXUAH HEMeemnvMnr ynam xypuarraag
30MCOXTYM T3A3HA, XapuyLJiara TOOLOX 3CB3/T XOXMPCOH XYMYYC VP OYHT3M XOXMponoo baparayynaxag,
X3aUyy Hexuen bamanbir bun donroog GanHa.

2 The Verge, Bill Gates says his ‘greatest mistake ever’ was Microsoft losing to Android, June 2019

75 Paul Nemitz, Principal Adviser in the European Commission (writing in his personal capacity), Constitutional democracy and
technology in the age of artificial intelligence, October 2018. The analysis refers to the power of Google, ®3ncbyyk (Facebook),
Microsoft, Apple and Amazon.
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WHTEPH3T XAHQANTbIH TONBGP Hb TAHJANT B0OJIOX Hb

OVXUTan 3puH yen UHTEPHIT XaHOanT XYHWUI 3pXUIM XaHraxad H3H Yyxan rmaruir 6yrn xynasH
3eBLWeepHe. 2011 oHA HYB-bIH Y3351 6047100 MN3PXMIANIX 3PX YeNeeHU acyyanaapx Tycral uatrary
"VIHTEPHITUNH ©BOPMSLL, 80PYNeNT aBYpPax YaABap Hb XyBb XYMYYCT Y3371 OOLN00 WII3PXMANIX 3PX33
30/13X OONOMXKOOC rafiHa XyHUI Bycag ONoH SPXUNT 3OM3X BONOMXKMIAT ONrOX, HUATMUNH BYX3a33
yparwnaxag, Tycnagar” XxaMa3H Xyf133H 3eBLeep433.2'® 2016 oHg HYB-biH XyHWIM 3pXMIH 3eBneneec
"VIHTEPHITUMH YWNYNATIIT ONIFOX, XYPTIIMXKMUAT OPrexyYAIXA3d XYHUI 3pX3 CyypuncaH Lory,
XaHanara, TYYHYI3H VHTEPHITUIAM HIINTTIM, XYPTIIMXKTIM Banx”-biH a4 TyCbIr OHLONCOH OarHa.?”

Fyyrn (Google) 6onoH @ancbyyk (Facebook) Hb AMxMTan epTeHUMIAH “ryyp"” BoNoXbIH XyBbA, (A33pX
1-p X3C3IT AypacaHYnaH) LaxmMMm OpYMH AaXb XYHWUIA SPXMAH X3P3rKWNTIA, HyXan Henee y3yynoar.
VIHTEPHIT X3p3rnaryaminH AUMN3HX Hb TYC KOMMAHWYAbIH y3yyK Oy YANYMArI3HI3C XamaapanTan
GariHa. Minma 34r33p NnatopM Hb LAXMM OPHMHA XYMYYC 3PX33 X3PIrKYyIax YHASC Oereen y3an
60AN00 UNIPXMIANIIX IPX Y6Nes, TarBaH Xarcaan uyrnaaH 30xXMoH Ganryynax 6050+ Bycaf, 3px33
30J13X 30punroop eaep Oyp almrnacaap 6anHa.?®

YYHUI 33P3rL33, 34r33p KOMMAAHUA MNaThopM LaxMm OpYuHL HOEPX0X Oalraa ydpaac TaHaanTag,
cyypuncaH G13Hec 3arsapbir “3eBLIOOPOXTYArP” NHTEPHITIA Oyloy CymK33HA, X0n0ornox 6onoMXKrym.
"Cyn>a3HU Henee" MA3M Hb XYMYYC Han3 Hexef, rp OynninH rywyya He GanHra xaparnax oy
HUAMUIAH CYSIXK33T OPXMX BONOMXKIYA DONOXbIF X3/H3. MNaTdopM Hb XYHWUIA XYBUIAH HYyYLbIF
OLLOOMMIMHX00C MYy Xamraangar 6amxag acsan yyrn (Google) 6onoH ®3ncbyyk (Facebook) TyxarH
nnatopMbIr XyAanaax aBaxaac eMHe OYPTryyNCIH XyMyYyC OL00 3aMnryi Waapanarata MHTepHIT
YWNYMAM33H33C TaTran3ax 3Cxyn KOMMNaHWyAblH TaHAANTbIM 36BLUOBPOX MCIH “Xyypam4y” COHrONTTOM
Tynrapy 6arHa. anxuinH 3apum opoHa O3ncbyyk (Facebook) Hb MHTEPHITTAM MXMN yTraTam 0omX33.
MeH Oanxui fasap yxaanar rap yTacHbl AMnnasHx Hb Tyyrn (Google)-unn Angpona (Android)
YUNAAMAH CUCTEMWIAT awmnrnax GanHa. TyC KOMAaHWyAbIH YANYUAr3HA, OypTryyN33ryn XyMyyCcuiH
XYBb[, Y MC3H T3OHUM ererfen ondopnonTon epTeXrymrasp MHTEPHIT alumrnax TyWiblH X3Lyy
bomxk33.2°

XYMYYC VHTEPHIT3, HIBTIPY, 3PX33 SOM3XMIH Ty Y331 OOAN00 UN3PXMNNAX, ANraBapiaH
ragyypxantaac aHrug 0anx spxaHa Hb XeHANeHreec xannaxag cyypunacaH cucteMa OypTryynax
WaapgnaraTan 6omnx 6ariraa Hb ©epPee 3epUUNAeeHT3N acyynan oM. TuaM 4 yd4paac XyHun

3PXUNH 36BNOM66C “MHTEPHITUMH XYPTIIMXKMUT XaHrax, eprexyyaxag XyYHUM 3pxa4 cyypuncaH
XaHanara 4yxan” racaH Gamp cyypbTal 3pc 3epunnaex 6anHa.??® 2019 oHbl 6 gyraap capa HYB-bIH
LWNHX334AMAH Bynar “OnxuTan opoH 3ai 605 TeBUNM caxicaH OPOH 3an buw. TyyHu 6oamt Oy,
30XMLYYNaNT, alWUrnanTblH TYBLUMHL, 6ep eep Oynryyd eepcavinH allur COHMPXOMbIT X3P3rKYYK
OalHa. x93 ONOH YACBIH XYHUI 3PXUNH 3PX 3yWH 3ap4MyyA Yr OPOH 3aiH LaallablH XerknnnH TeB,
Danx EcTon”?' XxamasH y3x33.

7% Frank La Rue, Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, Report to
the Human Rights Council, 16 May 2011, UN Doc A/HRC/17/27

27 UN Human Rights Council, The promotion, protection and enjoyment of human rights on the Internet, June 2016, UN Doc A/
HRC/32/L.2019

28 “In the digital age, the exercise of the rights of peaceful assembly and association has become largely dependent on business
enterprises, whose legal obligations, policies, technical standards, financial models and algorithms can affect these freedoms.”
Clmment Nyaletsossi Voule, Special Rapporteur on the rights to freedom of peaceful assembly and of association,

29 Julia Angwin, Dragnet Nation: A Quest for Privacy, Security, and Freedom in a World of Relentless Surveillance, 2014; Kashmir
Hill, Goodbye Big Five, Gizmodo, January 2019

20 UN Human Rights Council, The promotion, protection and enjoyment of human rights on the Internet, June 2016, UN Doc. A/
HRC/32/L.20

20 OHCHR, UN experts stress links between digital space and human rights at RightsCon, Tunis, 13 June 2019 www.ohchr.org/EN/
NewsEvents/Pages/DisplayNews.aspx?NewsID=24696
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XOP YPLUIT TAPbCAH 3PX M3[{INIH TeBNBPBN

XYMYYCUIAH OMXUTaN epTeHLed HIBTPaxX apra 3aMa TaBux Iyyrn (Google) 6onoH ®3ancbyyk
(Facebook)-uiH 3px M34351 HIM3rACa3p 6arraa Hb LAXMM OPUUHL XYBUMH HyyL, AOPAOXbIH O
wantraad 6onx 6anna. Myyrn (Google) 6onoH Mancbyyk (Facebook)-nitH MHTEPHITUIAH YHOCIH
CyBryyoaf Tasux gasamrannan ecd, Oycan xysunbap OyypaxbiH X3MXK33r33p KOMMaHWYAbIH TaHOANTbIH
Lap Xyp33, TYH 33P3rL3H 6CCOHNIT ONIOH Cylanraa Xapyymx 6anHa.??

Anx Tyyrn (Google) 6onoH ®@ancbyyk (Facebook) xoéynaa epcenpaer banxgaa xaparnarygsg
XaBTran TaHOANTbIM 30BLUESPOX YANUUArIIHUIA HexUen Tynrajarryi bancaH. ®ancbyyk (Facebook)-
WAH aHXHbl HyyunansiH 6oanorof “Bul X3p3rnarduiiH XyBUAH M3O33ANVIAT LyriyynaxbiH TyNg KyyKu
alumrnagmaryn 6ereef awmrnaxryn” rax 3aacaH 6anHa.?? Tyyrn (Google)-ninH aHXHbI HyyLNanbIH
OOANOroA X3P3rN3arYANH Tanaapx M3A33NMNT cypTanynardyMaran xyBaanaar rk M343raAcsH
©onoBY “OGUA XyBb X3P3rnary Oyc, X3p3arnaryauiiH OYXaNTracaH HUANM3N" MC3H Hb OA00MMIAH XYBUH
YaHapTam, 30pUNTOT 3ap CypTanymnraaHbl 3arsapaac Tac eep OaliHa.?

Fyyrn (Google) 6onoH ®3ancbyyk (Facebook) koMnaHu eepcaninH XyBUAH M3ANNNAH HyyLanbIr
XYHA3TrIX DONCOH Ye3C33 3XJI3H eHee yell epreH Tapxax Oy TaHOanTblH OU3HECUIH 3areap pyy
aaxmaap wunxeasp banHa. Tyyrn (Google) Hb 2016 oHA HyyLIanbiH 6OANOr00 ©8pPUNIK, 6ePUIAH
3ap cypTtanumnraanbl Oabn Knuk (DoubleClick) cynxasnuin Myyrn (Google) MapketuHr Mnatdopm
6oNroH HIP33 eepUUCeH) ereranunr bycag NNaTGOPMOOC LryyncaH XyBUIAH M3O33M3NT3M HIITrIX
boncHoop TaHdanTan cyypwicaH OusHec 3arsap 6OMOX CyynMIH anxamMaa XMMC3H 10M.225 DH3 Hb
KOMMaHW XyBUIH M3A3371304 TYNryypnaH TaHuraax 6ofoMXKTON XyMyyCT YUMI3COH cypTanyuiraa
LWYYA XWX DONOMXKTON MC3H YT 1I0M. YYHUI Xapuya, XYBUIMH M3A33MIMIAH COTryyny Xynva AHrBUH
“Tyyrn (Google) ancaH A33p rapracaH HyyLiaibiH CYYIHUAH Yy MEPee YMMI3TyIn apunranaa” XamMasH
M303rA%33.226 O3ancbyyk (Facebook) 2014 oHA yyHTIM TECTIM anxaM XWX, 30pUNTOT CypTanymnraaHs
B30 XaWnTblH erergfiviAr alwmMrnaxaa 3apnacaH om.??’

3ax 333714 X3AMNHD JaBamrarnax 0amp cyypb 333MC3H y4paac 3HIXYY anxaMbir XU YaacaH.
OpCennesHT 3ax 333MNH yef, MHTEPHIT X3P3rNardna eepCcaniH XyBUH HYYLAL UM UX X3IMXK33HUN
Xanznara XMMXMNr TIBYNXTYN Dereef eep YMAYMAS pyy LWWXKMHD MA3T Hb YT KOMMaHUYyObIH
aHxXHbl OM3HecC 3arBapaac xaparfax OarnHa. [3B4 000 X3P3rNarymg, T3AHWIA LWaapanarbir XynasH
3elieepexeec eep apraryin ydpaac yyrn (Google) 6onoH ®ancbyyk (Facebook) komnaHmyn XyBuiH
HYYUbIT YaHdaa My 4agax 0onxsas.??

222 See for example Zuboff, 2018; Dina Srinivasan, The Antitrust Case Against Facebook: A Monopolist's Journey Towards Pervasive
Surveillance in Spite of Consumers' Preference for Privacy, 16 Berkeley Bus. L.J. 39, 2019

2 Facebook, The Facebook Privacy Policy (2004), cited in Dr Liza Lovdahl Gormsen & Dr Jose Tomas Llanos, Facebook’s
Anticompetitive Lean in Strategies, June 2019, https://papers.ssrn.com/sol3/papers. cfm?abstract_id=3400204(Gormsen and
Llanos, 2019)

224 Google, Privacy Policy, June 1999, https://policies.google.com/privacy/archive/19990609?hl=en&gl=7Z
225 Google, Privacy Policy, June 2016, https://policies.google.com/privacy/archive/20160325-20160628?hl=en&gl=2Z

226 Julia Angwin, Google Has Quietly Dropped Ban on Personally Identifiable Web Tracking, ProPublica, 21 October 2016, https://
www. propublica.org/article/google-has-quietly-dropped-ban-on-personally-identifiable-web-tracking

227 AdAge, Facebook To Use Web Browsing History For Ad Targeting, June 2014,https://adage.com/article /digital/ facebook-
webbrowsing- history-ad-targeting/293656

228 "Online communications platforms ..can be compared to utilities in the sense that users feel they cannot do without them and so
have limited choice but to accept their terms of service. Providers of these services currently have little incentive to address concerns
about data misuse or online harms, including harms to society” UK House of Lords Select Committee on Communications, Regulating
in a Digital World, March 2019, para 45. Facebook challenged this conclusion, stating that “to the contrary, we know that if we do
not protect people’s data, we will lose their trust”. See Facebook response to Amnesty International, in Annex below.
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XYHWIA 3PXIAH 38PYIN Hb 3PX MI[ININH TOBABPANIAT
JIAAMKPYYN[IAT

YYHUI 33p3rL33 TaHdantag cyypuncaH OusHec 3areap Hb nnatopmyyabiH AaBamrannan, uap xypaar
acap XypaauTtam HIM3TAYYI3X Xan4naraTarH 433p XyBUWH HyyuTan 6anx spx 6onoH 6ycag spXuinH
3epunn Hb Myyrn (Google) 6onoH ®3ancdyyk (Facebook)-T a3px MaONMIAT TEBREPYYIIX3L Tycamk OalHa.
nyy nx M3433130 LyrayynaxbiH X3p33p KOMMaHWYL XYMYYCUIAH XapuiaLax ron apra 3aMz uayy XsHant
TaBMx 6ONOMXTOM BONCOH. X3P3B KOMMAHMYA, XYBUMH HyyUTal Bamx 3pXWIr O330103C3H 3arsap
awmrnacaH 6on nnm 3ynn Gonoxrym Garx GancaH.

HarmyraspT, “CyIka3HUN Henee" M3 HIPM3raAsr SAMAH 3aCrUAH y33ra3n niatdopM OJoH
X3P3rN3ryTan Garx Tycam X3parnaryas d, Oycoan 4 unyy yH3 UdH3TM Gonmor. OHnanH nnaTdopmMyya,
TYYHYN3H TOOHWA apaax Gu3Hec 3arBap Hb 3A33p CYXKIIHUI HeNeeHa epTeMTruin banaar. ToaHUM
Han3yyn Hb Oyra BGampar ydpaac xaparnaramg Oancbyyk (Facebook)-T Hargasr. YyHTaM agmnaap
XaMIUIH KX y33r4Tar bonoxoop 3ap cyptanyunraa apxnarymg HOytyyo (Youtube) pyy xowyypaar. SH3
Hb LacaH beMbenrunH HeneeTan MXun bereep anveaa Cyxs3, NNaTGOPM TOMPOX TyCam XyMyyC
YYH33C nnyy xamaapantar 6oncHoop nnathopmMbiH Banp cyypb ynam 63xxaar. VIHMCHI3p Xaparnardmg
MaTPOPMbIr OPXMX ICXYI LLIWMHD epcenmiery rapy Upaxag ynam xauyy dongor.

©rergen Wyrnyynx, OyH WUHXMIMS XX OM3HeC 3arsap Hb TOZOPXOW ereraeng, CyypuncaH Cymkaar
Oun 6onroaor.??® Vnyy Ux XamxX33HWN ereraen XypuMTiyynax Hb KOMMaHWU 3aH TONeBUIAT ypbaynniaH
Taamarnax MallWH CypranTblH 3arsap, ajaropuMtMaa cavkpyynaxag Tycnafar. DArssp ypboyumnaH
Taamarnax QyHKUYyyA Hb XYMYYCMIT nnaTdopm A33p Garnrax, HIM3IAT M3433M37 YYCraX, MeH
M3O33NIMVH ypCranbiH XAHANTbIM Xafranaxag 3prasg awwvrnargoar. Ypbayunad Taamarnax yHkULyys
camxpax Tycam cypTanyunraaHbl Opioro ecy, NAaTopMbIH YH Li3H3, 3aX 33371 43X KOMMaHWUM 3pX
M3LANAT HIMITAYYAIT.

YRnamxXKnanT CyNXK3HUN Henee Hb 3H3XYY CUCTEMUIH CaHan XYCONTUAH ForLlooTOM XOCONCHOOP
nNaTopPMyyIbIH Lap Xyp33, Henee XypAaauTan eprexXmnxem dyxan yypar rylusTracaH bereefn ynmaap
amxutan epteHuen Myyrn (Google) 6onon ®3ncbyyk (Facebook) LWmr 3px M3AAMIAT TEBNOPYYIICIH IOM.
[anxu epTeHL, eepynerneH 3AnMH 3acruiiH xefenrerd Hb ‘AnnBaa 3yMNCUNH MHTEPHIT', ereraininH
aHanUTUK BGa XMIM3N OOYH yXaaH BONICHOOP BreranvnH CaH, XaMrmnH A3BLIMATIT XMAM3 OlOYH
yXaaH, MalUuH eepee cypax TexHomnoru gaxb yyrn (Google) 6onon @ancdyyk (Facebook)-mnH xsHant
Hb Laalufaa TaHn 6anp cyypuir 6atatrax 6onHo. Myyrn (Google) 6onoH ®3ancbyyk (Facebook)-mitH
I3IMXKII3MT3M eepes cypanuax Tortonuoo TeHzop®droy (TensorFlow) 6onoH ManTopy (PyTorch) Hb
XUIAM3IT OIOYH YXaaH XOrKyyI3ryauiH X3p3rn3asr rofl Xaparcan 603,20

Fyyrn (Google) 6onoH ®3ncbyyk (Facebook) koMnaHuyn erernens cyypwncaH nasyy Tan OonoH
TYYH33C OMX aBCaH CaHXYYIMIMH Yadnaa aluriax 3ax 333MWH epcenpery rapy Mpaxaf caaf yyupyymnx
GanHa. Taa: Har yMnumnrasr HereeTsn Hb “xonbox”, H3r Tanbap Aaxb AaBamMraniiaa alwunrmaH eep
rasap [axb faBamravnnaa HaMarayynax,?' eep Har Hb; eepcaniH nnatdopmM a33p barx bonox
epPCONOerYANNHXee YANYUNrIIHUIA 33P3raNunr Oyypyynax (kmwsanban, XannTsiH yp AyH);?? MeH
VXK TOCT3M 3CB3NT opconaex DONOMXKTON YMAYMAr3r caHan bonrox by koMnaHWyasir xyynbapnax
3CB3N KOMMAHWKIT Wyya XyAangaaH 60oMunox?3 33par oNoH apryyabir alwmrnagar. OH3 apryyabir
canbapbliHxaH Maaar 6onx, LiaxmypbiH XeHANAH xepeHre opyynardng Myyrn (Google) 6onoH

229 Gormsen and Llanos, 2019

20 Jeff Hale, Which Deep Learning Framework is Growing Fastest?, KDnuggets, April 2019, https://www.kdnuggets.com/2019/05/
whichdeep-learning-framework-growing-fastest.html

21 European Commission, Antitrust: Commission fines Google €4.34 billion for illegal practices regarding Android mobile devices to
strengthen dominance of Google's search engine, 18 July 2018, http://europa.eu/rapid/press-release_|P-18-4581_en.htm

%2 European Commission, Antitrust: Commission fines Google €2.42 billion for abusing dominance as search engine by giving illegal
advantage to own comparison shopping service, 27 June 2017, http://europa.eu/rapid/press-release _IP-17-1784 _en.htm. See also, The
Case Against Google, The New York Times, 20 Feb 2018, www.nytimes.com/2018,/02/20/magazine/the-case-against-google.html

23 See, for example: Wired, If you can't build it, buy it: Google's biggest acquisitions mapped, September 2017; Billy Gallagher,
Copycat: How Facebook Tried to Squash Snapchat, Wired, February 2018; New York Post, Facebook boasted of buying Instagram to
kill the competition: sources, February 2019
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Damcbyyk (Facebook)-uinH “xeHeex Gyc"#* rax Tomopxomngor. Opcenaery Hb banp cyypva onx
OonoXry 3ANNH 3acruinH canbap, LopbiH raHu, 6amxk 6onox dusHecuiH 3areap Hb Fyyrn (Google)
3cBan Pancbyyk (Facebook)sn komnaHma 3apax sBoan oM.

3PX M3[13)1 Hb KOPNOPALMIIH XAPUYLNATA
CAAJ] 5OJK BAIHA

[O33p aypacaHdnaH fyyrn (Google) 6onon @3ncbyyk (Facebook) 33par Tapryynard TexHonornmH
KOMMaHWyAbIH ONIOH TanT 3pX M3A31 OONOH 3aCruiH ra3pyyabiH TSAHWUIAT 30XMUYyYynax YaaBapryin Gannan
©on “3aMH 3aCcrinH XydnH 6a oponuUOrydblH XaMpax xyp33, Heneenen” HGOMOH “TyyHWUI ceper yp
JaraBpbIr 30XMUyYynax HAMTMWNH YadaBXx”-blH XOOPOHABIH “3acarnanbiH sinraa”-Hel rof Xxuws3 oM. HYB-
blH Br3Hec 6a XyHWUI 3pXUIAH acyydan XapuyucaH Tycran Untrard XXoH Pyrrv yr 3aarvir gasaplinbiH Ouia
GonrocoH GrusHec Ba XYHWA IPXUIH BIPXLISIAMIAH “Cyypb WanTraaH” XaM33H HIPUNLXK33.5°

Fyyrn (Google) 6onoH @3ncoyyk (Facebook) Hb NnathopMm, ynumnrsar TaHgax 3aMaap Matl ux
HaPUBYMIICAH M3ARININIAT XypUMTIyynaar OoncoH Gereef, OpHMH yeunH aMbapanbiH Gapar Oyx
TanGapblH M3[33/13 Hb H3T Tafaac KOMMaHWy, Heree Tanaac 3acruMiH rasap, UHTEPH3T X3P3rnaryaumH
XOOPOHA, acap UX M3IANANAH Tarw Byc Garansir 6un bonroon HanHa. 3ybodd “XyBUINH XAHANTbIH
KanuTan XyH TOPeNXTHUM TYYXIH[, X3333 Y XapXX Oarraaryit M3AnarviiH Tarw 6yc 6anasibiH TOrTonuoor
Ounn BonrocoH. Taa OuaHWI Tyxal OyraMnr M3OASM XapuH Ona, TSAHWUM Tanaap Oapar oy Y M3aXrymn”
X3M33H M3O3rOXK33.2%°

fyyrn (Google) 6onoH @ancbyyk (Facebook)-mnH nnatdopmyyn rpAniaH Xypaaap Uap Xypaars3 Tanx,
XU XA3raapbir AaBX Oanraa 4 ync opHyya 3Ar3P KOMMaHUMA XYHWUI 3PX3L, Y3YYN3X VP HONeeHm, rynuax
30XMUYYNANT XWX Yagaxryn HanHa.Z’ Tyc 3epyyr LlaxmypbiH XeHOUAH axMag, 3yTraATHYYL Y MCH 1N
TOL, XYJ133H 36BlWeepy bariraa 6a MankpocodT KOMAaHWU ryMuaTrx 3axmpan bpag CMut “Aukutan
TexHosorMoc eep Hapar simMap 4 sMap 4 TEXHOMOMM UM yAaaH XyrauaaHz OypsH 30XWLyynanTryn sex
Ganraaryn” B8, Mapk Llykepbepr M3a3nInMnH HyyLIbIH acyyaang, “3acruiH rasap, Xyyfb TOrtroordm,
WNYY WMO3BXTOM YYP3r MYRUSTIIXMIAM yprancak” 6amnHa??. 2014 oHg Myyrn (Google)-uinH rymustrax
3axmpan acaH Jpuk LUmunar 6onoH TyxanH ven Tyyrn (Google) caHaaHyys (Google Ideas)-bIH TapryyH
OancaH Xapen Ko3H Hap “OHnanH epTeHL, 00N A3NXUAH XaMIMMH 3acarnanryin TOM epTeHL 24 rax
Maa3rak33. Myyrn (Google) eepee “0foH yNCbiH 3pX 3YMH OPYUH TEXHOMOTUIAH LMH3YIIMAH Xypaaac
XOLopY Banraa Hb akCMOMATUK 24! MK MIA3MIXKI2.

X34MNr3p TOMOOXOH TEXHONOMMMH KOMMaHWYLbIH 3CP3r A3AXMI fasapx M3AMIMMAH XaMraanant,
epcenieeH OONOH TaTBapbiH GaMryynnaryys onoH 30XMLYYNanTbiH apra XamMxX33 aBcaH bosoBY eHeer
XYPT31 34r33p Hb YHACIHAS TaHanTaf CyypuicaH OU3HECUH 3arBapblH YHACIH Xe4enrerdmmr
Tacanayynx Yagaxryn GarHa.

CyYNIMIAH YeUIH TOMOOXOH XWLW33H33C aypasan 2019 oHbl 6 fyraap capg AHY-biH XonbooHs.!
Xynanaaaxsl Komuce Kembpux AHanutukar MepaeH 6anuaantsid yp ayHa Oancbyyk (Facebook)-uiin
3CP3ar XamrurH eHgep Oyoy 5 T3pOyM AonnapbiH TOPryyfb HOFAYYNXK, HYYUANbiH X34 X343H LUMHS

24 The Economist, American tech giants are making life tough for startups, 2 June 2018

2% John Ruggie, UN Special Representative on the issue of human rights and transnational corporations and other business
enterprises, Report to Human Rights Council, April 2008, A/HRC/8/5

26 https: //www.democracynow.org/2019/3/1/age_of _surveillance_capitalism_we_thought

%7 See e.g. UK House of Lords Select Committee on Communications, Regulating in a Digital World, March 2019: "regulation of
the digital world has not kept pace with its role in our lives.” Deloitte Insights, The future of regulation, June 2018, https://www2.
deloitte.com/us/ en/insights/industry /public-sector/future-of-regulation/regulating-emerging-technology.html; Daniel Malan, The
law can't keep up with new tech. Here's how to close the gap, World Economic Forum, June 2018, https://www.weforum.org/
agenda /2018,/06/law-too-slow-for-newtech-how-keep-up

238 NPR, Microsoft President: Democracy Is At Stake. Regulate Big Tech, September 2019
29 Mark Zuckerberg, The Internet needs new rules. Let’s start in these four areas, Washington Post, March 2019
240 Schmidt and Cohen, The New Digital Age, 2014,

24 Google, submission to Office of the United High Commissioner for Human Rights on the right to privacy in the digital age, 2018
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Waapanara TaBbCcaH HanHa.?*

X30Mnrasp yr TOpryynb Hb TYYX3H A3X XaMIMMIAH TOM XYBUAH HyyUManbir XxaMraanax apra Xamxa3 6050y
D3mcoyyk (Facebook)-miH XUNNIAH 3pranT, alumrTai xapbLyynban 6ara oyH oM. YYHUAT Topryynb
Horayynaxbir 3apnacHbl fapaa ®ancbyyk (Facebook)-uitH xyBbLa@aHbl yYH3 ecceHesc xapx 6onHo.?
XaMrunH ron Hb yr X3par XaBTrapcaH TaHOANT, X3P3rNardaminH npoaln yycrax, cypTanyuiraa xyprax
Cyypb OM3HECUIH 3arBapbIr OIT XeH4eeryi oM. XonbooHs! XyaannaaHsl Komuccap Poxut Yonpa
LYYXUAH LWIWMIABIPTIV CaHan 3epxK Oy M3O3radna33 “SHaXyy 3epuUivir rapraxam, Xyprax by KoMnaHui
OyT3U, CaHXYYTMNH 30PpUNTrof, TOPryyb AOPBUTON 60pYNenT opyynaxryi. MeH 3HIXyY S WWUIATMN Hb
KOMMaHM ONHbIM XaMapCaH XsHanT, cypTanyunraanbl TakTUKT sMap Y Xsi3raapnant TaBuxryn GamHa" rax
OnYx3.24

Mx033 xaHanara eepunernex 6arHa. Of00 ONOH OPOHL 30XMUyynaryng OONoH XyyNb TOrTOOrYAbIH
LYHL ©pConaeeHnr A3MXMX, M3A3IMMH XaMraananTbir camxpyynax 3amaap yyrn (Google) 6onoH
®ancdyyk (Facebook)-minH gaBamrannax 3px M3A3MT3M Tynax COHUPXOS HIM3rAX HanHa.

EBponbiH XonbooHbl “M3331301 XamMraanax epeHxum xypam” xydumH Terenaep 6oncHooc xonw Myyrn
(Google) 6onoH ®3ancbyyk (Facebook) onoH TooHbl 3apratam Tynrapy 6anHa. M'yyrn (Google) 6onoH
®ancbyyk (Facebook) xoéynaHrminHx Hb EBpon Jaxb TeB Gampnamar MpnaHg ynceliH Magasnnuir
Xamraanax KoMmccooc 3aH GananbiH LyH WWHXWIT3, 30pUATOT CypTanduiraaTan xonborayynaH Tyc
XOEp KOMMaHWA X34, X3A3H Wanrant aByymk 6anHa.?*> 2019 oHbl 1 oyrasp capn PpaHubliH M3A33130
xaMraanax bamryynnaraac 30XMx 36BLIESPNTYNra3p XyBb XYHA YWITYYACIH 3ap CcypTanyunraa
ABYyCaH 3epunnTan xonborayynaH Fyyrn (Google)-a 50 cas eBpOrMiiH Topryynb HOrayyncaH
OanHa.*6

AHY-n Tyyrn (Google) 6onoH ®ancbyyk (Facebook) xoéynaa Xyynb 3yiH fam, XonbooHs.!
XynannaaHsl Komuce, TeneeneryannH TaHxuMblH LLIYYXUAH 034 XOpoo BOMOH X0&p Tychaa My
€POeHXMNIA MPOKYPOPbIH OYNr33C MOHOMOMMIAH 3CP3T 33p3r MepAeH Wanrarfax banHa.??’ YyHui
33paru33, 2018 oHp KanudopHn AHY-bIH eHeer XypTan XxaMrmH O3BLUVITST XYBUNH HYYLbIT
xamraanax tyxan KanudopHuint XsparnsrumnH Hyyunansii Xyyns (CCPA)-unr 6atancaH 6a Tyc
xyynuap KannhopHUMH OpWnH Cyyryaan eepcaminH Hb Tanaap KOMMNaHWyL aMap M3433M130 Lyriyynx,
XyBaanuax Danraa Tanaap M3433131 aBax, TyxavH M3ANNNAT XyLanaaxaac Tatransax spxumr
OJITOCOH 0M. %48

2019 OHbl ecayrasp caph AuxKuTan DOANOro, 30XMLyynanTbiH Tanaap epretrexeep EBpornbiH Xon6ooHsbl
©pcenaeeHn acyyaan 3pxancaH koMuccap MaprapeTe Bectarepbir faxmH ToMUncon?® bereepn

3H3 Hb LlaxunypbiH XOHOMMH KOMMNaHWYAbIH 3CP3r rapracaH X34 X343H MOHOMOJbIH 3CP3r TOMOOXOH
WUABIPUIMH Aapaa “Tapryyfiard TeXHONOrMMH KOMMNaHWy A" -bir 30XMLyynax caHaaTtan Gaviraar
xapyynx 6arnHa.?>® AHY 6osoH EBponooc rafiHa ABCTpanuiH epcengeeHun kommucc Tyyrn (Google),
Dancbyyk (Facebook)-miH spx M3ANMIAH Tanaapx, TOMOOXOH TannaH rapracaH cereef, BPEKCUT-umiH
TaBaH OPHbI AOP6B Hb AMXMUTAN 3aX 333/MNM CyAancaH aHxHbl TalnaHraa rapraxss.?’

242 US Federal Trade Commission, FTC Imposes $5 Billion Penalty and Sweeping New Privacy Restrictions on Facebook, 24 July 2019,
https://www.ftc.gov/news-events/press-releases/2019,/07/ftc-imposes-5-billion-penalty-sweeping-new-privacy-restrictions

23 MIT Technology Review, Facebook is actually worth more thanks to news of the FTC's $5 billion fine, 15 July 2019
244 FTC, Dissenting Statement Of Commissioner Rohit Chopra, In re Facebook, Inc. Commission File No. 1823109, July 24, 2019

45 see Data Protection Commission Annual Report 25 May- 31 December 2018, Multinational Technology Companies Statutory
Inquiries commenced, p 50; Data Protection Commission opens statutory inquiry into Google Ireland Limited, May 2019 https://
www.dataprotection. ie/en/news-media/press-releases/data-protection-commission-opens-statutory-inquiry-google-ireland-limited

246 Commission Nationale de I'lnformatique et des Libertés (CNIL), The CNIL's restricted committee imposes a financial penalty of
50 Million euros against GOOGLE LLC, 21 January 2019. Google has appealed the decision.

247 Marcy Gordon and Matt O'Brien, Associated Press, As feds loom, states hit Facebook, Google with new probes, 6 September
2019, https://www.apnews.com/5d4d10e28b4841c8a3a723095d4c0d16

28 California Consumer Privacy Act (CCPA), 2018, https://oag.ca.gov/privacy/ccpa
249 Wall Street Journal, EU Commissioner Who Targeted Tech Giants Gets Second Term, 10 September 2019,

%0 For example, the Commission fined Google €4.34 billion fine for illegally using its Android mobile operating system to “cement
the dominance of its search engine”, and €1.49 billion over “misuse of its dominant position” in online search advertising. Google
has appealed both rulings.

21 Australian Competition and Consumer Commission, Holistic, dynamic reforms needed to address dominance of digital platforms,
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2019 oHbl 2 gyraap capa lepmaHbl epcengeeHuii raspaac Mancbyyk (Facebook)-mnH acpar

H3MH TYYX3H LWNIAABIP rapracaH Hb epcenieeH 6a M34331351 XxaMraanan Xoepbir HIrAM31 apraap
WWIAAB3PNICHIIP TaHANTaL CyypUIiCaH OM3HECUIH 3arBapbiH YHIACIH XOLIYYPrUnr X3p3rkyynax Oars.
DHaXYy Wninapapasp Oancbyyk (Facebook)-uir Batcann, Instagram 33par eep eep nnathopmyyabiH
XOOPOHL, rerafnniir HIMr3XMIAT 3eBLIESPY, KOMMAHW 3A4r33p nnathopM A33pX XsHantaa awurnax
4aaBapbIr WYy COPbCOH. MBY BycuinH wyyx @ancbyyk (Facebook)-1nH?? faBx 3aanpax WaTHb
LYYXUIAH LUVAABIPUNT TYOMA3YYNC3H. 23

SH3 XaHAnara Hb “Tapryynard TeXHONOMMIMH KOMMaHWUYA" -biH ©6pUIree 30XMLYYynax 3puH ye ayycy
Danraar xapyynx GanHa. Xyynb caxumynax apra Xamx33 OOMOH LUMH3 XyyNb TOFTOOMXWIH XOCNON Hb
TEXHONOMMNH KOMMaHNyAah TOPUH XAHANT HeNeenexymL, XaMX33HUI yp AYHL Xyprax mMaragnantan.
DAr33p XY4MH HYapMannTteiH OyHA Hb Fyyrn (Google)-unr HGatanraaxyynax 601oMXxTor 60iCoH 6onoH
Dancbyyk (Facebook) Hb XyHUR 3pXUIAT XYHASTIIX YyPar Xxapuyuniaraa buenyyngar 60oncoH. Mxas3
3aCTUIAH rasap YYHUIT XyBb XyMYYC OOSIOH ONOH HUMTUIAT KOPMOPaLUMNH OPOSILOMYbIH XOP XOHEeeNTIN
YWN axunnaraaHaac “yp AyHTa 604510ro, Xyynb TOrTOOMX, 30XMLyynanT, Wyynt”, Tap AyHhaa
JaMXyynaH xamraanax batanraaxyynax €CTor TeXHONOrMMH canbapbiH MP33AYMH 30XMLYYNanT Hb
OJTOH YNCbIH XYYNIMap XYM33C3H TOPUMH YYPIIT HUMLU3X DarHa rax y3ax GanHa.?*

BANTYYNNATbIH IOGBI XWX Yiin ABL

ryyrn (Google) 6onoH @ancbyyk (Facebook)-miH 30xmMLyynantbir cynpyynaxbir 3p3AXUATIX
Oyn H3r apra ©on epreH Xyp33Tai KOPropaLmMH 060U XMIX HeeLl, SAr33pUIT aliurmax

fBaan oM. KoMnaHuyn nobbmuaox barraar aHxaapax Hb dyxan 6a 3H3 Xy4MH YapMawmnT Hb
oyro MeHre dbuLl BrU3HecTan xonbooTonroop Nobobua 3apuyynaar Hb Myyrn (Google) 6onoH
Darcbyyk (Facebook) xyHMI 3pxMiAH yp AaraBapTai rX M3T Oycaj ONOH acyyasbir Xamapaar.
MBY, KoMmnaHWyablH 10066ma 3apuyynxk Oy eHOep TOo Hb T3OHWUM 3pX M3L3M, Henee, yIc
TOPUIAH Bananbir xapyynax 6onHo. Xuwsanban, Myyrn (Google) 2018 oHa EBponbiH X0n600Hb!
nobbua 8 cas rapyn espo, Mancoyyk (Facebook) 3.5 cas rapyi eBpo 3apLyyyncaH.?>> EBporbIH
Xonboor nobobuaoxbIH Ty TyxarH Xunnas3 Oycan koMnaHuir 6oggon yyrn (Google) mnyy mx
MeHre 3apuyyncaH 6a MawnkpocodT, LLenn, Mancoyyk (Facebook) 33par apaac Hb opx33.2%®
Fyyrn (Google) 6onoH @ancbyyk (Facebook) Hb EBponbiH Xon6ooHbl “M3a33n3n xaMraanantbiH
EPOHXMNI XypaM”-blH 3CP3F UXIIXIH IOOOU XMINCIH. DH3 XXypam 2018 oHa EBponbiH X0n60ooHb!
OyX FULLYYH OPHYYAAA, LYYL X3p3rKux 00noMkTon 0oncoH. KomnaHuyn AHY-bIH 3acrniH
rasapt J1066u XUX3L Uiyy UX MeHre 3apuyyngar rxx AHY faxb no66UrinH 3apLyynantbir
XsHagar Ham Oyc, alrMimH Tenee byc banryynnara “xapuyliaratan ync tep” M3gsrox3.2>’

26 July 2019, https://www.accc.gov.au/media-release/holistic-dynamic-reforms-needed-to-address-dominance-of-digital-
platforms ; Brazil's Administrative Council for Economic Defense (CADE), Cade releases report on digital economy, September
2019, http://www.cade.gov.br/ cade_english/press-releases/cade-releases-report-on-digital-economy-during-the-vi-brics-
competition-conference

22 Germany's Federal Cartel Office (Bundeskartellamt), Bundeskartellamt prohibits Facebook from combining user data from
different sources: Background information, 7 February 2019, https://www.bundeskartellamt.de/SharedDocs /Publikation/EN/
Pressemitteilungen/2019/07_02_2019_Facebook _FAQs.pdf

%3 Herbert Smith Freehills, German FCO’s landmark Facebook decision suspended on appeal, 27 August 2019, https://hsfnotes.
com/crt/2019,/08 /27 /german-fcos-landmark-facebook-decision-suspended-on-appeal

2% UN Guiding Principles on Business and Human Rights, Guiding Principle 1

%5 See European Union's Transparency Register: Google profile, http://ec.europa.eu/transparencyregister/public/consultation/
displaylobbyist.do?id=03181945560-59; Facebook profile, http://ec.europa.eu/transparencyregister/public/consultation/
displaylobbyist. do?id=28666427835-74

%6 Statista, The companies spending the most on EU lobbying, 29 April 2019, https://www.msn.com/en-us/finance/news/the-
companies-spending-the-most-on-eu-lobbying /ar-BBWoSWM

»7 See, e.g. Laura Kayali, Inside Facebook’s fight against European regulation, Politico, 23 January 2019, https://www.politico.eu/
article/inside-story-facebook-fight-against-european-regulation/
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Fyyrn (Google) 2018 oHp AHY-bIH 3acrniiH raspbir 1060MAoXbIH Tyng 21.2 cas am.gonnap
3apuyyncaH (eMHe XunmnHxaac 17.6%-unap ecceH), ®ancbyyk (Facebook) 12.6 cas am.pnonnap
3apuyyncaH (emMHex xmnaac 9.6%-1ap ecceH).?® TeXHONOMMINH KOMIaHWUy L, 6epCaniH
apryMeHTyyabIr BaTaTraxblH Ty epreH XypP33HWUM cypanraaHbl TOBYYAMNT CaHXYyXyyngar.2>?
TeXHUKUH KOMMaHWyA TOPUINH TYBLUHWA XYBUAH HYYLIbIF XaMraanax Xyynuyapbir Xy4uHrym
©onrox xyynb TOrToOM>X, MOHOMOAMMH 3CP3r 6ON30WNYM YMAAI33C ypbaduUnaH COPrumnax,
TYYH4I3H XONO00HbI BOMOMXKUT YN aXuanaraar A3MXMX 30pUArO0OP XOEYNaHr Hb N1066maox
BarHa. TexHONOrMMH KoMMNaHnya 4 KannopHUIA X3p3riarymiiH HyyLJIasbiH TyXan Xyyib MeH
NAVHONC My>XMAH OMOMETPUAH M3O33MINMH HYYLabIH TyXar XyyJSb 33p3r My>XK YChbIH
TYBLUHWI 3Ar33p CaHaa4MrbIr 3pC 3CIPryyLIX Liaxax OarHa.?®®

SU3CT Hb, 3H3 N066W 3eBXxeH EBporn, AHY-a xa3raapnargaxryin.?®! [e M'yapavad (The Guardian)
COTIYYAL M333M1CHI3P 3H3 OHbI 3%33p Parcbyyk (Facebook)-ninH Gapumt Gudryyn 6omnox “Mx
BputaHn, AHY, KaHag, DH3TXar, BbeTHam, ApreHTuH, bpa3un, Manan3 6onoH 6yx 28 myxua
O3NXUIA [asap Heneennminr ok aBaxbir OPOACOH ONIOH 3YYH Xyyflb TOFTOOrY, 30XMLYyynardasir
OHWNCOH ANXUAH X3MXKI3HWIA HyyL, NoOOK axunnnaraa” angaracaH.?

DHaXYy TamnaHg xapuynaxgaa fyyrn (Google) eepuiiH caHxyyXyynmsr rypaBard 31rasnsg
30puyncaH un Tof, GaranbiH Xarcaantaa 00f1oH TyYHWI NobOuTon xondooTon Un Toh
M3033/1YY 33 OHLOMX33.2%3 P3ancbyyk (Facebook) Hb N1066K xMiAX yin axunnaraa sByynaxaaa
XyYy/b TOITOOM>X XONOOrgox Oyx Laapanarsir Aarax Mepamer rax M3asranar.?4

B3PXILUI3NNIT JABAX

fyyrn (Google), M3rcOyyk 33par nNnathopMyya X3T TOMOPCOH Hb M3A33M3/1 LyryymK alumriax
30pWUynanTTan BU3HECUIMH YN axunnaraaHaac OoMmK XOXMPCOH XYMYYCUH IPXMIAT COPraaX, XOXMPIbIF
apunrax yp LyHT31 apra ofox axubir 063pxLusanTan 6onrox 0arHa. 3epUnraceH 3pXUMNr CIPrasx Hb
Oyxan OYT3H CUCTEMUIH 3CPITM XMUIX TIMU3N DO XyBUpCaH.?®®

M>3A330130 xagranax xXyynb XypMbIr caxux Mepaexryr 6arraa Hb XamruH Tom acyyaan 6onx banHa.
M>p33n30 xagranax Tanaap xaMruiiH A3BWMnTTan EBpONT XypTan rapcaH 3epynvir MepaeH Oanuaax,
Xapuyujiara xXynasnrax Tan A33p XyHWU Heel, OonoH Yagamx oyTMar 6arHa.?®® MeH XyBb XyMyyC
“XYHWUI 3PXUIAH M3OA3M AyTMar, XYYAUNH HAapUAH TeBerTan Npouecc, eHaep 3aphal, CaHXyyrmnH

28 See The Center for Responsive Politics, Lobby Firm Profiles: Google, https://www.opensecrets.org/lobby/firmsum.
php?id=D000022008&year=2018; Facebook, https://www.opensecrets.org/lobby /clientsum.php?id=D000033563&year=2018

29 | ee Fang, Silicon Valley-funded privacy think tanks fight in DC to unravel state-level consumer privacy protections, The
Intercept, 16 April 2019, at: https://theintercept.com/2019,/04 /16 /consumer-privacy-laws-california/

%0 See, e.g. Kang and Vogel, Tech giants amass a lobbying army, NYT and Fang, Silicon Valley-funded privacy think tanks fight in
DC, The Intercept, April 2019

81 For California Consumer Privacy Act, see, e.g. Kartikay Mehrotra, Laura Mahoney and Daniel Stoller, Google and other tech
firms seek to weaken landmark California data-privacy law, Los Angeles Times, 4 September 2019, https://www.latimes.
com/business/story /2019-09-04 /google-and-other-tech-companies-attempt-to-water-down-privacy-law. For lllinois Biometric
Information Privacy Act, see, e.g. Russell Brandom, Facebook-backed lawmakers are pushing to gut privacy law, The Verge, 10
April 2018, https://www.theverge. com/2018/4/10/17218756 /facebook-biometric-privacy-lobbying-bipa-illinois

%2 Carole Cadwalladr and Duncan Campbell, Revealed: Facebook’s global lobbying against data privacy laws, The Guardian, 2
March 2019, https://www.theguardian.com/technology/2019/mar/02/facebook-global-lobbying-campaign-against-data-privacy-
laws-investment

%3 Google, Our Principles and Standards of Business Conduct, https://www.google.com/publicpolicy /transparency/, and Trade
Associations and Membership groups, https://services.google.com/fh/files/misc/trade_association_and_third_party_groups.pdf

%4 Facebook response, see Annex below.

%5 The right to an effective remedy has been recognized under various international and regional human rights treaties and
instruments and also as a rule of customary international law. See e.g. Article 8, Universal Declaration of Human Rights; Article 2
(3), International Covenant on Civil and Political Rights; Article 2, International Covenant on Economic, Social and Cultural Rights.

%6 see for example, Reuters, European regulators: We're not ready for new privacy law, May 2018, https://uk.reuters.com/article/
us-europe-privacy-analysis/european-regulators-were-not-ready-for-new-privacy-law-idUKKBN1I915X; European Union Agency

for Fundamental Rights (FRA), Access to data protection remedies in EU Member States, 2013, p 46, https://fra.europa.eu/sites/
default/files/fra-2014-access-data-protection-remedies_en.pdf
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HexeH Tenbep aBy Yagparyn” 33prasc 6OMK ©epUNH IPXUIM XaMraanax TaMUSNA TOONANeH
oponuoxryr 6anraa.?®’” EpeHxmMngee 3apvmM HIMH axmL, rapcaH 4 XYHUA SPXMIAT 3B 30XMCTOMroop
X3P3rKYY3X30 63pXLWs3nTo1M Gancaap n.2%8

XYHUIN 36PUUTLACOH IPXMIAT HOXOH CIPraax Har xanbap Oon 3epumn rapaxaac eMHex bavpang Hb
OyuaaH opyynax oM. [3BY CUCTEMTINMIP TaHAAX, XYBUMH M3O33MNVIAT M3AIMANYArI3p alimrmax oyn
OHeerMnMH HexXLen 3H3 Hb Bapar 6onomxryn 3ymn. HYBXIX: “XyHuin Hyyuan XangcaH XapruiH xop
YPLIMMAT 3anpyynax GonoMXKrym ... XyBUMH M3A3NNMIT Xafiranax, XyBaanlax, 30puynantbir eepynex
Hb xsnbapxaH Ganraa Hb XyBb XYHWI 3px34, 0000 OONOH MP33ayMA WWHD aloyn 3aHanxXMnx banraar
Xapyynk Garraa tom” rax TIMIAIMICIH.??

KoMnaHum ymn axunnaraa Hb KOMMAHW XYHWUI SPXUIAT 36pHCOH TOXMONAONA, TOSAHNIN 3pX34, X3PX3H
Heneex Danraa Tanaapx M3O3MNMNM ONX aBaxX Hb XYMYYCT Yp AYHT3M apra XaMX33 aBaX, 3px33
Waapaax OoONoMX ONroxod amuH dyxan tom.2”° ey Tyyrn (Google) 6onon Mancbyyk (Facebook)
33P3r MHTEPH3T X3P3rN3rYAMIAH XOOPOHAOX M3A3IUIAH Tarw Byc BGanpaan, MeH TyHranar 6anaan
33pra3C M3O3IMIT X3PX3H Lyryynax, OonoBcpyynax, XyBaanuax ynn sBL Hb XyBb XYMYYC 3PX3H[, Hb
X3PX3H HOMOBNCOH 3C3X Tanaap A3MMPIHIYA M3OIMN aBax BONOMXKIYA MCH VI oM.7! XKLL Hb,
Dancbyyk (Facebook) KemOpuxuminH AHanuTika LyriyyncaH M343330033p akagemud [3sug Ksppon
XOEpP Xnn KeMOPWMXNNH AHANUTMKAraac eepuiiH ererannmnr caprasx 6onomkry b6ancaH 4 yyHUmr
oponacoH Gereep, 3paH CypBamkiax CITIYYAYNL YYHUNT UNPYYNCIH. X3p3B x3par segan bonoorym
BancaH bon Kappon eepuinH M3A33nMMr Oypyyraap almMriacaH rarvnr M3OIXryin eHrepex bancaH
banHa.?”?

Y331 BOANI00 NNIPXMIANEX PX YeneeHnn acyyanaapx HYB-biH untrang Tycran UATIrY XMIAM3A OloYH
yXaaH epeHXMINAee X3PX3H aXWNnagar Tanaap OHLOMXK, 3PX33 COPrI3NIX3L IPX3A, Caas yHpyyx
Gaviraa Tanaap Aypox33.2? Mag33n13n erextavi xonbooToM anropuUTMbIH CUCTEMA, Heneesx Oyn uap
Xyp33, 3pXyya, Top 4 BGanTyran opLIMH TOrTHOMbIH Tanaap M3AA3rTyn” HIMH 63pxWwan 6un. KomnaHwn
anroputMyyn GarHra facaH 30xXMUoX Ganpaar Tyn 3H3 TyHranar ©araan T3Or3puiH yp AyH ynam oyp
H3IM3rA3X, eepynergex Oanraa Tanaap CUCTEMUNH 30XMOH DYTI3r4ma XypTan Tannbapnax Yajaxryi
Darx Maragnantam.?’*

SU3CT Hb, anrOpPUTMbIH HIFAMAN LWWHX YaHap Hb Myyrn (Google)-uinH xaMX33H4 Heneenger xapuH
Damcbyyk (Facebook)-miH cnctemyya Hb XyBb XYHWI TYBLUMHL HOXEH Tenbep aBaxan 03pXLI33MTa
Tynrapgar. 3acax CUCTEMYYA Hb MX3BYMI3H MM TOM TapxcaH Lap XYpP33T3W Heneennvnr yampaaxan
3opuynargaaryn bampgar.?> JuxkuTan 3pX, TEXHONOMMIAH M3PraxXunTHyya 6onox JunnaHd DOBapac,
Mawkn Bean Hap “Orerpen xamraanax apra YHACIHII3 XyBb XYHWI 3pX 433p CYypUIaar ... XapuH
anropuTMbIH XOP X8&Hee NUX3BYM3H OYNryyaAUNr aHrvmK, AopAyynax bangnaap yycasr Tortonuoo
}OM."276

%7 Noyb, Making Privacy a Reality, 2017, p 8, https://noyb.eu/wp-content/uploads/2017/11/concept_noyb _public.pdf

%8 Consumers International, The state of data protection rules around the world, May 2018, p 5 https://www.
consumersinternational.org/media /155133 /gdpr-briefing.pdf; Privacy International, The Keys to Data Protection, August 2018, p 7,
https://privacyinternational.org/sites /default/files /2018-09/Data%20Protection % 20COMPLETE.pdf

%2 OHCHR, Right to Privacy in the Digital Age, A/HRC/39/29, 2018, para 56
20 Amnesty International, Injustice Incorporated: Corporate Human Rights Abuses and the Right to Remedy, 2014, p 157

7' The Human Rights, Big Data and Technology Project, University of Essex, Submission to OHCHR on The Right to Privacy in the
Digital Age, 2018, p 8

72 Wired, One Man’s Obsessive Fight to Reclaim His Cambridge Analytica Data, January 2019, https://www.wired.com/story/one-
mans-obsessive-fight-to-reclaim-his-cambridge-analytica-data/

3 David Kaye, 2018, para 40
74 Al Now Institute, Annual Report, 2017, p 30 https://ainowinstitute.org/Al_Now_2017_Report.pdf

75 Berkman Klein Center for Internet & Society, Artificial Intelligence & Human Rights: Opportunities & Risks, p 55 https://cyber.
harvard. edu/sites/default/files/2018-09/2018-09_AlHumanRightsSmall.pdf?subscribe=Download+the+Report

26 Edwards and Veale, 2017, p22
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AYTHANT, 36BABMXK

M>3pa335130 awwurnax 6usHecuiiH 3areap yyrn (Google) 6onoH ®3ncoyyk (Facebook) komnaHuynan
ypbA, 6MHe Danraaryin epreH Lap Xyp33T3Mrasp HyyL M3O33IVAT yanupaax O0noMxK OnrocoH. TagHun
3H3 CUCTEM Hb OyX TVBA BYlOy A3MXMIAH XYH aMblH FypaBHbl HIMMAM xaMapy bairaa. Dar3p KoMAaHWN
ofoorMnH BapumTanx Oy 604/10r0 Hb XyBb XYHWIA HYYL, TOOUAryI Bycan 3px34 HOLUTOM atoyn
nannax banHa.

[3BY 3H3 OYX3H O33pX XOEP KOMMaHMap xa3raapnarfaxryn. Magssnan uyrnyynax OM3HecUiH 3arsap
Hb XaMIMWH TOM TEXHOMNOMMIMH KOMMaHWyAan alumrnarfaxbiH 33pary3s 3ap cypranyuiraa, aata
HanMaanaryug, rapaaHbl OM3Hecyya, TEXHONOrMMH DML KOMMaHWYOaA XYPTaN alur onox, brsHecss
T3M13X apra 3aM Hb OONCOH. DH3 3arBap Hb 000 MHTEPHITUIH O YMrNaN DoKX eprexceH bereef,
"WNHTepH3T'"-33p JaMXWH OUOHWIA TP OPOHL XYPT31 HIBTIPY 3XJ1334 OalHa.

Dancbyyk (Facebook), Myyrn (Google) Hap Gu3HecUH 3arBapaa T3AHWIA XyBb[, 6COX XaMIMIAH XypAaH
apra bancaH y4paac coHrocoH. Of00 T3AHUI COHIONT MYH TYH3rMIA Bereen XyHWUM 3pXUIAH yp AaraBap
OpreH Lap Xypa3Tan Hanx Hb Tofopxon HanHa.

TaHOanTag cyypuncaH brsHecTar xonbooTom XyHUM 3PXMNH XOXMUPIbIH Lap XYP33, HApPUH TEBOITIN
Ganpan, OyTUMIH WUAAAYYARA “Yxaanar 3o0xMuyynant” Wwaaphanaratai 60fHO. DH3 Hb TEXHOMOIY,
3PA3MTIH CYyASlaaqua, VPraHUA HUMMM, OOANOro rCaH epreH Xyp33HUI oposiLoryabiH candap
XOOPOHAbIH C3TM3AM3 LUNMHX334mA, OonoH 6oanoro 6onoBCpyynardug, anb X3AMnMH Yyxan ad
xonborgonton Ganaar 3pA3M WUHXUAMIHWA Balrryynnara, 3Ar33p acyynT A33p axunnagar Ua3BXTam
DanHrbiH MepaeH DbanuaanT, AyH WUHXUAMI XK 30XMX LIMNA3NA XYP3X Waapanaratai 6onHo.

XyBUIH HyyLan HyYpnax Oy 3pCasnvIAT ONOH XUIUIAH 6MHe oK XapcaH. 20 XUANNH eMHe
TaHOANTbIH CUCTEMUIMH Cyypb Oyp3aNnasx yesc N XyBUMH HYYLMIT xaMraanardvg Laxmm OpHuH Haxb
XYHUIW XYBUMH M3A33NNMAT SAraH TaHWX 3X3/CHI3P AMap atoyn yumpy 6onox, XyynmnH xamraanant
3aNNWryn X3parTan Garraar aHxaapyyncaap MpcaH. 2000 oHA Llaxmm XyBuinH Maa3annuind TeBUinH
3axvpan Mapk PoteHbypr AHY-biH ceHaTas, “XunuiH emMHe Oup GraHecuiH BGanryynnaryyn 4OToof,
KypMaapaa XyHUN XyBUAH HYYyUMIT xaMraanax 6onomx Gavxryir aHxaapyyncaH. Laalima nHTepHaT
X3P3rN3rYANNT TaHUX TONOBNOreer OfIoH HANT 3CIPrYYLCIH TIMUSM rapHa rax omuma y3ax GanHa
X3M33H M>3O3rAC3H toM.277

BY 0A00 3H3 acyyasbir WKUAAdX BonomMx Bypasx 6arHa. TexHONOruMH ToM KOMMaHWYAbIH XaMriiH
allMrTarm OyT3rO3XyyHA, ONOH HUMTUIAH aHXaaprbir XaHIyyncHaap XyBUMH M3I33MNMIAT XaMmraanaxap,
TOPUIMH 30XMUYYNaNT 3alnlWwryi Wwaapanaratai OONCHbIr ONAryyncaH. Xaamnm TUAM 4 TOPUNH 30XM1LLYyYynanT
Hb MPMANIAH Y331 604100 UNapxunnax 6onoH Bycas apxag a3pcaan aaryymx bonsowryn. Mimg anveaa
30XMLYYNANT Hb XYHUA 3PXUAT O330/13X 3apHNMA, VHOICICOH DalxblH 33Parua3 XyHWUIA HyyLTal Oanx px
OoroH Bycag 3pXMIT 3epUK Oy, TaHOANTbIH OM3HECUIAT 30XMLLYYNax YHOCIH LWaapasiarag TOXMPCOH
GaviBan 30xvMHO. M3[335131 XamMraanax Xyysb >XypMbIr CUCTEMTINI3P, 6preH XypasHL, 3epumnx Ganraar
flapanTar 30X1LYYMX rapracaH Xyynuir YaHam Mepayy/iax Wwaapanaratan tanHa.

277 Marc Rotenburg, On Internet Privacy and Profiling, Testimony to US Senate Commerce Committee, June 2000, https://epic.org/
privacy/internet/senate-testimony.html. The company referred to was ad tech company DoubleClick, which was later acquired by
Google.
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XYHUA 3pXUIH XYYynb, 3PXUIT XaMraanax, XyHA3Trax Tanaap H3H Japywn, Yp AYHT3M apra XxaMX33 aBax,
OpONLOrYAbIH XYBUMH HYYLbIH Tan A33p YACYYAbIH XYN33X CTaHOAPTa4 YYpar, Xapuyuiarsir TOLOPXon
3aax erceH Gamaar. 2016 oHO XYHWA 3PXUIAH 36BN6Neec 3aCr1nH ra3pyyn XMMX €CTOM XYHUA 3pX,
YHIOC3H 2pX Yeneer oHNaMHaap CcypTanynax, xamraanax, TYYHUI JOTop MyX YNCbIH XyBbA, “Xyynb,
Oyp3aM XypaM, boanoro, 6Gycag apra Xamx33r 6atnax, Xaparkyynax, Laapanaratan ToXMonaons,
LWNH3YN3X XYBUAH M3[33131 OONOH XYBUIH HyyLUbIr OHManHaap Xamraanax Tanaap” onoH apra
X3MX33I TOOAOPXOWCOH.?’®

Dancbyyk (Facebook) GonoH Myyrn (Google)-ninH simap 4 Tan faHraapaa axunnaxry bereef, Mepaex,
alumrnax Tanaap Wiyy xaTyy Xsiaraapfant TOrTooX, XYBUMIAH M3L33M1311 Hb ereraiuiiH TeBnepen, Xy

Yaa biH aCcyyAnbIr WWNA3XIYW 00N xaHranTTam ouw Ganx 6onHO. YYHUIM 33p3ru33 yaam Oyp HIM3rasx
“Tapryynard TeXHONOMMIMH KOMMaHWYA"-bIr “3aAnax” XaparTan rax caHan bonrox 6y ync tepuma,
CIX3ITHYYL CUCTEMUMH acyyasibir UMK Yafjaxryi. TaHgantag TynryypnacaH Lorl, apra Xamxka3
aBaxbIr Waapaaxryn 6on 6usHec 3areap Hb 66POS XYHWUIA IPXUIAH 30PHIIT IOM.

DHAXYY TalfiaH Hb XYHUI 3PXUIAH Y331 BapyMTNansIr M3TrIUI3HA, HIBTPYYIIIX, LaallabiH OONOMXKMUT
apra 3ambIr 3aaX erex Xy4vH 4Yapmamnt omnas.

YIC OPHYY[IA[] 6rex 3eBiemMXx

«  3aCrWiH rasap 3aWnwWwryin Waapanaratai QuxuTan YANYUArasHa HIBTP3X, alumrnax 6onomxoop
xaHrax; Myyrn (Google) 6onoH Mancbyyk (Facebook)-unH asa GyTumiir opyynaan xaa canryi
Ganpar TaHAANTHIr AMAP Y HEXLS 36BLISEPOXTYIA. DH3 Hb CypTanumiaraa Xmnrd atrssg, 6onoH
Bycan rypaenard Trasad “xaHarmaxry 6anx” spxvir Gatanraaxyynax xyysb TOrTOOMXKMAT
X3P3MKYYII3X.

*  DH TIpryyHA KOMNaHWy[ XyBUAH M3A33MIUIAT Hb Lyrnyynax, 6onoBcpyynax, xyBaanuaxbir
"30BLIEBPCOH" XYBb XYMYYCWUIAH TyXall MapKeTUHI 3CB3M CypTanyunraa, ymn4munrasr 6onson 6onroH
alumrnaxaac ypbayunaH coprumnax.

*  3aCrMiH raspyypn ererfen xamraanax 3apymMyynbiH Aaryy XYHWUA SpXWUAT 337 33prasp XaHracaH,
M3[33113/1 XxaMraanax Xyynmyaplr raprax, Mepaex. S4rsp Xyynmap Lyrinyynx 00nox xyBunH
M3I3MIUMH XIMXK33, XaMpax Xyp33d, sMap 30pUIroop aluriaxbIr xaTyy xa3raapnax, MeH
KOMMaHWyAbIH M3A33MMAr BONOBCPYYNaxbIr Xs3raapaax; X3p3arnardng uaalling, eepCcanind XyBUINH
M3I3MIUAT Xapyynax SCIXMIAT 3XHI3C Hb TOAOPXOM BOMroxX, XYHWN SPXUIAT XYHASTIIX Yypar
xapuyunaraz yn HMnMUdx bananaap uaawmg 6onoBcpyynaxryi 6anxbir waapaax.

¢ 3acruiiH rasap Hb Tyyrn (Google), @anncbyyk (Facebook) 6onoH Gycan TOMOOXOH TEXHONOMMMH
KOMMaHWyAblH 36pUnninr OOAUTOMIoop Wanrax, WUIATMX XaHranTTan Heel, Typluaratain
YHOICHMI 30XMUyynardnaTan 6amx. Ta MeH XOXMPOn apuirax MexaHu3MblH Yp OYHT3M, eBepMel)
OananbIr XaHrax.

«  3aCruiiH raspyya 6ve naacaH TeXHUKUAH LKHX341 DONOH Heneenenm epTceH Gynryyarsi
60aMTOOP 36BN6NA6X, ANTOPUTMBIH CUCTEMUIH AM3alH, DONOBCPYYNaNT, X3P3rKMUNT3A, TaBUX
XIHANTBLIM BaTanraaxyynax 30XuMLyynantsir Oun BONrox, 3Ar3sp CUCTEMTIN X0N000TON XyHWI
3PXUIH XOXMPOSI, TYYHWIA JOTOP COper HeneennyyadL XyynmnH aaryy xapuyuiara Xynasnraxuinr
OaTanraaxyynax.

+  TexHOMOrMMH KOMNaHWYLAA anropUTMbIH CUCTEMTII XONDOOTOM 3CB3N BU3HECUIH 3arBapaac
YYIA3NT3M 3pCA3N, 3yM OyC YANANYYL XYHUA 3PXUIAH HENeeNINAr TOROPXOMK, LNAABIPAIXUIAH
TYNO XYHUMA SPXUIH 30XMX LWaNranT sAByynaxbir 3aCrUnH raspyyn XyynuniH garyy waapgax.

e 3acmiiH rasap 6yx HUATUIAT XxaMapcaH, XYHWUI 3pX34 33NN NHTEPHITUAH OOLNOTbIN X3P3rKyyIax
éctoun. YYHL, 3ax 333MNr Tacandyynax apra XaMx33, KOMMNaHWi TaHdanTag cyypunaarym
OU3HECUIH 3arBapyyabir A3MXKMX 33P3F OPHO.

28 UN Human Rights Council, The promotion, protection and enjoyment of human rights on the Internet, June 2016, UN Doc A/
HRC/32/L.20
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XyMyycuir TaHgantag, cyypuncaH OWU3HeCUIAH 3areapaac Unyy XyBUIAH HyYLbIr XYHOSTMA3T
XyBUSIDAP COHrOX 3pX33 DOAMUTOOP X3P3IMKYYSIIX DOMOMXKTON BOMrOXbIH TYyNL 3aCrUAH ras3pyyn
30XMLYynanTbiH TorTonuoor 6atnax Gyloy Mepayynax ecton. YyHA 3eBXeH erergern 3eeseprex Oyc
XapumuaH axunnax YaBapbir XxaHrax apra Xxamx33 bartcaH 6ereef MHMCHIZP XYMYYC YANUUArS
XOOPOHL, HAMMIMA, XOXMPON YHPYYNaxrynradp LWNXKNX, CYIXKIIHUIA Heneennumr byypyynax.

TexHONOrMNH KOMMaHWyAbIH HENeenneec YYA3TIN XYHUA IPXMIAH XOXMPAbIF XaaHa Y TOXMOMA0X
0onox, Top AyHOaa OXWH KOMMaHWydbiH (ragaan 3C8an AOTOOAbIH) YN aXuinaraaHbl yimMaac
yYMpCaH XOXMPIbIr apuirax yp AyHT3M apra 3amblir 3acruiiH rasap Oatanraaxyynax.

3acrnH raspyyn OVXKUTan YANYUNrsHO XxaMmparaaxnaa anneaa M3a3InnH xamraanant, XyBUnH
Hyywnan 60M0oH XYHWUIA 3pXWIAH Bycan, 3epunyyamMiH 3CPar yp AYHTIM apra XaMXK33d aBax dpXminr
oVnryynaxbiH Tyng amxmtan 60n1oBCPONbIH Yp OYHTIN XxeTenbepyyannr X3parKkyyiax3 XepeHre
opyynanT XUnx, O3MXUX ECTON.

KOMMAHINYAL 6rex 3esnemMx

48

fyyrn (Google) 6onoH @ancbyyk (Facebook) 33par M333m133p awmr onaor KOMAAHWUYL, XYHWIA
IPXMNT A3343M1C3H OM3HECUIH 3arBapT LUMKMX apra 3aMbir 3p>K Xamx. YYHUA Ty XYHUA 3pX34,
Heneemk Oyn BU3HEeCUIH 3arBapTaa XYHUN IPXMIAT XaHrax 6oafIorbIr TyCrax, XyHUIA SpXUIAT
36pYCOH TOXMONAOMA YYHUMT X3PX3H LWMASX Tanaap Wi TOA0op 3apnax.

TeXHONOMMNH KOMMAHWYL, XYHUI 3PXMIAT 38p4mK OON30LWryn 0oanoro, XXypmelir 1060maoxrymn
GaviBan 30xXMHO. T34 XYHUI IPXMIAT XaMraanaxiaa Tep XyHUI 3pX3f cepreep Heneemk 6orox
OONOMXUIT OYTYY YHINMIXryI BGanx.

TexXHONOMMNH KOMMaHWyA, OU3HECUIH YIAN aXuiaraaHaacaa WanTraancaH XyHUM 3pXUnH
36PUANIAT apUArax, XOXMPAbIr 3aaBan apuirax ECTomn.
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Annex: Letter from Facebook - Page 1

Dear Tanya and Joe,

Thank you for the opportunity to respond to the summary of your forthcoming report about human
rights and Facebook’s business model. While we appreciate the opportunity to engage with
Amnesty International on these important issues, we respectfully disagree with your conclusion
that our practices are inconsistent with human rights principles.

Like many other online companies, Facebook is supported through the sale of advertising. This
enables billions of people around the world to connect and express themselves, on an
unprecedented scale. Amnesty International itself has benefited from this ability to connect: The
organization has relied on Facebook ads and other Facebook products to reach supporters, raise
money, and advance your mission.

Our business model is what allows us to offer an important service where people can exercise
foundational human rights—to have a voice (freedom of expression) and be able to connect
(freedom of association and assembly). That's why we were disappointed to see that Facebook’s
clear contributions to human rights (and human rights organizations) are not mentioned in the
“summary of analysis” you shared with us. There are countless examples of how people have
used Facebook to advance human rights around the world. And, as a company, we’re committed
to respecting human rights, including the right to privacy. Our longstanding membership in the
Global Network Initiative (GNI)—and our adherence to the governance, privacy, and freedom of
expression standards enshrined in the GNI Principles and Implementation Guidelines—reflect this
commitment. As you know, these standards are grounded in the UN Guiding Principles for
Business and Human Rights (UNGP), the Universal Declaration of Human Rights (UDHR), and
the_International Covenant on Civil and Political Rights (ICCPR). We are independently assessed

every two years on our implementation of our obligations as a GNI member company.

This is an important moment for human rights at Facebook. We recently updated our staffing and
leadership on human rights issues, and have just issued new Community Standards Values that
explicitly refer to human rights principles. We’re engaged in multiple, major, human rights impact
assessments, and are about to launch one of this decade’s most exciting rights-related
experiments, Facebook’s Oversight Board. Accompanied by the recent explicit commitment of our
top leadership to freedom of expression, and in the midst of designing a significant new initiative
for human rights defenders, you can be confident there is much more rights-related work to
come.

It also an important moment for privacy at our company. Our robust privacy review process,
which brings together a cross-company group of experts to review new products and privacy-
related changes to existing products, is about to become even stronger as we implement our
recent settlement with the Federal Trade Commission.The settlement requires an unprecedented
level of accountability, imposing controls that have never before been required of a company in
our industry.

We appreciate the opportunity to respond to the summary you sent us, but we are deeply
concerned that it contains a number of inaccuracies and faulty assumptions, the most serious of
which we outline here:

1. Facebook’s Business Model and “Surveillance.” Describing Facebook’s business
model -- which involves selling ads in order to offer services for free -- as “surveillance-
based” elides the crucial difference between services that people voluntarily sign up to
use, and the involuntary government surveillance that defines the arbitrary interference
with privacy, home, family, or correspondence envisaged under article 17 of the
International Covenant on Civil and Political Rights.

2. Data Collection. We do not “collect as much data about people as possible” or infer
people’s sexual identity, personality traits or sexual orientation. In fact, we only require

Address: 1 Hacker Way
Menlo Park, CA 94025
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Annex: Letter from Facebook - Page 2

people to provide their name, age, gender, and contact information when they sign up for
Facebook. We do not have access to the contents of anyone’s email.

3. Non-users. Like other companies that provide technologies to other websites and apps,
we may receive information about non-users when they use those websites and apps.
This is part of the basic function of the Internet. We do not use non-user information to
build profiles about people.

4. Interoperability. Part of our vision for enabling people to message across our apps is
making those messages end-to-end encrypted. This means we will collect less data
about people -- not more, as the summary suggests.

5. Social plugins. We do not store data from social plugins (such as the Like button) in
identified form unless that's necessary for safety, fraud prevention or security.

6. Free Basics. The purpose of Free Basics was not to “gain access to new sources of
data.” Free Basics does not store information about the things people do or the content
they view within any third-party service available through Free Basics.

7. Engagement. Our News Feed algorithm is not designed to “maximise engagement.” The
goal of News Feed is to connect people with the content that is most interesting and
relevant to them. Our focus is on the quality of time spent on Facebook, not the amount.

8. Discrimination and transparency. The summary fails to mention the many changes we
have made to our ads systems in order to help prevent discrimination -- measures that
remain unmatched in the industry. Facebook is far from the only place where advertisers
run ads for opportunities like housing, employment and credit and we’ve made
fundamental changes for how these ads run on our services. Many of the interest
segments mentioned in the summary have also been removed. Transparency is a
significant part of how we’re addressing this issue, and we have made it easier to see all
the ads running on Facebook, regardless of whether they are shown to you.

9. App Developers. The summary similarly fails to mention the work we have done to limit
the misuse of people’s information that we saw in the Cambridge Analytica matter. The
summary’s suggestion that we recently suspended 10,000 developers because of
suspected data misuse is flatly incorrect.

10. Law enforcement. Far from “contributing” to unlawful government surveillance, we
actively push back against it, scrutinizing every request we receive to ensure it complies
with accordance with our terms of service, applicable law, and international human rights
standards.

You will note that our processes far exceed the minimum standards set out in the UN’s latest
guidance on this issue, The Right to Privacy in the Digital Age. We hope these points -- and the
additional context below -- will help you revise your arguments on surveillance, privacy, and
proportionality as you finish your report.

We fully recognize that Facebook has made mistakes in the past, and are committed to
continually improving our services and incorporating feedback from the people who use them. We
would welcome the opportunity to engage further with you on your report and the important
issues it raises.

Sincerely,

Steve Satterfield
Director, Privacy & Public Policy

Address: 1 Hacker Way
Menlo Park, CA 94025
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Facebook’s Business Model and Data Practices

Your summary characterizes Facebook’s business model as “surveillance-based.” We strongly
disagree with this suggestion.

First, it is important to note that no one is obliged to sign up for Facebook. The decision to use
our family of apps is entirely voluntary and personal. A person’s choice to use Facebook’s
services, and the way we collect, receive or use data -- all clearly disclosed and acknowledged by
users -- cannot meaningfully be likened to the involuntary (and often unlawful) government
surveillance and interception of communications defining the kind of arbitrary interference with
home, correspondence, or family life envisaged under article 17 of the International Covenant on
Civil and Political Rights.

Second, Facebook’s business model is not, as your summary suggests, driven by the collection
of data about people. Like many other online companies, Facebook is supported through the sale
of advertising. As you correctly note, we do not sell data; we sell ads. Doing so allows us to offer
a service that enables everyone to exercise foundational human rights—to have a voice
(freedom of expression) and be able to connect (freedom of association and assembly).

While using the data we collect and receive is an important part of showing effective ads, it is
incorrect to suggest that our business model is driven by the desire to collect “as much data
about people as possible.” Data collection is not an end in itself for Facebook, but rather is the
way we provide relevant and useful services to people and organizations. The only data we
require people to provide when signing up for Facebook are the person’s name, age,
gender, and contact information. We also enable people to express their gender identity in
ways that go beyond male and female.

Over time, as people use our products, we may receive additional data (e.g., the Pages a person
likes, the posts and ads they click on), and this data helps us provide content and services that
are more relevant to them, such as determining which posts and ads appear higher up in their
News Feeds.

Your summary misstates the nature of the data we collect and receive from people. We do not
read the content of people’s emails, nor do we infer people’s sexual identity, personality
traits or sexual orientation. We also do not use the content of people’s messages to other
people for ad targeting.

Third, it is vitally important to note the range of controls we give people over the data we collect,
store and use. We provide strong controls to allow people to decide what is right for them. This is
why we offer tools such as Access Your Information, Ad Preferences and “Why am | seeing this
ad?”, all of which we are constantly working to_improve. We also recently started rolling out a new
way for users to view and control off-Facebook activity, and to disconnect this information from
their accounts. These tools provide unprecedented levels of transparency and control, and
strongly surpass the minimums defined in paragraph 30 the UN’s most recent thinking on this
topic, The Right to Privacy in the Digital Age. Our steady introduction of privacy-protected tools
like these belies the summary’s suggestion that “Facebook can afford to abuse privacy.” To the
contrary, we know that if we do not protect people’s data, we will lose their trust.

As noted above, data allows us to make ads more relevant. Not only is this a better experience
for people; it also has been crucial for the millions of small businesses who have access to the
same powerful tools that large businesses do, allowing them to reach people who are more likely
to be interested in their products, services, or causes. The efficiency that data brings to
advertising has helped businesses and other organizations around the world to grow and
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advance important causes, including freedom of assembly and association; rights to freedom of
expression and political participation; and of course, the right to development.

The summary’s suggestion that our goal of making our services more interoperable will enable us
to aggregate more data about people is flatly incorrect. As our CEO Mark Zuckerberg explained,
our vision for the future operation of our services involves making them end-to-end encrypted —
which means we will receive less data about people, not more. End-to-end encryption means
that we’ll be unable to access the content of people’s messages for advertising—or for any other
reason.

It is also worth noting that, other than for security purposes and guarding against fraud,
Facebook no longer stores data from social plugins (such as the Like Button) with user or
device identifiers. The limited data that we do keep for security and fraud investigations is
stored in separate, access-controlled tables to help ensure that only the relevant security or
integrity employees have access to that information. Once the investigation concludes, the data is
deleted unless we determine abusive activity has occurred and further action is necessary to
protect our products and users.

Although it is correct that we may receive information about people without Facebook accounts
when they use a website or app that includes a social plugin (or other Facebook technology), we
do not build profiles about non-users.

The report’s characterization of our Free Basics service is inaccurate. The Free Basics privacy
statement makes clear that the service is not a “data extraction exercise.” To the contrary,
Free Basics safeguards people’s privacy through strong protections. Most importantly, Free
Basics does not store information about the things people do or the content they view
within any third-party service. Rather, in order to provide access to those services free of data
charges, Free Basics temporarily stores only the domains or names of the third-party services
visited, after which this information is aggregated or otherwise de-identified. Free Basics
continues to be an important tool for bringing more people online and providing a baseline of
connectivity for people around the world.

| ing People’s Experi in News Feed

Amnesty’s executive summary incorrectly suggests that our algorithms are designed to promote
sensationalist content because people are more likely to engage with that content. The actual
goal of Facebook’s News Feed is to connect people with the content that is most
interesting and relevant to them. Our focus is on the quality of time spent on Facebook,
not the amount. Because the space in each user's News Feed is limited, Facebook’s algorithms
prioritize posts that are predicted to spark meaningful conversations — including posts from close
friends, family, and pages users interact with frequently. This type of content is prioritized over
public content, including posts from businesses, brands, and media.

We have also taken steps to reduce the incidence of content that may be engineered to game
engagement on Facebook, but that results in a negative or harmful experience for users. For
example, we've introduced systems to detect and reduce the distribution of content such as
it, hoaxes, fake news, and clickbait. And we have worked very hard, and
successfully, to reduce the virality of hate speech and other inflammatory content in many
> h v

We also believe in giving users more information about and control over what they see on
Facebook, including on News Feed. In March 2019, we announced a new transparency initiative
called “Why | am seeing this post?” which gives users access, for the first time ever, to ranking
information about each post in their Feed. We also have tools that allow users to further
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personalize how they experience News Feed, such as viewing posts in chronological order or
choosing to see posts from a particular Page of person at the top of Feed.

Taking Acti p Discriminati 0 T

One of our top priorities is protecting people from discrimination on Facebook. Our advertising
policies have long prohibited discrimination, and we require all advertisers globally to certify
compliance with our non-discrimination policy in order to run ads on Facebook.

We are now making fundamental changes in how U.S. housing, employment and credit
opportunity ads can run on Facebook. We will not allow advertisers to target these ads to
people based on age, gender, ZIP code or any interests describing or appearing to relate to
protected characteristics. These changes will be fully implemented by the end of 2019; they’re the
result of settlement agreements with leading civil rights organizations and ongoing input from civil
rights experts. This settlement also included a commitment that we work with the civil rights
community and other experts to study the potential for bias in connection with the
algorithms we (and others in the industry) use to show people relevant content and ads.

Even before the settlement, we had made changes to the ads system, which advertisers use to
select the audience for their ads. We removed thousands of categories from that could potentially
relate to protected characteristics. Our review of these audience selection options is continuous
and informed by feedback from outside experts.

We are also building a new section of our Ad Library that will give people the ability to search
for and view all current housing ads in the U.S. by location chosen by the advertiser, regardless
of whether a person is in the intended audience. We'll introduce similar sections for U.S.
employment and credit ads next year.

These transparency efforts build on our efforts referenced in the report to bring greater
transparency to political and issue ads on Facebook. Among other things, these efforts are
intended to address so-called “dark ads” that you refer to. We continue to work on more ways to
provide transparency in this space, and we appreciate the feedback we have received from the
organizations cited in your report.

The Cambridge Analytica matter involved a third-party app developer — Aleksandr Kogan — who
violated Facebook’s policies by selling users’ information to a third party, Cambridge Analytica.
When we became aware of this issue, we took action quickly to investigate, and we secured
sworn certifications from Kogan, Cambridge and others that they had deleted the relevant data. In
2018, reports surfaced that Cambridge may have not, in fact, deleted the data it received from
Kogan.

We recognize that Cambridge involved a breach of trust, and we have taken a number of steps to
help prevent something like it from happening again. These steps include:

e Reducing the kinds of data that people may share with app developers;

e Preventing apps that a person has not used for more than 90 days from continuing to
access a person’s data through Facebook;

e Strengthening our App Review process by requiring more apps to submit to upfront
review before being able to ask people to share their data;

e Conducting an investigation of apps that had access to large amounts of user information
before we changed our Platform in 2015 to prevent people from sharing their friends’
information with apps; and
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e Suspending — and even suing — developers who fail to cooperate with this
investigation.

With respect to this investigation, your report states “ten thousand . . . apps were suspended for
potentially misusing data.” This is incorrect. As we explained in our most recent update on this
investigation (which thus far has addressed millions of apps), we have suspended tens of
thousands from around 400 developers. Suspension is not necessarily an indication that these
apps were posing a threat to people. Many apps were not live but were still in their testing phase
when we suspended them. It is not unusual for developers to have multiple test apps that never
get rolled out. And in many cases, the developers did not respond to our request for information
so we suspended them.

You are correct that carrying out an investigation of this kind is difficult, but it is not accurate to
suggest that we do not have sufficient tools at our disposal to identify and take action against
developers we have found to have violated our policies. We are committed to taking strong
action — including by taking developers to court, as we have done recently.

Finally, our new agreement with the FTC also will bring its own set of requirements for oversight
of app developers on our Platform. It will require developers to annually certify compliance with
our policies. Any developer that fails to follow these requirements will be held accountable.

p ing Pri Inc . ith R from Law Enf

Facebook discloses account records in response to valid legal requests in accordance with our

i i i i i . Because we are
deeply concerned about protecting our users' data, we carefully scrutinize every request to
ensure it meets those requirements. When we don't believe those standards have been met,
we decline to provide the requested data and, if necessary, challenge the request in court. We've
done this, for example, when the requesting government exceeded its authorities in making the
data request, or we are concerned the request doesn't comply with international human rights
standards.

We openly publish how we enforce our Community Standards, and how we respond to
government data requests, in our regular Transparency Reports. They are worth studying.

E ina With G Official I Public Policy |

As we've said in our annual political engagement statement, public policy decisions can have
significant implications for the people who use our services and the future direction of our
company. Facebook regularly engages with government officials to discuss a range of policy
issues as well as share information about our products and services. In doing so, we maintain
compliance with all relevant laws and guidelines. All Facebook Personnel, including external
consultants, who engage with government officials to discuss policy issues on our behalf receive
training on the ethical standards required in all such interactions.

Hkk
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ABAPTA TAHQATHINA:

®3NCBYYK GONOH FYYTNANH BSHEC 3ATBAP
XYHUI 3PX3[ X3PX3H XANQAAT EONOX Hb

Fyyrn (Google), ®3ncoyyk (Facebook)-uH ymnumnnras xaamm 6oauT yH3
U3HTAM Y, Heree Tanaac nnathopMyya Hb X34 X343H 3pCA3MMr aryynaar.
DAra3p KOMMaHWM TaHOanTag, cyypuncaH OM3HecC 3arsap Hb X3p3riarygmnr
"MaycTnitH HalMMmaa" Oyloy eepUnH YH3 L3HITIM, XYBUIAH M3A33J1/133
HaMMaanuaxam xypragar. YYMp Hb XYMyYC LaXMM OPYUHL, X3P3rNaXMNH

TYNO, XYHUMA SPXUIAH 38pYMNL CYYPUICaH CUCTEMUIT allmMrnaxaac eep
apraryng xypy 6arHa. tOyH TypyyHL O33pX OM3HeC 3arBap Hb XyBb XYHWNA
HyyuTan Banx 3px34 ypbh 6MHe banraaryin epreH xyp3sHa, xanjax banraac
rafiHa YyHWWr faraaf y3an 0o[noo UN3pXMANax 3pxX33C aBaxyynaag Utran
YHIMLUMAT3M Bawnx, snraBapnaH ragyypxnaac aHrmg, Ganx 33par Oycan apxaf
HOLITOW 3aHanXumnmx banHa.

Yr TannanHrvmH “TaHgantbid OnsHec” rax sxHum oynart Fyyrn (Google),
Dancbyyk (Facebook)-unH TaHmanTtag cyypuncad OM3HeC 3arsap X3pxaH
X303H TIPOYM XYHIIC Tenbep aBaxrymrasp YUAYMAr y3yynarnmr
TannGapnaHa. XapyH OfIoH HUUT MBHIreH Tenbep GuLL XyBUIMH M3A33M1133p33
ynnumnrasHun tenbep Tenmer. yyrn (Google), ®3ncbyyk (Facebook)
KOMMAHWY, 3HIXYY M3AMAUIAT LyryynaH yaMaap XyMyycT OyH LWWHXUAT
XWX, TOSAHWUAT @HTUMK, COHMPXON, OHLOT LNHX, SNaHrysa 3aH

GananbiHX Hb Tanaap Taamarnan 6onoBCPYyYXK, SUICT Hb YYHUMIII 3ap
cypTanymiraaHaac allvr ofioxof alimrnagar.

“"XyBUMH HyyLad Xangax Hb” XaM33X XOepayraap OynarT SHIXYY HUATUIAT
XaMapcaH TaHAANT Hb XYHUA XYBUIH HyyUTan Oarx 3pXMMH MBH YaHapbIr
X3PX3H 3epUmk Oynr TannbapnaHa. TYYHYIIH X3P3rN3rim, LaxvM CYmKIIHUM
KOMMNaHWyAbIH YWUAYUAM3M aBaxblH Ty4 HIBTPIXA33 ©6PCANNH XYBUIH
M3A33NUNAT MapKeTUHT, CypTanyuiraaHbl 3oprynantaap awmrnaxsir
aBTOMaTaap “3eBLUEEPCOH" X Y33, M3A3NINTIM xapblLax bavraa Hb
X3P3rN3ryAMH X3HA, X3PX3H ©6PUNH M3A33MM133 XyBaaslaxaa COHrox,
WNNOdX 3pX34 Xangax OarHa.

SU3CT Hb TEXHONOTUIH canbapbiH 30XMULYYNanTry 3puH ye ayycax banraa
Hb TOLOPXOV Oereeq Laallmng TOPUIMH 3yr33C 30XMULYYNanT Luaapanaratan
GONOBY TEXHONOMNIH CanbapbiH 30XMLYYNanT amap xanb3pa3p fBargaxaac
Y1 XaMaapaH Tepeec XYHWI 3pX3[, CyypucaH xaHanarbir bapumrnax
ECTOW. 3aCTVH ra3pyyn XYHUA 3pXMIAT OyX HUIT3A, XYPTIIMXKTIM OONrox,
SLNYYNIX3A, YAMNITACIH AVXKNTAN TOPUAH BOANIOr0 X3IP3rKYYdX, XYBUH
M3O93IMIH TaHAANTLIr Garacrax, 3CXyn UPr3AUAH MHTEPHITIA, UTMX
UTEMAAT CIPIa3X 33pradp OYTUMIH LUMHIYMISN XX 3amaap TaHOoanTag
CyypuWncaH OU3HEeC 3arBapbiH XYHUI 3PX34, YHPYYK Oy Xop ypLUrniAr
Oyypyynax anxmyynpir aB4 xap3arkyynsx Wwaapanaratan 6anHa.
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